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Introduction. Spoofing

Presentation attacks [ISO/IEC 30107-1:2016]
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Replay Attacks

[T. Kinnunen, M. Sahidullah et al. 2017]
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ASV Spoof 2017 Challenge

[T. Kinnunen, M. Sahidullah et al. 2017]
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Constant-Q Transform (CQT)

[M. Todisco, H. Delgado, N. Evans. 2016]
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MFCC vs CQCC
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Feature Normalization (STMN)

Feature 
Extractor

𝑥

STMN

Short-time Mean and Variance Normalization (STMVN)

[J. Alam, P. Ouellet et al. 2011]

𝐶𝑆𝑇𝑀𝑁 𝑚, 𝑘 = C 𝑚, 𝑘 - 𝜇𝑆𝑇 𝑚, 𝑘 ,
𝜎𝑆𝑇 𝑚, 𝑘 = 1
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ASVSpoof2017 Baseline Classifier
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i-vector extraction and GPLDA
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Gradient Boosting (XGBoost)

𝑠𝑐𝑜𝑟𝑒 𝑥 = σ𝑖=1
𝐾 𝑓𝑘(𝑥), where 𝑥 is the i-vector for voice sample 

[T. Chen. 2014]
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ASV Spoof 2017 Dataset

Type of 
sample

Subset
Train Development Evaluation

“genuine” 
speech

1508 760 1298

“replayed”s
peech

1508 950 12000
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Fusion of Classifiers
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𝑖=1

𝐹

𝑏𝑖𝑠𝑖 𝑥 + 𝑞′𝑊𝑟

MFCC 
Extractor

CQCC 
Extractor

2xGMM

GMM-UBM

i-vector GPLDA

i-vector XGBoost

2xGMM

GMM-UBM

i-vector GPLDA

i-vector XGBoost

MFCC 
Extractor

𝑙 𝑥
𝑥

𝑠𝑖 𝑥MFCC 𝑝

CQCC 𝑝

13



Performance Evaluation

𝑃𝑓𝑎 θ =
ൟ#{replay trials with 𝑠𝑐𝑜𝑟𝑒>θ

ൟ#{𝑡𝑜𝑡𝑎𝑙 replay 𝑡𝑟𝑖𝑎𝑙𝑠

𝑃𝑚𝑖𝑠𝑠 θ =
#{𝑔𝑒𝑛𝑢𝑖𝑛𝑒 𝑡𝑟𝑖𝑎𝑙𝑠 𝑤𝑖𝑡ℎ 𝑠𝑐𝑜𝑟𝑒 < θ}

#{𝑡𝑜𝑡𝑎𝑙 𝑔𝑒𝑛𝑢𝑖𝑛𝑒 𝑡𝑟𝑖𝑎𝑙𝑠}

𝑃𝑓𝑎 θ𝐸𝐸𝑅 = 𝑃𝑚𝑖𝑠𝑠 θ𝐸𝐸𝑅 = EER

Classifier EER, %

GMM (Baseline) 22.47

i-vector-GPLDA 20.00

i-vector-XGBoost 19.42

GMM-STMN 16.70

i-vector-GPLDA-STMN 13.81

i-vector-XGBoost-STMN 15.56

Fusion of
GMM + i-vector-XGBoost + i-vector-GPLDA-STMN

12.69

Fusion of all models 12.44

1st place in ASV Spoof Challenge 2017, acc. [1] 6.73

2nd place in ASV Spoof Challenge 2017, acc. [1] 12.34

3rd place in ASV Spoof Challenge 2017, acc. [1] 14.03
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Fusion of Classifiers
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Conclusion

• Proposed fusion system can provide substantially better performance 
than the GMM baseline for detection the audio replay attacks

• The normalization of cepstral features is crucial for better 
performance of replay attack detecting algorithms 

• High evaluation performance could be obtained using only few 
algorithms in a set. The achieved value of EER=12.44% for our fusion 
classifier is competitive with the best results obtained during ASV 
Spoof Challenge 2017

This work is supported by the RFBR grant 17-47-220739r_a
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ASV Spoof 2017 1st place

[G. Lavrentyeva, S. Novoselov et al. 2017]
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