Fusion of Several Binary
Classifiers for Countermeasure
of Speech Replay Spoofing
Attack

Andrey A. Lependin, Yacob A. Filin

Altai State University, Barnaul, Russia




Overview

* Introduction

* Features and post-processing
* Classifiers

* Dataset

* Performance evaluation

* Results

* Conclusion



Introduction. Spoofing
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Replay Attacks

1. Phrase prompting with utterance verification
Did the user speak the prompted text ?

2. Audio fingerprinting
Do | know this recording ?

3. Speaker-independent replay detection
Is this recording authentic or replayed one ?

ASVspoof 2017

[T. Kinnunen, M. Sahidullah et al. 2017]



ASV Spoof 2017 Challenge
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Constant-Q Transform (CQT
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MFCC vs CQCC
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Feature Normalization (STMN)

X

Feature
Extractor

A

STMN —

Short-time Mean and Variance Normalization (STMVN)

m+L2

Cpg (mk)=

C(mk)-p, (mk)

o, (mk)

;151{111Lk]=% > C(jk)

=mL72

] mfL2 A
o, {111.1<:}=E > (C(jk)p(mk))

Fm-L2

[J. Alam, P. Ouellet et al. 2011]

CSTMN (ml k) = C(m, k)- UsT (m; k)l

UST(m, k) =1




ASVSpoof2017 Baseline Classifier
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I-vector extraction and GPLDA
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dmic
Gradient Boosting (XGBoost) XGBoost

* Model: assuming we have K trees

i = Sy fulzi), freF

e Objective
: . K
Obj = Z?zl Wyir i) + Zk:l Q(fk)
7 N
Training loss Complexity of the Trees

[T. Chen. 2014]

score(x) = Y5, fi(x), where x is the i-vector for voice sample
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ASV Spoof 2017 Dataset

Type of
sample

“genuine”
speech

“replayed”s
peech

Train Development Evaluation
1508 760 1298
1508 950 12000
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Fusion of Classifiers
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Performance Evaluation
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Fusion of Classifiers
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Conclusion

* Proposed fusion system can provide substantially better performance
than the GMM baseline for detection the audio replay attacks

* The normalization of cepstral features is crucial for better
performance of replay attack detecting algorithms

* High evaluation performance could be obtained using only few
algorithms in a set. The achieved value of EER=12.44% for our fusion
classifier is competitive with the best results obtained during ASV
Spoof Challenge 2017

This work is supported by the RFBR grant 17-47-220739r_a
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ASV Spoof 2017 15 place

HxW xN2
Table 1: CNN architecture
Tvpe Filter / Stride  Output #Params HxWxN
ype ilter ride utpu arams &J H x W x N2
Convl 5x5/1x1 864 %400 x 32 832 _
MEMI _ 864 % 400 % 16 _ Element- Table 3: Results on the ASVspoof database
wise =P
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i - I
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MFM3a  — 216 x 100 x 32 - ) i . —
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MEM3b  — 216 % 100 x 32 — LQNNE};'T K95 11.81
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Figure 4: Bidirectional GRU

[G. Lavrentyeva, S. Novoselov et al. 2017]



