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AnHoTamms. llensto paboTel  sBIseTcs pa3paboTka MPOrpaMMHOrO  obOecreyeHus,
npoBosIero neodgycuupymonpe npeodpazopanus. OCHOBHas 00JIaCTh NPUMEHEHHS — 3TO
aHaNM3 3allyTaHHOTO KOJa BPEIOHOCHOTO IporpaMMHoro obecneuenus. [lotpeGHOCTH B
mogoOHOTO pofa TMPOAYKTAaX BO3HMKIA B CBSI3H C POCTOM IOMyJSIPHOCTH METOAWK
3aMyTHIBaHUS KOJAa M COKPBITHS QJITOPUTMOB paboThl. OCHOBHBEIM HHCTPYMEHTOM
aQHAJINTHKA SIBISIETCS AU3acceMOuIep, OCYIIECTBILIIONINN TpeoOpa3oBanie OMHApPHOTO KoJa B
YUTAEMbI YEJIOBEKOM TEKCT, HO HE IPOBOASAIINII ero BepudUKalMio U yrpouieHue. Panee
JUISL «YUCTKHM» 3allyTaHHOTO KOJa XBAaTaJIo0 yIaJleHHs1 OSCIoNe3HOro Koja Mo mabioHaM, HO
MIPUMEHSIEMBIE METOJMKU 3allyTHIBAHUS YCIOXKHAIOTCA, M JANA PacIyThIBaHUS TpeOyroTcs
CpeACTBa, UCIONb3yomue Ooliee MPOrpecCUBHBIE METOJBI aHANIM3a U YNpOLIeHHs koxa. B
CBSI3M CO CXOJXKECTBIO IMPOOJIEM, CTOAMMX Mepe] ONTUMU3UPYIOINM KOMIIIIIITOPOM H
neoddyckaropoM, OBUIO ONMPOOOBAHO HCIIONB30BAHHE KOMIWIATOPHOW HH(PACTPYKTYpPBI
LLVM B kadectBe simpa neobdyckaropa. OCHOBHBIM pa3iIWYHeM SBISETCS TO, YTO
ONTHMU3aTOP KOMIMIATOPA pabOTaeT B yCIOBUSX ITOJHOTO 3HAHUS O MPOrpaMMe, B TO BpeMs
Kak Jeo0dyckaTop obiazaeT HEMONHON MHpOpManuel, H3BIEYEHHOW HEIOCPEICTBEHHO U3
ydyacTka aHanuzupyemoro kona. Ilo pesynbratram — uCHBbITAaHMNA, B CBSI3U C BBICOKOM
3alIyMJICHHOCTBIO BBIXOJHOTO KOJa, OBUIO MPUHATO peILIeHHe pa3paboTaTh CBOIO
HHPACTPYKTYPY, KOTOpasi MO3BOJIIET JOOUTHCS Oojee YMCTOro BBIXOJHOTO Koxa. Tem He
MEHee, npumeneHne LLVM wunum aHanormyHOM pa3pa®OTKM OCTaeTcs OAHUM U3
MEPCHEKTUBHBIX HAINPaBICHUH TpH pa3paboTke 1eo0(yCcHUpyOmero MnporpaMMHOTO
obecreyeHus.

KaroueBble ciioBa: ananu3 OMHApHOTO Koja, qeobdyckarus, oddyckamust, LLVM
1. BBeaeHune

3amyTteiBanue (00¢yckanys) Koaa IIMPOKO INPHMEHSETCS NpU 3aluTe
MIPOrPaMMHOr0 OOecreyeHnus: OT OOpaTHOTO IPOEKTHPOBAHMS, IPHYEM Kak
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JIETANbHOTO, TaK W  BpemoHOCHOTOo. [lOCKOJBKY 3amyThIBaHHE BBI3BIBAET
CYIIECTBEHHOE 3aMeJJICHHE IIPOrpaMMBbl, OYEHb 4YacTO 3aIlyThIBAETCS TOJIBKO
HeOoJblllass €€ 4acTh, COJEpKallas BaXXHBIH anropuT™. PacnyTeiBaHue
(meobO¢yckanus) mnpuMeHseTCs B OONIACTH MHHUMH3AIMA OWHAPHOTO KOZIa
MPOTrpaMM, YTO SBJISETCS BaXKHBIM JJIsi BCTPAUBACMBIX CHCTEM, TaK W JJIs aHAH3a
BPEJIOHOCHOTO KOJIa.

CoBpeMeHHbIE BHPYCHl HAJENIEHbI OMNPEAENIEHHONW CIOCOOHOCThIO K MAaCKHUPOBKE
BBINIOJIHAEMBIX ~ JeWCTBUH. Bupychl mbITaloTcs u30exarh OOHapyKeHus |
BOCIIPEISITCTBOBATh aHAJM3Y CBOEr0 KoJa 3a CueT NMpHMEHEHHs o0(dycuupyromux
npeoOpa3oBaHuii, BKIIIOYast ©3MEHEHHE rpada IMoToKa yIpaBieHuUs], SKBUBAJICHTHbIE
3aMEHbl KOMaHJ, NEePEeCTaHOBKU KOMaHJ, M3MEHEHHE Ha3HaueHus aapecoB. Jlms
CO3JJaHUS aJTOPUTMa JICYECHUsI BHpyca, TpeOyeTcsi CHadana JeTalbHO pa3o0paTh
ANrOpuT™M ero paboTel. be3 ucmonp30BaHUA aBTOMAaTHYECKUX Je00(yCKaTOpPOB
CKOpPOCTh  aHaim3a BecbMa Mama. C  fApyrodl  CTOpPOHBI,  HOJHOCTHIO
aBTOMATH3MPOBATh ATOT IPOLECC OYEHb CIIOKHO, T.K. BPEJAOHOCHBIH KOJ MOKET
UMeTh JUHAMUYeCKoe MH(POBaHUE, Pa3IMYHBIE BAPUAHTHl CAMOMOAU(HKALUH.
Kak mpaBmiio, aHaIUTHK BBIHYXKISH padOTaTh ¢ HEOOJBIIMM «OKHOM» KOJa, Ha
KOTOPOM IIPOU3BENICHO 3aIlyThIBalolllee NnpeoOpa3zoBaHue. BaxxHOW 0COOCHHOCTHIO
SBJISIETCSL TO, 4YTO, KaK IPaBUJIO, OJHOBPEMEHHO IIPUMEHsETCs HeOoJbLIoe
KOJIMYECTBO TpeoOpa3oBaHMil BO W30€kKaHHE HEOXKUIAHHOTO M HENpPaBUIILHOTO
noBezeHust koga. Coznanue 3(p(EKTHBHBIX CPEACTB JIeUeHHs HEen30exHO Tpedyer
W3y4YeHUs] METOAOB oO(dyckanuu TporpaMM H  pa3pabOTKH, CHELHaIbHBIX
Je00(yCIUPYIOMNX aITOPHTMOB.

B pasnene 2 onuceiBatoTCs OCHOBHBIE OAXO/BI K aHANIU3y nporpamM. B pasgene 3
OIMCHIBAETCS PEAIM30BaHHBIN BapuaHT Jleo0dyckaropa, B paszene 4 ONUChIBalOTCS
MOJTy4eHHBIE 3KCIIEPUMEHTAIbHBIC PE3YIIbTATHI.

2. AnropuTtmMbl pacnyTbiBaHUA

B nanHOM pazfene Mbl pacCMOTPUM METOJbL, KOTOpPbIE IPUMEHSIOTCS IIPU aHATIHU3€
nporpamMm. llenp Takux METOAOB — BBIIBICHHE 3aBUCUMOCTEH  MEXIy
KOMITOHEHTaMH TIPOTPaMMBbl, 4TO AAET BO3MOXKHOCTH NPHUMEHHUTH OIpPEACIEHHbIC
ONITHMU3UPYIOLINE TPe0Opa3oBaHusL.

Merto/1pI aHaIN3a IPOTPaMM MOTYT OBITh pasjesieHbl Ha 4 rpymmsl [1]:

e  Cunrakcuyeckue. K aToil rpyrmme oTHOCATCS METOAbl, OCHOBaHHBIE TOJIHKO
Ha pe3ysbTaTax JEKCUYECKOro, CHHTAaKCUYECKOT0 U  CTaTUYECKOTro
CEMaHTHYECKOI0 aHaJIM3a MPOrpaMMBl.

e  Craruueckue [1][2]. K aToll rpymnie oTHOCSATCS METOAbI aHAJIM3a TOTOKOB
YOpPAaBIIEHUSI U JaHHBIX U METOJbl, OCHOBAHHbIE HA pe3yJIbTaTax aHalIu3a
TTOTOKOB YIIPAaBIICHHUA W NaHHBIX. CTaTHUECKHE METOMBI aHaIH3a paboTaroT
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C MpOrpaMMoil, He HCHoNb3ys HH(OopManuio o paboTe Mporpammbl Ha
KOHKPETHBIX HayaJIbHBIX JTaHHBIX.

e Jlunamudeckue. JIMHaAMHUYECKUE METOMbl aHANIM3A NPOrpPaMM HCIOJB3YIOT
nHpOpMaNHIO, IMOJIYYEHHYI0 B pe3yibTare "HaOmoneHus" 3a paboroid
IIPOrpaMMbI Ha KOHKPETHBIX BXOAHBIX JaHHBIX.

° Cratuctudeckue. CTaTUCTHUECKHE METOAbl HUCIOJIB3YIOT I/IH(bOpMa]_[I/IIO,
co6paHHy}0 B pE3yJbTaTe€ 3HAYUTCIBHOIO KOJMYCCTBA  3aITyCKOB
IIporpaMmsbl Ha OOJIBIIOM KOJIUYCCTBE Ha60pOB BXOJHBIX JaHHBIX.

BaxkHbIM 3TanoM TpH MPOBEJACHUM aHANN3a KOMAA SIBISIETCS €ro HOPMAaNW3allvs.
Hopmanu3anus ~ koja — 3TO mpolecc MpeoOpa3oBaHMsl ydacTKa Kojaa B
KaHOHHYeCKylo (opMy, Oojiee MPUTOMHYIO Uil CPaBHEHUs. BONBIIMHCTBO 3
HCHOJB3yEMBIX TpeoOpazoBaHuil 00(hycKanuy BeAeT K YBEINICHUIO pa3Mepa Koja.
WubiMu  clioBaMu, pasiiMuHble MyTaluu (parMeHTa [OporpamMMbl, MOTYT
paccmarpuBaThCs KaK — HEONTHMHU3UPOBAHHBIE BEPCHHM CBOErO  MPOTOTHIIA,
IMOCKOJIBKY OHHU COIACPKAT HECKOTOPHIC BBIYMCIICHUS, NPUCYTCTBUE KOTOPLIX UMECT
€IMHCTBEHHYIO LIeJIb — 3aTpy/JHEeHHEe aHaiIu3a. Hopmanusauus Koja HarpapieHa Ha
yCTpaHEeHHE BCeX M3MEHEHUH, BHECEHHBIX B XO/JI€ ITpolecca 00dycKaum.

MeTOZ[bI OIITUMMU3AIUH, IMPUMCHACMBIC KOMIINUJIATOPpAaMH, MOryT 6bITl)
HCIIOJIB30BaHbl JJId YMCHBIICHUS KOJIMYECTBA «MYCOPHOI'0» KoOJa. O6])l‘iHO
OINITHMU3AIMIO BBIITOJHAET KOMIWJISTOP AJISI YMEHBIIEHHS BPEMEHH BBIITOJIHEHUS
WK JUTS YMEHBIIEHHSI pa3Mepa KOJa WM MCIOIb3YEeMbIX JTaHHBIX.

PaccMoTpuMm  TexHuKy, NpemoKeHHYyI0 B pabore [5]: MeranpejacTaBieHUe
MHCTPYKIMH. Bee MHCTpyKIMK nporieccopa MOXKHO Pa3elIuTh Ha TPH KaTeTOpHU:

®  yCJOBHBIE U O€3YCIIOBHBIE IIEPEXOBI;
e BBI30BBI QYHKIMH U BO3BpaT U3 GpyHKINHY;

e BCE OCTalbHbIE WHCTPYKLMM, OKAa3bIBAIOIUE BIUSHUE HA PETUCTPHI,
HaMsTh U (Jiard yrnpasJieHusl.

Bce wWHCTpyKnMHM TpeThel TPYNIBI  MOXHO HAa3bIBaTh IPUCBAMBAHUSMH.
WHCcTpyKIIMK CpaBHEHHsS] MOTYT OBITH MPEICTABICHBI B BUJC NMPUCBAUBAHHU, T.K.
OHH OOBIYHO BBITIONHSIOT apH(PMETHICCKYIO OIEPAIIUIO HAJl CBOMMH OIICpaHIaMU, a
pe3yJbTaT 3aHOCST B PErHCTp yipasieHus (Hampumep, eflags s apxurektypsi [A-
32). Hdus obierdeHus MaHUMYISANUA OOBEKTHBIM KOIOM OyJeM HCIOIB30BaTh
BBICOKOYPOBHEBOE  NPEJCTABICHHE, OTPAKAMIIEC CEMAHTHKY  MAIIUHHBIX
HHCTPYKIMH. B pe3ynbrare monydaeMm Tak Ha3blBaeMbIe «TPOMKM» U «HETBEPKHY,
aHaJIM3 M YIPOUICHUE KOTOPBIX XOPOLIO M3y4YeH B TEOPHH KOMIMIATOPOB. CTOUT
OTMETUTh, 4YTO Ja)K€ IpOCTasi HMHCTPYKLHUsI [EKPEMEHTa CKPHIBAET CIOXKHYIO
CEMaHTHKY: apryMEHT YMEHBIIIACTCS HA CIUHHUILY, ¥ B 3aBUCHMOCTH OT Pe3yJibTaTa
yCTaHaBJIMBAIOTCS (Iiary.

[Tpumep npencrasiiex B Ta0I. 1.
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Tabn.1. Memanpeocmagnenue uncmpyxkyuil

MaiuuHHass HHCTPYKLUS MeranpeacrapieHue
pop eax rl0=[rl1]
rll1=rll1+4
lea edi,[ebp] 106 =r12
dec ebx tmp = r08
r08 =108 - 1
NF =r08@[31:31]
ZF =[r08 = 071:0]
CF = ((tmp@[31:31])

ITockonabKy OOJBIIMHCTBO BEIPQXKCHUN  COICPKHUT apU(DMETHUCCKUE KU
JIOTHYECKUE OMEPaTOPhl, HHOTJAa OHU MOTYT OBITh YIPOIIEHBI B COOTBETCTBUU C
0oOBIYHBIMU anreOpamueckumu mpaBmwiamu [5]. Korma ympomieHne HEBO3MOXKHO,
MEPEMEHHbIC U KOHCTAaHTBl MOTYT OBITh MEPEyNOPsIOYCHbI, YTOOBI 00ECIEeYUTh
BO3MOXKHOCTh JTAJIHEUIIIEr0 YIPOIICHUS MOCIE 3Tana MPOJBHKCHUSI KOHCTAaHT. B
Tab1. 2 TPUBEICHBI NPUMEPbI MIPABUII, KOTOPhIE MOTYT OBbITh HCIOJB30BAHBI IS
BBITIOJTHEHHSI yTIPOLIeHUs U niepeynopsanounBanus (C 0o003HagaeT KOHCTAHTY, a t —
MIEPEMEHHYIO).

Tabn.2. I[lpumepor areebpauyeckux npasui

OpurusajibHOe BbIpaskeHHe YnpoueHHoe BbIpazeHue
cl+c2 PaccuuTannas cymMma KOHCTaHT
tl —cl —cl +tl
tl +cl cl +1tl

0+tl t1
tl + (2 + t3) (t1 +t2) + 13
(t1 +12) *cl (cl *tl)+(cl *t2)
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3. ApxuTtekTypa aeobdyckatopa

OCHOBHOW 1IeJIbI0  Pa0OTHI  MPOTPaMMBI  SIBJISIETCS MOJIyYeHHEe JIMCTUHTA
acceMOJIEpHOrO KoJia, MO BUIY OJM3KOrO K OpUTHHAIBHOMY (10 00dyckamuu) u
MIPUTOTHOMY JUIsl BU3YaldbHOTO aHAlM3a YeJOBEKOM. B mporecce meobdyckarum
MPOUCXOMAT PA3IUYHBIC ONTHMHU3UPYIOIIAE TPEOOpPa3OBaHMS, TIO3BOJISIOIINC
JIOOUTBCS TMOCTABJICHHOW [EJH. 3a/1ava 10 CBOEMY XapaKTepy AOCTaTOYHa OJM3Ka K
3aa4aM, BCTAIOMIMM TIepell KOMITWIATOpAaMH Ha 3Tare onTtuMu3anuu kona [3], u
OOJIBIIMHCTBO IMOJXO/0B, BBIPAOOTAHHBIX MPU KOHCTPYHUPOBAHUH KOMITUJISTOPOB,
MOTYT C YCIEXOM MpPUMEHSTbCS B 3amadax geobO¢yckaumu. B kadecrtse
BCIIOMOT'aTeNIbHBIX OMOMMOTEK Ui peanu3alMud  HUcrolib3ytorcs boost [7][8] u
graphviz [9].

3agauy npeoO¢dyckalMM MOXKHO CBECTH K  IOCTPOSHUIO ONTHMM3UPYIOIIETO
KOMIMJIATOpa Ui sA3blka acceMOiepa. OCHOBHOE OTIMYUE OT TPAHCIATOPOB
acceMOJiepa — HAJIMYKE dTana ONTUMH3ALUH, XapAKTEPHOTO JJIsl BBICOKOYPOBHEBBIX
SI3BIKOB  NIPOrPaMMUPOBAHUS. ApXHUTEKTypa CHCTEMbl Oylner HMeTb BHI,
MIPECTAaBICHHBINA Ha puc. 1.
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3.1 Ucnonb3yemsbie nakemsi 10

Graphviz — pa3paboTanHblii crienpanucramu Jaboparopun AT&T maker yTuaur
JUIsl aBTOMATHUYECKO# BU3yanu3anuu rpadoB, 3a1aHHbIX B BUJE ONMCAHUS Ha S3bIKE
«dot».

Jns mocTpoeHHs JIEKCHMYECKOro aHaliu3aTopa HCIoJib3yeTcs mnporpamma Flex,
reHepupyolas JIeKCUYECKH aHajau3aTop  Ha OCHOBE OIMCAaHUH TOKEHOB,
3aJaHHBIX C TIOMOIIBIO PEryJSIPHBIX BBIp@XeHMH. B KauectBe TeHeparopa
CHHTaKCHYECKOT0 aHAIM3aTopa HCnoib3yercs Bison [6].

Low Level Virtual Machine (LLVM) [4] — wundpacTpykTypa At pa3padOTKH
KOMITWJIITOPOB, COJIEpIKalast:

e  KOMIWIATOp si3bika C++ B MPOMEXKYTOUHBIH OalT-KOA, pa3pabOTaHHbIH ¢
LENBI0 00eCHeYEeHUsI BO3MOXKHOCTH ONTHUMHM3AIMK IPOTpaMMBI Ha BCEX
JTarax MCHOIb30BaHuUS;

e Habop RISC-momoOHBIX MHCTPYKLMH BUPTYAJIBHOTO IIpolleccopa, U3
KOTOPBIX CTpOUTCS OaiiT-KOT;

®  MOIIHBIA ONITUMH3ATOP OANT-KOMA;

®  OKpYXCHHE, IPEIHA3HAYCHHOE JIJIsl UCTIOJIHEHMS 0alT-KOJa Ha Pa3IHIHBIX
aTopmax.
[lepBoHauanpHO B KauecTBe siipa ONTUMH3aTOpa Koaa Obuia ucrosibzoBana LLVM.
Ho B cBs3M ¢ BBICOKHM YPOBHEM «IIyMa» B BBIXOJHOM KOJ€, OOYCIIOBJICHHBIM
norepssMu  MHPOpManMM 00 WMEHaX pEruCTpOB, OBUIO IIPUHATO pELICHHUE
CIIPOEKTHPOBATh CBOE SJIPO, IMPOBOJSIIECE ONTUMM3ALMH, CHEUUPUIECKUE IS
00(ycunpoBaHHOTO KOJIa.

3.2 OnucaHue NpuMeHsieMbIX aJl20pummos

3.2.1 leo6¢pyckamop Ha 6aze LLVM

Jnst  WUIroCTpalMu  KU3HECIIOCOOHOCTH  TUIOTE3bl O TPUMEHEHUU TEXHUK
ONTHMU3AIIMK, MCHOJIB3YEMBbIX B KOMIMIATOpaX, ObLI pa3paboTaH TPaHCIATOP
HEKOTOPBIX MAIIMHHBIX HMHCTPYKIMH B S3BIK IMPOMEXYTOUYHOTO IPEICTAaBICHUS
KoMmmuisiTopHoi nHppacTpykTypsl LLVM B dopme SSA (dpopma ¢ enHCTBEHHBIM
MpHUCBaWBaHUEM). OTOT s3bIK [4] KoOMOWiIupyercs B OalT-KOA, KOTOPBIi
MoJABEpraercs  ONTHMHU3AaLUU  C MOMOILBIO Habopa  WMHCTPYMEHTOB,
npenocraBiuieMoro LLVM. B kauecTBe Tecta MCHoib30Bajcs 00(hycIupoBaHHBII
KOJl BBIp@)XCHUU, IPUBEIECHHBIN B JIUCTUHTE 1.
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EAX =EAX +22; ADD EAX, 22;
ECX=EDX + I; MOV ECX, EDX; INC ECX;

Jlucmune 1. Koo, ucnonvzosannutil 015 0b6ghyckayuu
B kauecTBe 3amyTHIBAIONNX MPe0Opa30BaHUN UCIIONIB30BAINCE:

L4 BHECCHUEC MEPTBOT'O KOJA,

L4 BHCCCHHUEC HCOOCTMIXXKHMMOI'O KOJa, M, KaK CJICACTBHEC, M3MCHCHHC IIOTOKa
YIIpaBJICHUS,

®  BHECCHHE M30BITOYHOTO KOJIA (M30BITOYHBIC BEIYHCICHUS ).
ITocne o6dyckammu Koa IpUMET BH, TOKA3aHHBINA B JINCTHHTE 2.

ADD EAX,10
ADD EAX,10
INC EAX

MOV EAX,EAX
MOV ECX,EDX
MOV EDX,ECX
MOV EDX,ECX
ADD EAX,10
SUB EAX, 15
INC EAX

INC EAX

NOP

NOP

NOP

NOP

INC EAX

INC EAX

INC EAX

JMP DEAD CODE
NOP

NOP

NOP

NOP

MOV EAX,90909090
NOP

NOP

NOP

NOP

DEAD CODE:
INC EAX

INC EAX
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INC EAX
INC EAX
INC ECX
DEC EAX
DEC EAX
DEC EAX

BuaHo, YTO CIIOKHOCTH BOCHPHATHS KOJa
TpaHcsiuuy B popmy SSA KOA NpUMET BH, IPUBEICHHBIN B JINCTHUHTE 3.

@eax = global 132 0;
(@ebx = global 132 0;
@ecx = global 132 0;
@edx = global 132 0;
@esi = global 132 0;
@edi = global 132 0;
@eip = global 132 0;
@ebp = global 132 0;
@esp = global 132 0;

Jlucmune 2. O6¢ycyuposanmwlii KOO

define void @main() nounwind {

entry:

%0 = load i32* @eax
%1 = add 132 %0,10
store 132 %1, 132* @eax
%2 = load 132* @eax
%3=add 132 %2,10
store 132 %3, 132* @eax
%4 = load 132* @eax
%S5 = add 132 %4,1

store 132 %3, 132* @eax

3aMCTHO IIOBBICHJIACH.

ITocne
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%38 = load i32* @eax
%39 = sub 132 %38,1
store 132 %39, 132* @eax
%40 = load 132* @eax
%41 = sub 132 %40,1
store 132 %41, 132* @eax
ret void }

Jlucmune 3. Koo na npomesicymournom sizvixe 6 gpopme SSA

ITocne mpeobpazoBanns B hopmy SSA 3TOT KOA IepenaeTcs Ha BXOJ ONTHMHU3aTopa
LLVM. B cBI3u ¢ OCOOCHHOCTSMHM AapXUTEKTyphl MPOUCXOIUT MOTEPS
uH(popMaLuK O PEerucTpax, U €IMHCTBEHHBIH CIOCO0 COXPaHUTh MH(OPMAIHIO —
9TO HUCIIOJb30BAaHUE MMEH PErMCTPOB B KAaueCTBE UMEH IJI00ANbHBIX MEPEMEHHBIX,
He Hoajexalmx WcKiodeHnto. [lociie mpoBeaeHust ONTUMH3ALIH [TOJYYUM KOJI,
MIPOIEMOHCTPUPOBAHHBIH B JIMCTUHTE 4.

mov EAX, DWORD PTR [_edx]
inc EAX

mov ECX, DWORD PTR [_eax]
mov DWORD PTR [ _ecx], EAX
add ECX, 22

mov DWORD PTR [_eax], ECX

Jlucmune 4. Koo nocie npoeedenust onmumuzayuu ¢ nomowpro LLVM

Kon 3aMeTHO ymnpoleH, XOTs U HE COOTBETCTBYET B TOYHOCTH MCXOIHOH (opme,
T.K. HET BO3MOYKHOCTH TOBJIUSITH Ha BBIOOP PETUCTPOB ONTUMH3ATOPOM.

ITockonpky it apxuTekTypsl Intel Xx86 cymiecTByeT BO3MOXKHOCTh OOpaIeHus K
Pa3IUYHBIM YacCTSIM PETHUCTPOB, UMEETCS PErucTp (uiaros, Conepi» aHUEe KOTOPOTo
MOXET HU3MEHAThCA B pe3yibTaTe  HCIOJHEHHS KOMaHJA, YTO IPUBOIUT K
JIOTIOJIHUTENIBPHOMY 3alllyMJICHHIO JHCTHHra. PaccmarpuBaiach BO3MOXKHOCTh
BHECEHMs MclpaBiieHuil B apxutektypy LLVM, HO B cBsi3u ¢ O0sbIIMM 00BEeMOM
paboT M OrpaHUYEHHBIMH CPOKaMHM OBUIO TPHUHSITO pEUIeHHE OTKa3aThCi  OT
ucnonb3oBanuss LLVM B kauecTBe ontuMusaropa. HecMoTpst Ha yka3zaHHBIE BBILIE
He#ocTaTku, wucnonb3oBanne LLVM B kadectBe smpa aeoOdyckaTopa ocTtaercs
MEPCIIEKTUBHBIM HAIIPABICHHEM.

3.2.2 OnucaHue sidpa deobghyckamopa

}1.]'[51 TCCTUPOBAHUA CTOHMKOCTH METOJIOB 3allyThIBaHUA KOJa 4YaCTO HNPHUMCHIIOT
AJITOPUTMBI  OIITUMU3ALIAU. Hamu Obuin pCajin30BaHbl CJICAYIOMNE aAJITOPUTMbIL
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OINITUMHU3AINH, MO3BOJIAIOIINE YHPOLIATL KO, 3aHyTaHHBIﬁ C HCIIOJIB30BAHUECM
YacCTO BCTPEHAIOMINXCA METOAOB:

®  CTAaTHUYECKOE ITOCTPOCHHE U aHAJM3 MOTOKA YIPABICHHUS;
e  00beAnHEHHE 0a30BBIX OJIOKOB;

e  yJalicHUE HEJAOCTHIKUMOTO KOJIa;

®  [POJBHKEHHE KOHCTAHT;

®  CBepTHIBAHHE KOHCTAHT;

®  yHaleHHE «KMEPTBOTO» KOJa;

e anrebpauyeckoe yMOpOLICHHE, KaK YacTh AITOPUTMa CBEPTHIBAHHS
KOHCTaHT;

®  CTaTMYECKUMU CIIaMCHHT.
JanuM HeKOTOpbIE ONpeeNICHNs] M OITUILIEM PaOOTy MEPEUUCICHHBIX AJITOPUTMOB.
I'pagp nomoxa. TlporpamMma COCTOMT M3 OJHOrO H Oojiee 0a30BBIX OJIOKOB,
SBJISIIOLIMXCS y3lamu  rpada. PeOpamu rpada siBisitoTes ayru mnepexonos. Jlyru
HepEeX0JI0B MOTYT OBITh TPEX BUJIOB:

®  HOpMAaJIbHOE JIBI)KEHHUE 110 MOTOKY yrpasieHus Flow;

e nepexof o yciosuo Cond;

e  OesycmoBHsIii repexon Uncond.
Cmamuueckoe nocmpoenue u auwaiu3 nomoka ynpagienus. Pabora 23TOro
QITOPUTMa HAYUHAETCS €II¢ Ha CTaAMd CHHTAKCHYECKOTO aHalli3a BXOIHOIO
Tekcta. Kaxnmass pacrmo3HaHHas ~ MHCTPYKLHUS —eperaercss B (YHKIHMIO,
AQHAIM3UPYIOLIYIO MEPEIaHHYI0 el MHCTPYKIMIO M B 3aBHCUMOCTH OT pe3yJibTaTa
aHanmm3a Jau00 M00aBISIONIyI0 KOX B KOHEI 0a30BOro 0Jyioka, JIMOO CO3MAIOIIYIO
HOBBIA OJIOK C JocTpaumBanmeM pebOpa tuma Flow. Ilocne 3aBepmicHuss 3rtama
CHHTAKCHYECKOT0 aHaJM3aulsl BCceX OJIOKOB, HA KOTOPbIE BO3ZMOXEH IEPeXo/l, T.e.
UMCIOIINX «METKY», IIPOCMAaTPUBAIOTCS BCe OJIOKH rpada U TOCTpauBaroTCcs pedpa
COOTBETCTBYIOIINX NEPEXOIOB.
Obveounenue 6azosvix 6710k06. JIBa CIeAyIOMUX APYT 3a APYyroM 0a3oBbIX O0OKa
MOXHO OOBEIMHHUTD, €CJIM OHM coenuHeHbl peopom Ttuna Flow mnmm Uncond nubo
sKkBUBaJieHTOM, cocrosimuM u3 Flow u Cond, koTropsle HCXOmAT W3 OIHOM
BepunHbL. O0X0/1 BEPIINH OCYIIECTBISIETCS 00X010M rpada ¢ HOMOIIBIO OUCKA B
riyouny. O0X0/ IPOBOJIUTCS TOJIBKO U3 OJHOM cTapToBoii BepmmHbL /[yt o0xona
rpada wucnonp3yercss MOAUGHUIMPOBAHHAS BEPCHUS HEPEKYPCUBHOIO alrOpUTMa
MOWCKAa B TJIyOWHY C Y4YeTOM IPHOPUTETOB IO THUMAaM pedep, Iie HanOOIBIIHA
npuoputer uMmeroT pebpa tmma Flow um Uncond, a Hammenpmmii — Cond, u
JI0ITycKaeTcs yaajaeHue pedep u3 rpada Bo BpeMs pabOTHL.
Yoanenue neoocmuoicumoeo koo. ANropuT™M OCHOBaH Ha TIOMCKe B rryOunHy. [Tocne
3aBEpIICHUs MOMCKA M3 CTAPTOBOM BEPIIMHBI BCE MOCEIIECHHBIC BEPIIHHBI UMEIOT
LBET, OTIMYHBIH OT O€J0ro, W SBISIOTCS [OCTHXMMBIMH M3 Hadana KoJa;
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BepmunHsl, 1BET KOTOPHIX OCTaNCs OENIbIM, MOTYT OBITH yIAIEHBI U3 Tpada, Tak Kak
OHHU HE MOT'YT OBITh JOCTUTHYTHI U3 CTAPTOBOM TOYKH. AJIITOPUTM COCTOUT U3 JBYX
yacTeld — IMoWcKa B TJIyOMHY M INPOXOJa 10 BCEM BEpUIMHAM W yJaJleHus He
JOCTHXKUMBIX.

Ipoosuoicenue koncmanm. JIasi BceX MHCTPYKUUN B 0a30BOM OJIOKE MPOUCXOIUT
cpaBHeHHe C 11absoHOM mov reg, number. [Ipu coBmajeHUy 3Ha4YEHUE pErucTpa
CUMTAeTCAd W3BECTHBIM, U BCE €r0 BXOXJIEHHMS B KauyecTBE BTOPOrO ONEpaHia
3aMEHSIOTCS Ha 3HaUCHHE.

Csepmuieanue xoncmanm. JIns BceX MHCTPYKLUUH B 0a30BOM OJIOKE HPOUCXOIUT
CpaBHEHHE ¢ IIa0JIOHOM mov reg, number. [Ipu coBmaseHnn 3HaYCHME PEruUCTpa
CUMTAETCA U3BECTHBIM. Jlanee IpoAoKaeTcss IPOCMOTP MHCTPYKIUM, N3MEHSIOIUX
3HAYEHHUE PErHCTPa, U, €CIU 3TO BO3MOXKHO, IPOUCXOJUT BBIUYUCICHHE €ET0 HOBOTO
3Ha4YeHus. [lociie BBHIYMCIIEHUS HOBOTO 3HAYCHHS IPOHMCXOAWT 3aMeHa 3HAYeHUS,
MHUNHAATA3UPYIOMIETO PETUCTP, W YAAJICHHE MPOAMYIHPOBAHHONW HWHCTPYKIHH.
ITouck nmpogomkaercs ¢ MHCTPYKLUH, CIAEAYIOLIEH 3a YIaIEHHOM.

Yoanenue  «mepmeocoy  kooa. IlpomsBomutcs  ynmameHHWe — OECIONE3HBIX
MIPUCBAaUBaHUU I BCEX MHCTPYKIHU B 6a30BoM Oi0ke. BrImonmHseTcs cpaBHEHHE C
mabimoHoM mov reg, number. [Ipm coBmameHMH  MOMCK MPOJOIDKAETCS CO
cnenyrome MHCTpyKuuu. Ecimm BcTpedaeTcs MHCTPYKLHS, IEPe3alrCBIBAIONIAs
3HaYeHHe perucrpa 0e3 HCHOIB30BAHUS €ro TMPEABIAYIIETO 3HAYeHHs, TO
MepBOHAYAIFHO HalIEHHOE MPUCBANBAaHUE MOKHO yIAIUTh.

Aneebpauueckoe ynpoujerue, KaK 4acmo ajicopumma ceepmul8anlis KOHCmanm. J1a
ONTUMH3AIMA  3aKI0YaeTcs B TIONBITKE  AMYJIHMPOBATh  BBINOIIHEHHE
apu(pMETHUECKUX WHCTPYKIMH, €CITM N3BECTHO 3HAUCHUE OIEPAH/IOB.
Cmamuuecxuil caaticune. Onmumu3zayus ynansieT KOHCTPYKUHMK BUa push reg/pop
reg, ecly 3HaYCHHE PETUCTPA HE MUCIIONB3YEeTCs IS BEIYUCICHUNA HOBBIX 3HAUCHUIL.
Take yHANAOTCS HWHCTPYKLMH, IPUCBAMBAIOIIME HOBOE 3HAUYEHUE ATOMY
perucTpy.

4. TectTupoBaHue

B kadecTBe KoYl ONTUMH3AaLUI MOXHO HCIIOJIB30BATh CIIEAYIONIHE:
e «-JMPCLUE» — o0benunenre 0a30BbIX OJIOKOB;
e  «-PROP» — pacnpocTpaHeHUE KOHCTAHT;
e «-FOLD» — cBepThIBaHNE KOHCTAHT;
e «-UNREACH)» — ynaneHue HeJOCTHXKUMOTO KOJ1a;
e «-DEADELIM» — yaaneane MepTBOro Kojia

e «-PUSHPOP» - ynanenue koHCTpyKuuid Buaa push reg/pop reg wu
BBIYHCIICHHUH, PE3YJIbTAThl KOTOPBIX HE UCIOJIB3YHOTCS

156



3armyTaHHBII KOX

Pacmyrannsiii kon

label 1:
push eax
mov eax,0ffaah
XOr €CX,eax
mov ebx,15h
pop eax
mov ebx,eax
jmp loc 1
dec ecx
loc_1:
inc ebx
jmp loc_2
loc_2:
jmp loc 3
loc_3:
mov eax,12fth
jmp loc_4
loc_4:
jnz label 2
label 2:
jz label 77
label 77:
jnz label 3
XOr eax,eax
jmp label 4
jnz label 5
label 5:
inc ecx
label 3:
jmp label 1
label 4:
jns label 2
label 99:
jz label 99

label 1:
XOr eCX,eax
mov ebx,eax
inc ebx
mov eax,12ffh
label 2:
jnz label 1
XOr eax,eax
jns label 2
label 99:
jz label 99

Tabn.3. Pesynomamel pabomul 0eobghyckamopa

PesynbraTsl paboTsl neo0¢yckaTopa 1 rpad MOTOKa yNpaBiIeHHs s 3aIlyTaHHOTO
¥ pacIyTaHHOTO KOJa TpPUBEACHH B Ta0l. 3 W Ha pUC. 2 COOTBETCTBCHHO. B
TaONMIaXx HADSAHO BHAHO pPe3yJbTaThl pabOThl aJrOPUTMOB, CBSI3aHHBIX C
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aHaJIM30M IIOTOKA YIIpaBieHHs. YOpaHbl Bce HEIOCTHIKAMbIE U3 HAYAIIbHOW TOYKH
BEPIIUHBI, MPOBEJCHO 00bEAMHEHHE 0a30BBIX OJIOKOB, BBIMOJIHEH aHAIN3 YCIOBHIMA
MEPEX00B U yOpaHbl TpaH3WUTHBIC Iepexoibl. Kpome Toro, k 0a30BbIM Oj0KaM
ObUTM TPUMEHEHBl TaKWE ONTHMHU3AIUH,

PpacrnpoCTpaHCHUEC KOHCTAHT.

KaKk CJIaNCHHT,

Tpad samyTaHHOrO KoJa

T'pad pacoyIaHHOTO KoJa

Babeel |
oy ey
ni gat ki
Fow eCX 1%
o ek 15l
(o e
wer: e g
peg bt _1

/ loc § \
{ neoy ewx,] 2tk I|

~— g fisi J__‘/'
X
I
¢ wea N
N, mabbd 2 S

Y

L label "__', :\_

L - .
£ mbdd \‘J ¢ wov et
" labl 1 N bl 4
b 1N b 4

o

L
(el
TR

Y
Q@v eax.12filh

T o

A i S
label 1:

\

Xor ecx.eax \
mov ebx eax
me ebx

XOI eAX.eax
jug label 2

label 99:

. COND
jz label_99

Puc. 2. I'pagp nomoka ynpasnenus 00 u nocie onmumuzayuu
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B Ttabn4 NPUBEACHBI PE3YJIbTAThI HOCJ'IGI[OBaTCJ'II:HOﬁ OIITUMH3alIH 06a30BOro

0JI0Ka.

Tabn. 4 - Pe3ynvbmamul nocie0o8amenbHuiX ONMumMu3ayutl

3amyTaHHBINA KO

Crnalicuar

Y nanenue

MEPTBOIO Koza

Pacnipocrpanenue
" CBEPTHIBAHUE

KOHCTAaHT

mov eax,10h
mov ecx,150h
mov ecx,0ffffh
mov ebx,90h
xor ebx,21h
add eax,11h
xor ecx,0ffh
mov ebx,eax
push eax
sub eax,20h
xor eax,777h
add eax,0codeh
pop eax
sub eax,5

mov ecx,eax

mov eax,10h
mov
ecx,150h
mov ecx,fffth
mov ebx,90h
xor ebx,21h
add eax,11h
xor ecx,fth
mov ebx,eax
sub eax,5

mov €CX,€ax

mov eax,10h
mov ecx,fffth
mov ebx,90h
xor ebx,21h
add eax,11h
xor ecx,fth
mov ebx,eax
sub eax,5

mov €cCXx,€ax

mov eax,lch
mov ecx,lch

mov ebx,21h

Bugno, 4ro

MOPUMCEHCHHUE MCTOJAUK ,HCO6(1)YCK2[III/II/I JAa€T CYHICCTBCHHOC

YJAydlI€HUEe 4YUTaCMOCTU KOJa. I[J'IH JIyquero 3(1)(1)6KT21 pacnpoCTpaHeHue U
CBCPTHIBAHWEC KOHCTAHT MPUMECHAIOTCSA B OJHOM MIPOXOA€ KaK B3aUMOJOIOJIHAOIINC

ONITUMH3aIINH.

®  CTaTHMYeCKOE MOCTPOCHHE U aHAIN3 IIOTOKA YIIPABIICHUS;
e 00bBeguHEHHE 0a30BBIX OJIOKOB;

e  yJaJeHUE HEOCTIKHUMOTO KOJIa;

®  NPOJBIKCHUE KOHCTAHT;

®  CBCPTHIBaHHE KOHCTAHT;

®  yIaJCHUE «KMEPTBOTOY» KOJIa;

e anreOpaWyeckoe YNpOIEHHWE, KaK 4YacTh aJrOpUTMa CBEPTHIBAHUS
KOHCTAHT.

B pesysbrate 310 00€CeUmIo KaueCTBEHHYIO Je00(yCKAIMIO IPOrPaMMHOTO KOJIa.
Kpome Toro, cosmaHHas apXUTEKTypa IPOrpPaMMHOTO OOECIIeYeHHs IO03BOJISET
JIeTKO 100aBIIsAITh HOBBIE aJITOPUTMBI Jeo0(dycKaluu, T.K. IPEIOCTaBIseT YA0OHBIN
JOCTYIN K JAHHBIM M (YHKIHH Uit paboThl ¢ HUMH. PaccMOTpeHO mepcreKTHBHOE
HalpaBleHWEe HCIOJIb30BAHUSI KOMIWIATOPHOW uHppacTpykTtypsr LLVM B
KayecTBe sapa Jjaeo0dyckaropa, OINpeesieHbl OCHOBHBIE CIIOKHOCTH TaKOTO
MOJX0/1a.
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Annotation. This paper describes the work on development of the deobfuscation software.

The main target of the developed software is the analysis of the obfuscated malware code.
The need of this analysis comes from the obfuscation techniques being widely used for
protecting implementations. The regular disassembly tool mostly used by an analyst
transforms a binary code in a human-readable form but doesn’t simplify the result or verify
its correctness. Earlier for this task it was enough to apply pattern-matching cleanup of the
inserted useless garbage code, but nowadays obfuscation techniques are getting more
complicated thus requiring more complex methods of code analysis and simplification.

As deobfuscation methods require analysis and transformation algorithms similar to those of
an optimizing compiler, we have evaluated using LLVM compiler infrastructure as a basis for
deobfuscation software. The difference from the compiler is that the deobfuscation
algorithms do not have the full information about the program being analyzed, but rather a
small part of it. The evaluation results show that using LLVM directly does not remove all
the artifacts from the obfuscated code, so to provide the cleaner output it is desirable to
develop an independent tool. Nevertheless, using LLVM or similar compiler infrastructure is
the feasible approach for developing deobfuscation software.

Keywords: binary code analysis, obfuscation, deobfuscation, LLVM
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