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AHHoTanms. B craree omuceiBatoTcs paszpabdorannsie B UCII PAH merons! 3amyThiBaHUS
IPOrpaMM, HaIpaBJICHHBIC HA POTHBO/ICHCTBIE METOJIAM CTATHYECKOT0 aHAIM3a IIPOrPaMM.
PaccMmaTpuBaeMble METOZBI 3AIlyTHIBAHUS PEANH30BaHbl B 00(yCHHPYIONIEM KOMIMISATOPE
Ha 0aze LLVM. IlpuBomuTcs omeHka 3aMeUICHUs W YBEIMYEHHS oObeMa MOTpedsemMoit
MaMSTH.

KuaroueBrble ciioBa: o6dyckaius, LLVM, nenpo3paunslii npeaukar.

1. BeedeHue

B Hacrosiiiiee Bpemsi akTyasibHA 3aj1a4a 3alllUThl MPOrpaMM, Kak OT CTATHYECKOro,
TaK ¥ OT JMHAMHYECKOro aHanmu3a Koja. J[OCTyMHOCTh Ka4eCTBEHHBIX CPE/ICTB
aHajM3a Koja W OOJBIIOH BBHIOOpP MOAKIIIOYAEMBIX MOJYJICH, B aBTOMaTHYECKOM
pexuMe OOXOIAIIMX MHOTHE MPUEMbl MPOTHBOACHCTBUS aHAIM3y, MOHMWKAIOT
IUTAaHKYy TpeOOBaHMNA K KBaTM(DUKAIMK aHATUTHKA, YTO BEACT K IOBBIIICHUIO
TpeOoBaHM K 3ammre mporpamm. HeoOXoauMo HCHONb30BaTh JHOO METOMIBI
NPOTHBOACUCTBHS  aHAIU3y, HEHU3BECTHBIC MIUPOKOMY KPYry JIMI, JIHOO
HCIIOJIh30BaTh TPYIOEMKHE JIJIs aHAIN3a IPeoOpa30BaHuUsL.

OnTuManabHBIM — BBIOOPOM, TIO3BOJLSIIONIMM — PEAIN30BaTh CTOWKHUE BapHAHTEHI
3aIlyTHIBAHMS NPOTPAMM, SBISIETCS CO3laHKHe 00(yCIHPYIOIIEro KOMITHISATOpa Ha
0aze OIHOI M3 CyNIECTBYIOIIMX KOMIWISATOPHBIX HHOpacTpykTyp. C o0JHOIA
CTOPOHBI, 3TO IMO3BOJIUT IMPOU3BOAMTH 3allyTbIBAHWE IMPOTpaMMbl, UMESA IOJIHYIO
uHopmanmio O HeH Ha BCeX JTamax KOMIWIIMHM, a C JPYrod MO3BOJIUT
COCPEJJOTOUNThCA Ha pa3paboTKe 3allUThl, a HE HA CO3JaHUM TpedyeMou
nHdpacTtpykTypel. Kpome Ttoro, Takoi mnoaxoj oOecnedrBaeT MOAJEPIKKY
HECKOJIBKUX ~apXUTEKTyp TIpH YCIOBHM COBIAJeHUS ToOpsAaka OailiToB U
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MUHUMaJbHOTO pazimuuusi B ABI, a Taiwke — pasnuyaromuiics ABOUYHBIA 00pa3
MPOrpaMMbl I KaXKJIOTO TOJIb30BaTeNsl, €CIM BBECTH 3aBUCHUMOCTH 3aJIaHHOTO
Habopa npeoOpa3oBaHUil OT HEKOTOPOTO YHUKAIBLHOTO KIII0Ya.

IIpu pa3paboTke nmpeodOpazoBaHUil HEOOXOIUMO YUUTHIBATH CIEAYIONINE KPUTEPHH
3¢ PEKTHBHOCTH:

e Mackupyromiee mnpeoOpa3oBaHME JOJDKHO  3aTparumBaTh M MOTOK
yIOpaBJIEHUS, U IOTOK JaHHBIX 3aIlyThIBAEMOMN IPOTPAMMBI;

e  CrolikocTh NpeoOpa3oBaHMs JOKHA OCHOBBIBATHCS Ha alTOPUTMUYECKH
CIIOKHBIX 3aJjauax, HamlpuMep, TpeOOBaTh OT ATAaKYIOLIETO MPUMEHEHUs
aHanu3a yKasaTeled Ui TOYHOIO BOCCTAHOBJICHHMS IIOTOKOB JaHHBIX
3alUIIEHHON IporpamMmel [9];

e [lpm pazpaborke mnpeoOpa3oBaHUsI HYXHO YYUTHIBATH OCOOCHHOCTH
pabotel cpenctB aHanmm3a [10], Hampumep, MM  aBTOMATHYECKHX
JEKOMIIWIATOPOB ~ CIEAYEeT HAchITUTh TIpad IOTOKA  yIpaBiICHUS
HECBOJMMBIMH YIaCTKaMHU.

Kommunsitoprast mHdpacTpykTypa, Ha 0ase KoTopoil Oyzmer pa3pabaTbIBaThCs
3aIyTHIBAIOIMH KOMIMJIATOP, JOJDKHA YAOBIICTBOPATH CIeNyloUnleMy Habopy
TpeOOBaHUIA:

e o0ecrieynBaTh KOMITHISIIMIO HCXOIHBIX KoxoB Ha C/C++ mox Windows u

Linux;

UMCTH OTKpI)ITI)Ie HNCXOJHBIC KOJbI,

MMETh JIOKYMEHTAIIMIO U TTOIJIEPIKKY COOOIECTBa;

PacHIUpsEMOCTb;

BO3MOKHOCTh BIIUSTH HA TeHEPUPYEMBIH KO Ha JIIOOOM 3Tare

KOMIIHJISIIMH, OT MPETPOLeccopa A0 TeHepaIiy KOIa;

®  BO3MOXXHOCTb ITOJIYYUTH Pa3IMIHYIO HH(POpMAIio 06 0OpadaThiBacMOI
MporpamMMe Ha JIF000H CTaIuy KOMITWISIIIAN, TPEOYEMYIO TS peai3aiuu
ITOPUTMOB 3aITyTHIBAHHS KOJIA.

LLVM [1] — xommmnsaTOpHas HHPPACTPYKTYPa C OTKPHITHIMH HCXOTHBIMH KOJIaMH,
YIOBIIETBOPSIIOIIAS MEPEYUCICHHBIM  TPEOOBaHMSM ¥ TOJICP KUBAIONIAst
MHOXKECTBO IIENIeBBIX apxurektyp (x86, ARM, MIPS, PowerPC wu np.).
ITpomexyrounoe mpencrasienne (LLVM IR) MammHHO-HE3aBHCHMOTO YpPOBHSA
UTpaeT LEHTPaJIbHYI0O pOJNb B TIpollecce KOMOWIINMH. Bce onrumusanun
peanu3oBaHbl Kak KOMIIMJISITOPHBIE TTPoxXoasl nmpeodpazoBannss LLVM IR. Ananms
KOJIa MOXXET ObITh PEaM30BaH KaK OTAENBHBIN IPOXOJ, & €ro pe3ysbTaThl MOTYT
pa3zensiTh HECKOJIBKO TIPOXOJOB, TpaHCHOPMHUpYIOUIMX KoI. Bce MammHHO-
3aBHCHMBIC ONTHUMM3AIMU TPOUCXOASAT  OTAETBHO JUISI KaXKAOH MAaIIMHBI Ha
COOCTBEHHOM BHYTPEHHEM NPE/ICTABICHUH HU3KOTO YPOBHSI.

B nacrosmeit cratee B pasgene 2 mpeauaraeTcs 0030p CyIIECTBYIONINX PEIICHIH B
00JacTH 3aIyTHIBAIOIINX KOMIIATOPOB. Pasmen 3 ommceiBaeT pa3paboTaHHEIC
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MeTOABl 3amyThiBaHUA. Pazzmen 4 comep)KUT SKCIEpPUMEHTAJIbHBIE Pe3yJbTaThl, a
paszaen S 3aBepliaer CTaThio.

2. 0630p cywecmeyroujux
KoMnusisimopoes

3anymbiearowux

Cpean  CyIIeCTBYIOIIMX TPOEKTOB  3aMyTHIBAIOIIUX KOMIMJISITOPOB  MOKHO
BBIJICJIUTh JBA OCHOBHBIX TUNa. [lepBble M3 HUX MNPEAOCTABISIIOT BO3MOXKHOCTb
3alyThHIBAaHWS  TPOTPaMM € [PHMCHCHHEM IIMPOKOr0  Habopa  pa3HBIX
B3aMMOJIOTIOJTHSIONINX METOJIOB, a JAPYTHe pa3paboTaHbl i peamu3alid |
MIPOBEPKH OJTHOTO KOHKPETHOTO METOJa 3armyThiBaHus. ONUIIeM caMble W3BECTHEIC
MIPUMEPBI KOMITHIIATOPOB 00OHX THIIOB.

CosmectHbiii  uccnenoBarensckuii npoekt HES-SO/RCSO mnox pykoBoxacTBoM
Pascal Junod ¢ maszBammem “Obfuscator” [2]. OgHa W3 ero yacteil OCHOBaHa Ha
LLVM [1] u mpeobpaszyer mpomexyrtouHoe mnpencraBienne LLVM, a npyras
MIPOM3BOAUT IpeoOpa3oBaHne OMHAPHOW MporpamMMsbl Juist apxuTekTypsl ARM. Ha
YPOBHE TPOMEKYTOYHOTO MPEACTABICHUS PEa30BaHbl HEKOTOPHIE KIIACCHUECKHE
METO/BI 3aIlyThIBAaHUS. ApUPMETHYECKNE U JIOTHYECKNE MHCTPYKLIUH 3aMEHSFOTCS
Ha OKBHMBAICHTHBICE WM BBIPOKCHHS, COCTOSAIINE U3 IIOCIEI0BATEIHLHOCTH
HECKOJIBKUX MHCTPYKIUH.

I'pad moroka ympaBieHUS YCIOXKHSETCS IYTEM BCTaBKHM JIOXKHBIX BETBIICHHH,
3aKpBITBHIX HENpO3payHbIMU INpeaukatamu. [Ipu 3Tom 6a30BbIil 070K pa3duBaercs
Ha JIB€ YaCTH M NOCJe MEpBOIl 4acTH BCTABISAETCS HENpo3padHbli mpeaukar. Ha
BCErJa BBIMOIHSIOIYIOCS BETBb JTOT0 YCIOBHMS MOMENIAETCS BTOpas 4acThb
6azoBoro OsoKa, a Ha Ty, KOTOpas HE BBINOJHACTCS HUKOT/A, IMOMENIAETCS
HEKOTOpPBI MycopHBI Koa. C TIOMOIIBIO TaKOW KOHCTPYKIHH B MPOTPaMMy
BCTaBISIFOTCS HECBOJWMBIE YYAaCTKH rpada MOTOKa YIpaBieHHA. Takod moaxon
oTIM4aeTcs OT OOBIYHOTO METOAa IIOJNYyYeHUS HECBOOMMBIX TIpadoB IyTeM
J00aBJIEHUsI AOTIOIHUTENBFHOTO BXO1a BHYTPh Tella IUKJIA, HAPUMED, IPUKPBITOTO
HETPO3paYHbIM IPEIUKATOM.

Kpome ToOTO, peannzoBaHo mpeoOpasoBaHHe HCIIETYEpa, TpPaHCHOPMHUPYIOIIEe
rpad TMOTOKa yIpaBieHHs TPOTPAMMEI. JTa peaaH3alusi B I€JIOM COOTBETCTBYET
MOAX0/y, OmhucaHHOMY B [12], HO WMeeT HeOONBINHE YIYUIIECHHS, KACAIOUTHECS
JMCTIeTYepH3aIny yrpasisiiomux cTpykryp (if-then-else, for-loops, switch). Onu
JIMCTIETYCPU3YIOTCS HE KaK eIIHOE MENI0e, a PasIeNAOTCs Ha CBOM COCTABHBIC YaCTH
(HampuMep, BETBH YCIIOBHOTO OIEPaTopa), Kax 0 W3 KOTOPBIX COOTBETCTBYET CBOE
coOCTBEHHOE 3HAUCHHUE MepeMeHHOi JIACTIETYCPH3AIHH. OtieHkH
MPOU3BOJUTEILHOCTH  IPHUBOAATCA Ha ImpuMepe OeHumapka libtomerypt.
[IpeoGpazoBanue AuceTYEpU3aANK yBeIUUNUBaeT Ha 15% pa3Mmep KoJia U Ha TPETh
3aMeJISIeT MPOU3BOAUTEIBHOCTb.

Jpyroit npumep 3aIyThIBAIOLIET0 KOMIMISTOPA OOIIEro HA3HAYCHHUS] — 3TO TPOEKT
confuse mox pyxoBoactBoMm Chih-Fan Chen et al [3]. B mHem kaxnaslii mMeTon
SaHyTBIBaHI/IH peaJ’IPBOBaH KakK OTJICJ'IBHI:Jﬁ KOMHHHS{TOpHBIﬁ l'[pOXO}],
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npeoOpa3yromuil  IPOMEXyTOYHOE TpeCTaBIeHHE. Bcero mpeacTaBleHbl TPH
Merona: 00dyckaius CTpoK, BCTaBKa U3NUILHETO KOJIa, 3aIlyThiBaHKE rpada MmoToka
ynpasinenusi. O0Qyckanusi CTpOK MPOUCXOJIUT B YCIOBHBIX OIIEPAaTOPax, B KOTOPBIX
CPAaBHUBAIOTCSI 3HAUEHUE CTPOKOBOII NEPEMEHHOM C KOHCTAaHTHOW CTPOKOIL.
KoncraHnTHast cTpoka 3aMeHsIeTCsl Ha 3HaYCHHUE ee Xd1Ia U OO0JIbIIe HE COEPKUTCS B
nporpamMe, a BMECTO MEPEMEHHOW IOJICTABISICTCS BBI30B XAMI-(QYHKIMH OT 3TOH
nepeMeHHOl. BcTaBka M3NMIIHET0 KOAa OCHOBaHA HAa MAaTeMaTHYECKHX
TOK/IECTBAX, MO3BOJIIOMINX 3aMEHUTH KaKylO-HHOYIIb TPOCTYIO apU(pMETHIECKYIO
OTepanyio Ha JUIMHHYIO I[eTIOYKy W3JIMIIHUX BbMHcIeHnd. KomOmHMpoBanue
Ppas3IuIHOM MOCJIEA0BATENLHOCTH MOJOOHBIX TOXIECTBEHHBIX 3aMeH
apu(METHUECKUX  BBIPAXEHHMH HA  ODKBUBAICHTHBIE  HCIIOJIB3YIOTCS I
BUIOM3MEHEHNS KOAa.

IMomxox x 3amyTeiBaHUIO Tpada MOTOKA YIpaBIICHHs 0a3upyeTcs Ha CTaHIAPTHOM
MeTozne, omucaHHbIM eme Kombeprom B [12]. Bepercs 0a30BbIf OOK ©
paccekaeTrcs Ha JBE 4acTH, a MEXKJy HUMH BCTaBJIgeTCs npenukat. Ecnu craButcs
HETPO3PavYHbIi MPEeNInKaT, TO Ha ero BCET/a WCIOJHUMYIO BETBh CTaBHUTCS BTOpAs
gacTb 0a30BOro Oioka JHOO ee 3amyTaHHash HEKOTOPOH ITOCIIEHOBATEIHFHOCTHIO
MpeIBIOYIINX peodpa3oBaHuii Bepcusa. BeTBb, KoTopasi HUKOTJAa HE BEHITIOIHSICTCS,
MOJKHO OCTaBUTh IIyCTOH WIIM e IIOMECTUTH Ha Hee o000 koa. Eciu ke craBuTCS
MpO3payHbId TIPEeIuKaT, TO Ha 00€ ero BETBH IOMEIIAETCS KOJ, CEeMaHTHYECKH
OKBUBAJICHTHBIH KOJy M3 BTOPOM YacTH PacceYeHHOro 06a30BOro 0Oioka. ITO KO
BUJIOU3MEHSCTCS IIOCPEICTBOM TMPHMEHEHHS K HEMy HEKOTOpOro Habopa
Ipeasayux onTuMu3anuii. Kpome Toro, Hempo3pauHble IpeauKaThl COeIUHIIOTCS
C YCJIOBUSIMH BBIXOJIA M3 IIUKJIA JUIS UX 3aITy THIBAHUS.

[TocnenHuM 3aIyTHIBAIOIIMM KOMITMJIITOPOM OOLIEro HAa3HAYCHUS PACCMOTPUM
komMepueckuit morpher[4]. Tlo 3asBieHHsAM pa3paOOTYMKOB, B HEM PEaln30BaHO
caMoe OOJIBIIOE KOJIMYECTBO 3allyTHIBAIOIIUX IPE0Opa30OBaHMIl: 3aleIIeHHe IyT
rpada nortoka Bb30BoB (CFG arches meshing), kimonnpoBanue 0a30BbIX OJIOKOB U
(yHKIMIA, BCTaBKa HEMPO3PavyHBIX MPEIUKATOB, 3allelyieHue (yHKIWI, BCTaBKa
MICEBAOLUMUKIOB JUIMHOW | B JHMHEIHYI0 TOCIEI0BATEIBHOCTh HHCTPYKLHUA,
paciudpoBka 1 3amudpoBKa KOHCTAHT J0 U MOCIIE UCTIOIB30BAHHS B POrpaMMe.

W3 Bropoil Tpymmbl 3amyTHIBAIOIIMX KOMITWJIATOPOB HAMOONBIIMK HHTEpEC
MPEICTABISIOT T€, B KOTOPBIX IPUMEHSIOTCS HECTaHAAPTHBIE METOBI 3aITy THIBAHUS.
B crartee [5] mpemyaraercst MeTo 3amyThIBaHUS MOTOKA YIPaBJIECHHS MPOTPAMMBI
IMyTeM TMpeBpalieHus €€ B MHOTONOTOYHOe mpuiokeHue. s mepenaun
YOPaBICHUS MEXAYy IMOTOKAMU HCIOJB3yeTcs AMCHEeTYep, TapaHTUPYHOIIUI
COXpaHEHHe HCXOTHOM CEeMaHTUKU MOCJIeI0BATENbHOM HPOTpaMMBI.
[MpennoxkeHHbIH METOA peann30BaH B paMkax HHOpacTpyktypsl LLVM. OH He
3aBUCUT OH JPYI'MX METOJOB 3alyThIBaHUS IOTOKA YNPaBJICHUS, MOITOMY €ro
MOXXHO KOMOMHHPOBATH C APYTUMH METOJIA JUISl YBEITMUCHHUS CIIOKHOCTH.

WHTepecHblii MOAX0/ 3alyThIBaHKs BPEJAOHOCHBIX MPOIpaMM peaii30BaH B paboTe
Teja Tamboli [6]. Ha BXoJ KOMOHMISATOPY MOJAETCS MCXOAHBIA KO BPEJOHOCHOM
MpOrpaMMbl BMECTE C UCXOJHBIM KOJIOM KaKOTO-HHOYAb OOBIYHOTO ITPUIIOKEHHS.
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[Nomyuyennbie GuTKOABI 000MX (halIOB CMEIINBAIOTCS Ha STalle KOMIIOHOBKH ITyTeM
BCTaBKM (YHKUMHA M3 OWUTKOAA OOBIYHOM HporpaMMbl B OMTKOJl BPEJOHOCHOTO
npwiioxkeHus. Ha BbIXoJie nmostydaercsi OMHApHBINA KOJI BPEIIOHOCHOTO MPUIIOKEHUS,
TIOX0KMH Ha KO OOBIYHOHN IPOTrPaMMBbl.

B koHme oOpaTtuMcs K METOy, OMMMCAaHHOMY B cTaThe [7]. OmmchIBaeTcsl moAXo] K
aBTOMATHUYECKON 3alllUTE TPUTEPHBIX BPEJOHOCHBIX NPHIOKEHHH OT CpEACTB
COBPEMCHHOTO AHTHBHPYCHOTO aHaln3a, TaK Ha3bIBAaGMBIM MeTOA 00dyckarmu
YCIOBHOTO KoJa. 3alyThIBAaHHUIO ITOJBEPTalOTCs YCJIOBHBIC BETBICHHS C yCIOBHEM,
YAOBIETBOPSIOIIMM HEKOTOpPbIM ycinoBusM. IIpumep — cpaBHEHHE CTpPOKH,
MOJY4E€HHOH NPHJIOKEHHEM BO BpEMsI MCIOJIHEHHS, C HEKOTOPHIM yKa3aHHBIM B
ycinoBuM 3HadeHueM. CpaBHEHHME CaMMX CTPOK 3aMEHSETCsl Ha CpaBHEHHE UX
xoureil. ba3oBelii 050k Haxoxsumiics BHYTpH ycioBus mudpyercs. B kaudectBe
KJTfoua mm¢ppoBaHus UCHOIB3YeTCs 3HaUeHNe U3 ycioBust. Kpome Toro, nepex HUM
BcTaBisieTcst (DyHKUUMsS Aemn(poBaHus, KoTopas OyneT BO BpEMsl HCIIONHECHUS
pacmmdpoBBIBaTh 3aIIM(pPOBAaHHBIA 0a30BBIM Oiok. B kauectBe kimoua Oyner
HCIIONIb30BAThCSA 3HAYCHUE, NMOIYYEHHOE BO BpeMs HMcHosHeHus. llpu peanmusanmu
HCTIOB30BajIach KOMMIIATOpHAs MHPpactyktypa LLVM u yrmnura aHammsa u
Monudukamuu OmHapHOTO Koma Dynlnst [8]. B mpomexyTodHOM mpencTaBieHHE
LLVM Haxomunuch HOPUTOAHBIE IS 3alyThIBaHUS YYacTKU IpOrpaMMbl. B
JIOTUYECKOM BBIPaKCHUH YCJIOBHS MPOU3BOAMIACH 3aMEHA 3HAYEHHUH Ha MX XJIIH, a
BHYTPb YCIOBHS BCTaBIIACh (QYHKLMSA NemH(POBaHHUSA M KI0OY MH(POBAHHUSA CO
crienuajgbHbIM MapkepoM. [locie komoreHepanuu Haj OWHApPHBIM KOJIOM C
nomoiplo yruiautel Dynlnst npowsBogunack mudpoBka M yIajJeHUs W3 Teja
YCIIOBUSI KITFOYa M CIICLMAIBHOTO MapKepa.

3. PazapabomaHHble MemoObl YCII0OXKHEHUsI MPo2paMMHO20
KoOa

Boun pa3paboTaHbl ClIeAyIONINE METOBI YCIOKHEHHUS:

[TepeHoC TOKANBHBIX IEPEMEHHBIX B TIIO0ANBEHYIO 0071aCTh BUANMOCTH;

[udpoBaHre KOHCTAHTHBIX CTPOK, UCIOJIB3YEMBIX ITPOrPaMMOii;

BcraBka B K01 QHKTHBHBIX IHKJIOB,;

[IpuBenenne rpada MoToKa yIpaBiIeHUS K INIOCKOMY BUAY C IPUMEHECHHEM

aJropuTMa JUCTIeTYEPU3AIINH;

o [lepermiereHre HECKOIBKUX (DYHKIIMI B OJIHY C 3aMCHOM BCEX BHI30BOB
OTJIENIBHBIX (PYHKITUI HA BBI30B OJJHOH 0OMIeiH;

e  CokpbITHE BBI30BOB (DYHKIWH. [1J1s1 3aImumaeMoi yHKIIAN CO3aeTCs

(YHKIHUS-TICPEXOTHUK, BHYTPU KOTOPOU COJCPKHUTCS HECKOJIBKO BBI30BOB

pa3IHYHBIX (QYHKIWH;

Co3zanre HECBOIUMBIX YYAaCTKOB B Tpade MOTOKA YIPABICHHUS;

Pa30OneHne KOHCTAHT;

Knoruposanue ¢pyHKINi;

DopMUPOBAHHUE HENPO3PAUYHBIX NIPEAUKATOB.
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PaccMoTpuM moipoOHE# npeaioskeHHbIE METOBI.

3.1. NepeHoC NoKanbHbIX NEepeMeHHbIX B rnobansHy obnacTtb
BMAUMOCTHU

[TlepeHoc JOKaIBHBIX MEPEMEHHBIX B TJIOOANBHYIO 00JIaCTh BHUIMMOCTH C
MOCJIEAYIOIUM UX HCIIOJIb30BAHUEM B Pa3HbIX (DYHKIUSAX MPOU3BOIUTCS C LIETBIO
3aTPyAHUTh TOUHBIM aHAJIHN3 MOTOKOB JAHHBIX B IIPOrpaMMe.

B o61mem ciryuae Henb3st H3MEHSTh 3HAYCHUS IEPEMEHHBIX, BBIHECEHHBIX U3 APYTHX
(GyHKUMIT B MPOM3BOJIBHOM MECTE IPOTPaMMBI, TaK KaK 3TO MOXET NPUBECTH K
HETIPAaBUJIBHOMY BBIIOJTHEHHIO KOMIIMIMPYeMOi mporpaMmbl. [loatomy crpoutes
rpad BBI3OBOB i BceX (YHKIMI B MOIyNe, 3aTeM Uil KaXHIOW (QYHKUUH
BBIYHCIISIETCS MHOXKECTBO IEPEMEHHBIX, MOAMU(HKAIUSA KOTOPHIX HE HapyIIUT
paboTOCIOCOOHOCTh TpOrpaMMbl. TakuMu IEepEeMEHHBIMH OYyIyT II€peMEHHBIE,
BBIHECEHHBIC U3 (DYHKLHI, PaclONOKEHHBIX HA Pa3HbIX IyTAX B JEpeBe BHI30BOB.
Ilocne (I)OpMI/IpOBaHI/IH MHOXECTB MNOAXOOAIIHNX TIEPEMEHHBIX OCYHICCTBIACTCA
Jo0aBJIeHHE MYCOPHOTO KOZA, MCIOJIB3YIOIIETO IJIs BBIYMCIEHHI «Oe30macHbIe»
TNIEPEMECHHBIC. Taxoke HaﬁlleHHI;Ie NEPEMEHHBIC HCIIOJB3YIOTCA B IPCAUKaATaX.
OyHkuMy, epegaBaeMble 10 aapecy B JApyrue QyHKIuH, He 00pabaThIBarOTCs, TaK
KaK OHU MOTYT HCIIOJIb30BAaThCS B MHOTOIIOTOYHOM KOJI€.

ITpn BOCCTaHOBIEHMH AITOPUTMA PAOOTHI MPOTPAMMBI HUCIIOIB3YETCS TOCTPOCHHUE
CTalicoB mporpamMMmbl. BrimonHsieTcs 0TOOpP TeX ONepaToOpoB  IPOTPaMMEI,
BBITTOJIHEHNE KOTOPBIX BIIMSET HA BHIXOJIHBIC JTAHHBIE WM HA BBIMOJHEHHE KOTOPBIX
MOBJIMSUIA BXOJHBIC JTaHHBIE. BO BpeMs CTaTHUECKOro aHajiu3a Uil MEPEeMEHHBIX,
pacrojoXXeHHbIX B TIOOAIBHON oOsacTh mamaTd, TpeOyeTcs MPOBOIHTH
MEXKIIPOLEAYPHBINA aHATIH3.

3.2. lWundpoBaHme cTpok

Bo Bpemst cTraTH4ecKoro aHajan3a CTPOKOBBIE KOHCTAHTBI, XPAHSIIINECS B OTKPBITOM
BUAE, MOTYyT JaTh  AHAINTHKY  JIOTIOJHUTEIbHYIO  HMHGOpPMAIMIO O
(DyHKIIMOHMPOBAaHMU IIPOTPAMMBlI WJIM ITIOMOYb HAWTH WHTEPECYIOIUI KOJ IO
CTpOKaM, BBIBOJMMBIM BO BpeMs MHTepecylolero ero coowitus. [IpeobpasoBanue,
MacKHpYIOIllee CTPOKOBBIE KOHCTAHTbI, IPEAHA3HAYECHO ISl COKPBITHS MH(pOopManuu
0 CTpOKax BO BpeMsI CTaTHYECKOT0 aHaJIM3a IPOrpaMMEI.

luppoBaHue CTPOK BHIONHACTCS CIENYIOIMM 00pa3oM: BHayale Bce
KOHCTAHTHBIE CTPOKH, KPOME TEX, YTO COIEPIKaTCs B arperaTHbIX THIAX (MacCHUBEI,
KOHTEHHEephl U3 CTaHAApPTHOW OWOJIMOTEKH), MUPPYIOTCS, B MOIYJb JI00aBISIOTCS
mmdpyromas 1 nemudpyromas GyHkiuu. [lepen kaxIpIM HCIONB30BaHHEM TOM
WIN WMHOW CTPOKM BCTaBJSIETCS BBI3OB (yHKUMHM nemmdparopa, a mocie —
mmdpyromed  GyHKIMUH. DTO CHPABEUIMBO ISl CTPOK, JUIS KOTOPBIX HE
BBITIOJIHSAIOTCSI OTEpaIMy ¢ yKazaTelasiMu. Eciu ske Takue orepanuy UMET MECTO,
TO JUIS KOPPEKTHOW pabOTHl 3amyTHIBAIOLIETO aIrOPUTMa HEOOXOIUM aHaln3
ykazareneil. B Takux ciydasx oOpaTHOro mu(pOBaHUS CTPOKH HE MPOU3BOAUTCH.
[ITndpoBanue CTpOK MOCIE MCHONB30BaHUS TPeOYyeTCs Al TOTO, YTOOBI BO BpeMs
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paboTHl MPOrpaMMbl BCE CTPOKH HE HAXOAWIMCH B MAMATH PacIIn(poBaHHBIMU.
HIudpoBanue crpok mpomsBoautcsi ¢ nomouibto onepaiuu XOR co cinydaiiHbIM
KIIFOYOM.

3.3. BctaBKka (OUKTUBHBLIX LUKIIOB

OUKTUBHBIA WK — MWK, B KOTOPOM HHKOTJA HE IPOHUCXOAWT Oojee OJHOM
uTepanun. B Koze 3amyThIBaeMON MPOrpaMMBI TIPOUCXOIUT IIOUCK YUAaCTKOB KOJa,
[0 CTPYKTYpe HAIIOMHUHAIOMINX OJHY UTeparuio Iukia. [lamee B Hadamo ydacTka
WM B €ro KOHell (B 3aBUCHMOCTH OT TWNa (PUKTUBHOTO IIMKJIA) BCTAaBIIAETCS
0a30BbI OJOK C YCIOBHBIM IEPEXOJOM B IPOTHBOIOJOKHBIA KOHEI[ ydYacTKa.
VYCIOBHBIN TIEpexoa COACPKUT B cebe HEempo3payHblii NpeauKar, KOTOPHIH M
MacKHUpyeT JIHIIb OJHO WCIIOJHEHHE IMKIAa. B KauecTBe MOIXOSAIIEr0 ydacTKa
paccmaTtpuBaeTcs y4acToK C OJHUM BXOJIOM U BBIXOJOM.

3.4. Npeobpa3oBaHue “gucnetyep”’

Upes  Mackupymoomiero  mnpeoOpa3oBaHusi — «AHUCHETYEp»  3aKI0YaeTcs B
npeobpa3oBannu rpada MOTOKa YIPABICHUS TAKUM O0pa3oM, YTO CTATHYCCKUIN
aHaJM3 TIePeX00B MEX/y 0a30BbIMHU OJIOKAMHU CTAHOBUTCS TPYAHOMU 3amaueit [11].
IIpz »ToM 6a30BEIM OJIOKaM MIPHUCBAaMBAaIOTCI HOMepa. B Hadano QyHKIMH
BCTaBJLIIOT OJIOK «Jucrerdep» — aHaior switch B s3pike Cu. B komer kaxmoro
050Ka JOMKMCHIBAETCS KO, YCTAaHABJIMBAIOIIMII HOMEp ClieAyromero Oioka s
BBINIOJIHEHUST W TEpelalonIvii  ynpaBlieHHE Ha OJIOK-AUCIETYep, B KOTOPOM
NPUHUMAETCS PEIIeHue, Ky1a Aajbllie MepeaaTh ypaBIcHHE.

Juis xaxkmoro Onoka nmemaercss A0 5 KOIHME, KOTOpPBIE TaK e J00aBISIOTCS B
ngucnerdep. ITomuMo 3TOT0, MPONM3BOIUTCS yCpETHEHHE pa3Mepa 0a30BbIX OIOKOB,
unctpykimu “Cal 1” onenuparoTces kak Heckonbko MHCTPYKIMIA, TaK Kak mepejada
NapaMeTpoB B MPOMEXYyTOYHOM mpencTtasneHnu LLVM npousBoautrcs B TOH xke
KOMaH/Ie, a Ha PEIbHBIX apXUTEKTypax [0 KOMaH/e Ha apryMeHT. [yt COKphITHS
nepeMEeHHOM JucreTuepusalun eé 3HaueHne Bpraucisercss mo gopmyne 1 = X1
XOR Z; a cnemyromee 3Hauenne Z mno Qopmyne Zcjiem = X2 XOR
Zrekyimee; Z, X1 um X2 BbIOMpaloTcs ciaydaiiHBIM oOpazoMm Juisi OJoKa,
MIPEAIECTBYIOMIEr0 qHUcIeTdepy, U X2 TeHepUpyeTcs CllydalHbIM oOpazoM st
KaXIoro OJoKa MCXOMHOHM (hyHKIHMH BO BpeMs ero oOpaboTku. B kaxmom Omoxe
BBIOMpAETCsl OJHA TEpPEeMEHHas IOAXOMAAIIEI0 THIIA, C KOTOPOH IOCpPEICTBOM
oreparmn XOR TNPOMCXOANT CIEIUIEHHE TEPEMEHHOW aucrieTdepusanuu. Takoe
nmpeoOpa3oBaHHE  3aTPyJHUT  ABTOMATHUECKOE  BBIACIEHHE  IIEPEMEHHOMN
JUCHETYEPU3AlMM, TaK Kak B €€ BBIUHCICHHE OyIyT BOBJICUEHBI JKUBBIC
NIepEMEHHBIE, BBIYUCIIIEMbIE B IIPOTPAMME.

3.5. NepenneTteHue yHKLUN

Knaccuueckuii moaxon K neperuieTeHuro GyHKIMH o0nagaeT Majod CTOMKOCTHIO.
On npennonaraer o0beAWHEHNE CHTHATYp (YHKIMHA M HajaW4yWe Mapamerpa, Io
KOTOpOMY TPOMCXOAMT aucrnerdepusammsa [12]. BoccTaHOBHUTH HMCXOIHBIN KOJ
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MEPeIUIETeHHBIX TakuM 00pa3oM (QYHKIMA HE COCTaBIseT 0co0oro Tpyxa.
IIpemnokena MoauduUKaUs YHIOMSHYTOTO QITOPUTMa TaKUM 00pa3oM, YTOOBI,
MMOMHUMO AUCICTUCPUSYIOUICTO YCJIOBUSA, NEPECIITICTAEMbBIC (byHK]_II/II/I UMeJIn TOYKH
nepecevyeHysl IMOTOKOB YNPAaBJICHHS M IOTOKOB JaHHBIX. Torja NpHMEHEHHE
aNropuT™Ma 00paTHOTO ciakicuHra [13] He MO3BOJIACT HAWTH €IMHCTBCHHYIO TOUKY,
B KOTOPOI1 IMPOU3BOANTCS BBIOOp pabouei hyHKIHH.

[Mepennerenre MPOUCXOAUT CIEAYIOUMM 00pa3oM:

1) OObenuHAIOTCS  CHUTHATYpbl  ABYX  (QYHKUIWH, TreHepupyercs
JOTIOTHUTENbHBIN TTapaMeTp, 0 KOTOPOMY B MPOILECCE BHINOIHEHUS
OyzeT mpou3BOAUTHCS BHIOOP (PyHKIIUH.

2) Ecnn QyHKUMM BO3BpamaroT LENOYHCICHHOE 3HA4YeHWE, TO IS
pealbHOrO BO3BpaTa 3HAYCHUA U3 nepervieTeHHoW  (QYHKIHUN
UCTIONIB3YIOTCSl  TJI00ajibHbIE TIepeMEHeHHble, a cama (QYHKIHA
BO3BpalllaeT  HeWCroyb3yemMoe  3HadeHue. Ecoum  QyHKuum
BO3BpAIlAIOT ~ yKa3aTeJM, TO THUI BO3BPAIIa€MOT0 3HAYEHUS
TIeperyIeTeHHOW (DYHKIIMY CTAaHOBHUTCS yKa3aresieM Ha void.

3) B HOBOIl (yHKIMH, TOTYyYEeHHOH HAa OCHOBE IEPEIUICTEHHS IBYX
(YHKIMH, TIPOU3BOIBHO BBHIOMPAIOTCS TI0 OAHOMY OJIOKY M3 KaXKIOH
¢GyHKOHMM, 3aTeM Hag HAMH TIPOM3BOAWTCS IpeoOpa3oBaHHE
3aneruieHus nyr [14]. B remepupyemom oOmem 06a3oBoM OJoOKe
MIPOM3BOASATCS. BBIUMCICHUS C TJIOOATBHBIMH TI€peMEHHBIMH. st
3aTpy[JHEHUs aHalu3a [OTOKOB JaHHBIX JTU  IEpEMEHHbIE
UCTIONIB3YIOTCSl JUIsSl BBIYMCIEHHH B U JAPYTUMX (YHKIUSIX MOAYJIS.
Takum 00pa3om, y JAByX IeperuieTeHHbIX (yHKUUMHA Bcerna OyayT
O6IJ_II/le BBIYUCJICHUS. Pe3ym>TaT BBIYMCIICHUM HCIOJB3YETCA B
Ka4yecTBE BO3BPAIAEMOT0 3HAYCHUS, a TaKXKe 3alliChIBaeTCi B
r00aJbHYI0  MEpEeMEHHYI0, YTO HE IO3BOJIMT  HCKIIIOYUTH
J00aBJIeHHbIE BBIYMCICHHUS KaK MEPTBBIH KOJ, Pe3ysbTaT KOTOPOTO
HUT/IE HE HCIIOIb3YETCs.

4) ITocne reHepammmn mepemyieTeHHOW (YHKIMM BCe MecTa BBI30Ba
OPUTHMHANBHBIX (DYHKIUH 3aMEHSIOTCS Ha BBI3OB IEPEIUICTEHHOM
GyHKIMM C TeHepanued JOMOJIHUTENBHBIX  I1apaMEeTpoOB M|
HM3MEHEHHEeM 00pabOTKH BO3BPAIIAEMOTO 3HAUCHHIS.

3.6. CoKpbITHE BbI30B PYHKLMUN

[TpeoOpa3oBaHue npUMEHSETCS I MAaCKUPOBKH BBI30BOB (DYHKLHI, MMOCKOJIBKY
3HaHHE WMEHHU BBI3BIBAEMON (QYHKIMH O0JIer4aeT BOCCTAHOBJICHHE alllOPUTMa
paboTsl porpamMmsl. [l MaCKUpyeMoro BbI30Ba co3iaeTcsl (QyHKIUs-TIEPEXO/HUK,
BHYTPH KOTOPOH COJEPXHTCSI HECKOJBKO BBI3OBOB (DYHKIMH. ApPryMeHTHl B
MePEXOJHUK MEepeIaloTcsl B U3BMEHEHHOM BHJIE, TIOCIIE IPE0Opa3oBaHusl C TOMOIIBIO
ouroBoii omepaumn XOR.  BHyTpu mnepexoaHuka BBI30B HyXHOH (yHKIMH
JCIIETYEPHU3YETCs 110 3HAYEHHUIO TPYAHOTO IpeankaTa. Peann3oBaHo aABa BapuaHTa
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npeoOpa3oBaHMsA: TOJBKO IS BBI30BOB BHEUIHMX (DYHKIMH M U1 BBI30BOB BCEX
(bYHKIMHA.

Jnst Kaxxaoro BeI30Ba (DYHKLIMHM NPOWU3BOIMTCSA €ro 3aMeHa Ha BBHI3OB (DyHKIHMH-
nepexoxHuka. UToObl n30exaTh 4Ype3MEepHON BIIOKEHHOCTH BBI30BOB, IIEPEXOJHUKH
Ha IMEPeXOAHHKH HE CO3JAIOTCA.  3aTeM Jull KaxIoH (QYHKIMH CO31aeTcs
COPTHPOBAaHHBIN CIIMCOK ee apryMeHToB. [[ns BeiObopa ¢yHKIuil, KOoTOpBIE OyIyT
pa3MeIIeHbl BHYTPH IMEPEXOIHMKA, Oblia BBeACHA Mepa "Onmm3octd (QyHKIuA" —
ymciio ot 0 10 1, KOTOpoe MOKa3bIBAET, HACKOJIBKO (DYHKIIMK ONHM3KH APYT K APYTy
no curHarype. | o3Hayaer, 4yTo (YHKIMM UMEIOT HA0Op apryMeHToB C
OJMHAKOBBHIMU TunamMu, (0 O3Ha4aeT, YTO TaKUX APTYMEHTOB y (GYHKIHMH HET.
3naueHne Mepsl — kooddumment Kaxkapa (Jaccard) T MHOXKECTB THIIOB
apryMEHTOB JIBYX (DyHKLIMI:

T(ffo) = ITypedrgs(f1)nTypeArgs(f)|
1 J27 ™ Typeargs (£, )uTypedrgs (f)]

[lomoBuHa ¢yHKOMIT B TMEpEeXOOHHWKE BBIOMPAIOTCS, KaK camble "TOXOoxwue" II0
BBEIICHHOHN Mepe, pyras MoioBUHA Kak "Henoxoxwue". [locme Toro, kak QyHKIIUH
OBLIH OTOOpAHBI, IS KaXI0H M3 HUX MPOM3BOJHUTCS IOIBITKA 3aMECHBI BEI30BOB Ha
nepexomHuK. IIpocMarpuBaloTCS BCE UCIIONB30BaHMSA (QYHKUMHM B Ipenenax
o0OpabaTpIBaeMOTO MOAYNII H OTOMpPAIOTCS Te W3 HHX, KOTOpBIE SIBISIOTCA
HEMOCPEICTBEHHBIM BBI30BOM (yHKmmu (Call), miu6o BBI30BOM ¢ BO3MOKHOCTHIO
o6paboTku uckimoueHui (iNVoke). Jlpyrue ucronb30Banus GyHKIHH, HApUMeEp, ¢é
nepeaaya B KauecTBE apryMeHTa, IPOITYCKarOTCSL.

QOyHKIUA-TIEPEXOTHUK TPUHUMACT apryMEHTaMH OOBEAWHEHHE apTyMEHTOB BCEX
(YHKIMHA BHYTPH NEPEXOJHMKA, IIEPBBII apryMeHT HCIOJIB3YETCS IS MOIYIECHUS
WCTUHHBIX 3HAYEHUH apryMEeHTOB, a MOCIEAHUH U ANUCIETYCPU3ALUN HYKHOTO
BbI30BA C MOMOIIBIO HENPO3PayHOro MNpeauKkara. ApPryMeHThl, IepeJaBacMble B
(bYHKIHIO-TIEPEXOHUK, 3ayThIBAIOTCS C MOMOIIbI0 OuToBoii onepaunu XOR. Bee
apryMEHTBl MPeoOpa3yroTCsl B THI JaHHBIX JJIHHHON 64 OuTa (€Ciu apryMeHT
nMmeer OoOJBUIMH pa3Mep, TO OH IepelaeTcsi Kak ecTh, 0e3 mpeoOpazoBaHus) U
MEXy BCEMH apryMmeHTamu npumensercs onepanus XOR, ob6o3HaunMm pesynbrat
orepanuu 3a S. 3aTeM K KakJI0My apryMeHTy npumensiercs onepaius XOR ¢ S, u B
TakOM BHUJAE apryMeHT Iiepepaercs B (QYHKIMIO. Takke Uil pacHyTHIBaHUS
nepenaercss camMo 3HadeHue S. BHyTpm (QyHKumMH-TIepexoqHHMKA IPOMCXOAUT
pacIryThIBaHHE apTyMEHTOB. 3aTeM BBIYMCISETCS HENpO3padHbli mpeaukar P, mo
pe3yibTaTy  KOTOPOTO  TPOMCXOAWT  AWCIETYEpU3aIMs  BbI30Ba  (YHKIWH,
OCHOBAHHBII Ha KHUTAWCKOW TeopeMe 00 ocTaTkax. BrrumcieHune mpemukaTa
BCTpauBaeTcs B (PyHKINIO-TIEPEXOTHHK.

Jucrieryepusauusi BEI30BOB (DYHKLHUI MPOU3BOAUTCS C MOMOIIBIO 00JIbIIOro SWitch
6noka. Kaxgoe 3HaueHMe B HEM CrEHEPUPOBAHO CIIydailHBIM 00pa3oM W
COOTBETCTBYeT Kakoi-mmbo ¢ynkumn. Kaxnolt ¢yHkumm mnepenarores Te
apryMEeHTBI, KOTOpBIE COOTBETCTBYIOT €H 110 TUIly. Bce BBI30BBI IEpEMENINBAIOTCS B
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Clly4allHOM mopsiike BHYTpH (yHKIMu-TiepexopHuka. g mucneryepusanuu
UCIIONIB3YETCS TOCJIEAHUI apryMeHT (QYHKIMU-TIEPEXOHHUKa, IepelaBacMoe B
YIOMSIHYTBIH BBIIIE HENpPO3pauHblii npeaukar P: MoxHO momoOpaTh Takoe
3HAQUYEHHE apryMeHTa, KOTOPOE COOTBETCTBOBAJIO OBl HYKHOH (yHKIUH. OTO
3HAYEHHE TEHEPUPYETCS CIIydalHBIM 00pa3oM.

Tak kak MEepexOoJHUK BKJIIOYAET B ceOsl M MOXO0XKHE, M HEIOXOXKHE IPYyr Ha JIpyra
(YHKIMKA, TO YAacTO KOJHMYCCTBO €ro apryMEHTOB MPEBBIINIACT KOJHUYECTBO
apryMEHTOB, pEajJbHO HEOOXOMUMBIX JUIS BBI30BA 3aIMIICHHOW (QYHKITUH.
OcTtanpHble apryMeHThl OepyTcs M3 MIOOANbHOW 0o0NacTH BUAMMOCTH. Eciu B
rIT00ANBHOW O00JACTH BHIUMOCTH TIEPEMEHHBIX C TAaKHUM THIIOM HET, TO OHH
co3maroTcs. BHYTpH (yHKIMU-IEPEXOTHIKA OHA MOTYT OBITh MCIIOJIb30BAHbBI MPH
BBIUMCIICHUM HEMPO3PAYHOr0 TMpPEINKaTa, a TaKKE JUIS 3alyThIBAHUS MOTYT
mepeaBaThCs B IPYTUE BBI3OBBI, KOTOPHIE HE OYIYT HCIIOIB30BAHEL.

3.7. ®opMupoBaHMe Henpo3payHbIX NpeauKaToB

Ipeouxamom siBisieTcst 6a30BBIN OJIOK MM HECKOJIBKO 0a30BBIX OJIOKOB, HMEIOIIIHX
OIMH OOIIWI TepMUHAJbHBIA 0a30BbIi OJOK. TepMHHAIBHBIA 0a30BBIIH OJIOK
MpeIUKaTa 3aKaHUYMBACTCS WHCTPYKIMCH YCIIOBHOTO IIEpeXoja, KOoTopas Bceraa
nepefacT yIpaBlICHHWE TOJBKO IO OJHOM BeTke. IIpuueM, OCHOBBIBAsSCh Ha
nH(opManKK, JOCTYIMHON Ha JTare KOMIMJISIUH, W3BECTHO, MO KAKOMY MYTH
MPOM30#IET TEePEXOI.

Peanmm3oBana BcTaBka mpeaukara JByMsl pa3iIMYHBIMH  crioco0amu: —Tocie
yKa3aHHOro 0a3oBoro Ojoka win J00aBlieHHE WHCTPYKIHMHA IO BBIYUCIICHHUIO
npeanKaTa B yKa3aHHbIM 0a30BBIA  OJIOK. [locme BcraBkM mpenukara
MOAUGHUIUPYIOTCS (-QYHKIMH B 0a30BbIX OJIOKAaX, KOTOpPBIC HCIIOJB3YIOTCS B
TEepMHUHAJIBHOM YCIOBHOM IIepexofie. ¢ -(YHKLIHUs JOJDKHA OBITh ONpesieNieHa s
Ka)X10ro 6a30BOro 0JI0Ka, SBISIOLIErocs IPeIIeCTBEHHUKOM JaHHOTO. {1 HOBBIX
MIPEIIIECTBEHHNKOB (0a30BBIX OJOKOB mpennkarta) ¢-(QYHKOHS TOOMpPEIeseTcs
HYyJICBBIM 3HAYCHHEM.

Taxxke pcain30BaHbl HHTep(i)eﬁCLI JJIsL aBTOMATHYECKOM TreHCpaluru NpeanuKaToB. B
3allyThIBArOMINUX r[peo6pa3013aHI/mx HCIOJB3YKOTCSA TPHU TUIIA TPEAUKATOB!

1. BelpaxeHus, KOTOpble MOTYT OBITh Kak MCTHHHBI, TaK M JOXHBI B
3aBUCHMOCTH OT BBIODaHHBIX [apaMeTpoOB, HalpHUMep, IIpOBEpKa

WCTUHHOCTH THO(aHTOBA ypaBHEHHS x?2—n= yz = 1. Ecnu napamerp

N He SIBJISIETCS TOYHBIM KBaJpaToM, To 310 ypaBHenue [lems. [Ipu BcraBke
3TOTO MpeIuKaTa CIyJalHeIM 00pa3oM BeIOMpaercs, OyneT Jin OH Bceraa
HMMETh HCTHHHOE 3HAYCHHUE JTHOO JIOKHOE.

2. Brlpaxenusa, KoTopble BCerja MCTHHHBI, HalpuMep, YpaBHEHHUE

(x* —x)mod 3 = 0. 3naucHue nEpeMEHHON X Ui BBIYHCICHHS
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3HAa4YeHHsI IIpeJuKaTa BBHIOMpaeTcs  CiydailHBIM  o0pa3oM  cpead
[CIIOUUCIICHHBIX TJIOOANBHBIX TMEPEeMEHHBIX. ECIHM Takux T100aJbHBIX
MEPEeMEHHbIX HET, TO JJI1 BBIYHMCIEHUS TpeauKaTa MCIOIb3yeTCs
CllyJaiiHasl LIeJIOYUCIICHHAs! KOHCTAHTa.

3. DBblpaxkeHus, KOTOpble BCerga JIOXKHBI, HaNpUMep, LEJOYNCICHHOEe
ypaBHeHue 7 * }'2 — 1= x% 3navenns NepeMEeHHbIX X M Yy

BLI6I/IpaIOTC$I TaK K€, KaK U paHee.

3.8. ipyrue npeobpasoBaHus

B nanHOM pa3zmene OMUCHIBAIOTCS IpeoOpa3oBaHUS TeHEpPAWU HECBOAUMBIX
yyacTKOB Tpada TOTOKA YIpaBieHHs, pa3OHEeHHUE KOHCTaHT, KJIOHHPOBaHUE
(hyHKIMH ¥ BHECEHHE 3aBUCHMOCTH OT KJIFOYa TI0JIH30BaTEIs.

['eHepaiysi HECBOAMMBIX y4acTKOB B rpade MOTOKa YIpPaBICHUS TPUMEHSICTCS IS
3aTpyIHEHUs] pab0Thl ABTOMATUYECKUX AeKoMIUIATOpoB. Konbepr [12] omuckiBaet
QITOPUTM, KOTOPBIH MPUBOAUT rpad MOTOKA yHpaBlieHHs K HecBomumomy. Jlis
KaXKI0TO IUKIa 100aBisieTcsl «UKTHBHOE» pedpo U3 3aroyioBKa LUKJIA B €r0 TEIO.
JlobGaBnenre Takoro pedpa OCYIIECTBISIETCSI C MOMOIIBI0 BCTABKU HETPO3PAYHBIX
MPEIUKATOR.

[Ipeanoxena MoanpUKanUs yIOMSHYTOTO alrOpUTMa: ISl BCEX IUKIOB (PyHKINH
N00aBISTIOTCS «(DUKTUBHBIEY» pedpa M3 OIHOTO NUKIA B Apyroi. HemocraTtok Takoit
TpaHCc(hOpMAIMA COCTOMT B TOM, YTO OHA 3(()EKTHBHO 3aIyTHIBAET TONBKO KOJ
(GYHKIMHA, COAEpXAlIMX HECKOIbKO IHKIIOB. [TosTOMy [OTOIHHTEIHHO
MIPOM3BOUTCS CIEAYIOMmasi TpaHCQOpPMAaLus: A MHOXKECTBa OJIOKOB (PYHKITUH
BbIOMpaeTcs N GJIOKOB U MKy HUMH CIIy4allHO NoOaBistorcs pedpa. OUKTUBHbIC
Hepexo/Ibl 3alIMIIAI0TCS HETPO3PaYHbIMU MTPEAUKATAMHU.

Yacto B KoAe B SBHOM BHIE BCTPEYAOTCS KOHCTAHTHI, XapaKTEpHBIC IS
OTIpeNIeICHHBIX allTOPUTMOB, HampuMmep koHctaHTa 0x67452301 mms MDS. IMownck
KOHCTAHT IMO3BOJISICT OMPEICIUTh HCIONb3YEMbIl aITOPUTM, YTO YIIPOIACT aHAJIH3
nporpammbl. JIisi IPOTHBOACHCTBUS MPEUIOKEH AITOPUTM Pa3OHEHUS] KOHCTAHT.
Pa3buBaroTcs TOMBKO KOHCTAHTHI, OONbIINE eMUHUIIBL. [ pa3OueHus CiryqaiftHbIM
o0pa3oM BEIOMpAeTCsl YHCIO MEHBIEe HCXOAHOTO, KOTOpoe OyJeT BBICTYIaTh B
Ka4yecTBe MEepPBOro CJIaraeéMoro, BTOPOe ClIaraeMoe Mojy4aeTcsi aBTOMaTHYECKH.

[Ipn xmonmpoBaHMM (yHKOMI AT KKIOTO HCIONB30BaHMSA (DYHKIMH BHYTPH
MIPOTPaMMHOTO MOZYJIS MPOHU3BOAUTCS CO3JAHUE CBOETO 3K3EMIUIIPA BBI3BIBAEMOM
¢ynkomy.  J{ng Kaxgoro BbI3oBa OyleT CreHepHpoBaHAa KOIHMA Tena (YHKIMH,
3aTeM 3TOT BbI30B OyleT MCNpPABIECH Ha BBI30B COOTBETCTBYIOIIEH kommu. Taxoe
1peo0pa3oBaHe yBEIWIUBACT pa3Mep Koja MpPOrpaMMbl U Bpems, Tpebyemoe It
€ro aBTOMaTH4ecKoro aHammsa. Ilocie mpuMeHeHHs KIOHHPOBAaHHUS COBMECTHO C
JPYTHMH  3allyThIBAIOIMIMMH TNpeoOpa3oBaHHUsMH, 3aBUCALIMMH OT TeHeparopa
CIly4alHBIX 4YHceN, (QYHKUUH YyTPaTAT TMOJHYI0 WAEHTUYHOCTb, YTO MOBBICUT
CJIOKHOCTB aHAJIN3a, TaK KaK NOTpeOyeTcst MPOaHATU3HPOBATh KaXK/IYIO KOITHIO.

337

YroObl 0becieunTh OAMHAKOBYIO pabOTy Ha BCEX MOJJEPKHMBAaeMbIX IuaTdopmax
0c3 3aBUCUMOCTH OT OHMOJMOTEYHOH peanM3aliy T'eHepaTopa CIydYailHbIX YHCEl,
Obl1a peanM3oBaHa MOMAJEPKKA COOCTBEHHOW BEpCHHM TeHeparopa. Peamusarus
UCIIONB3YEeT TMHEWHBIH KOHTPYIHTHBIA TeHepaTop: MPH 33JaHHOM CTAPTOBOM YHUCIIC
Xo cnenyromee ompenensiercs mo ¢opmyne: Xpg = (A * X, + C) mod M. B
KauecTBE MapaMEeTpOB TIEHEepaTopa BbIOpaHbl 3HAYCHHS, HCIOJB3yeMble B
oubmmoreke glibC. Bmecto peamusanuu 1o yMONYAaHHIO  BO3MOYHO
HCIIOJIb30BaHHKE JIFOOOT0 JPYroro ajiropuTMa.

Kirou momp3oBarenns BBICTYIIACT B POJIM «3aTpaBKu» Uil T€HEpATOopa, MO3BOJIAA
YIIpaBJIATH HEACTCPMHUHHU3MOM B Hp606p2130BaHI/I$[X, HaKJIaJpIBasg Ha HOpOrpaMmmy
yHI/IKaJ'ILHHﬁ JJIsL KaKA0TO MOJIb30BATCIIA XaAPAKTCP U3MCHCHUA IPOTrPaAMMBI.

4. 3KcnepumeHmaanble pe3ynibmambi

[MpousBeneM OLEHKY YBEIUYEHHST OObEMa W YMEHBIIEHHS OBICTPOJEHCTBUS
3aIlyTaHHOHW moAanporpamMMbl. Bo Bpemst o0¢yckanyuu Ha ypoBHE NPOMEKYTOYHOTO
HIpPEJICTaBICHUS KOAA IEHEPUPYETCsl KOJIUUYECTBO JOMOIHMTENBHBIX HMHCTPYKLUI,
manpumep, mHcTpykimmsa call  Bayrpemmero  mpemcraBmenms LLVM
pa3sBOpauMBaeTC] B HECKOIBKO WHCTPYKIHMH, OJHAa HU3 KOTOPBIX — 3TO
HETIOCPECTBEHHO BbI30B (DYHKIMH, @ OCTalbHBIE — 3TO HMHCTPYKIHU IEpeadu
apryMeHTOB U 00pa0OTKH BO3BpamaeMoro 3HadeHus. [lomumo storo, ontumMusaTop
LLVM B 3aBHCHMMOCTM OT KOJa NpOrpaMMbl U Habopa ONTHMHU3ALMH MOXET
TeHEpUPOBATh PA3IMYHbIA OWHAPHBIA KOA U OJHUX M TEX K€ HHCTPYKLUMA
MPOMEKYTOUHOrO mpenacTaBieHus. Kpome Toro, KOIMYeCTBO NPUMEHEHHBIX
npeoOpa3oBaHMil 3aBUCUT OT BXOJHOM MpOrpamMMbl (HalpuUMep, €CiH B IPOTrpaMMme
HET IWKJIOB, TO MW Iepemerath Hedero). IlosTroMy mpencTaBisieTcs
3aTPYAHUTENBHBIM JaTh TOYHYK) OLEHKY 3aMENJEeHHs M8 IMPOU3BOJIBHOMN
mporpaMMbl. B memsix HOpakTHYECKOrO  MCHONb30BaHUS HCHOIb3YIOTCS
KO3()(DUIMEHTHI, TONyYeHHBIC OMBITHBIM IYTEM C HCHOJb30BaHUEM JOCTATOYHO
0oJpIION 6a3HI MPOTPaMM.

B mpaktuueckux Iensnx ObUT IMPOU3BEAEH 3aMep 3aMeJIEHHsT Ha TeCTaX U3 IMaKeTa
OpenSSL 1.0.1 (tabmnwa 1).
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Tabnuya 1. Ilapamempul 3amedneHus u ygeaudenus nompeoieHus namamu

YBeaunueHue
3ameasieHne
Meton norpedJIeHns
MPOrpaMmsl
MaMsATH
KnonupoBanue QpyHKunit 1,20 1,10
[lepermierenue GyHKIMN 1,20 1,10
[udpoanue CTPOK 5,00 1,05
BcraBka (UKTHBHBIX ITUKJIOB 1,20 1,10
PasOnenne KOHCTaHT 1,20 1,05
COKme:Ie BBIBO30B  BHEIIHUX 5,00 1,50
byHKIHi
CoxkpsiTHe BbIB0O30B Beex ¢ynkuuii |8,00 1,70
Jucneraep 5,50 2,50
['eHepaiusi HECBOJMMBIX YYaCTKOB 1.20 1,05
B rpadye moToKa yrnpaBiIeHus
[IepeHOC JIOKanbHBIX NEPEMEHHBIX| 1,20 1,05
B IJ100aJIbHYI0 00J1aCTh BUIUMOCTH

CoBMecTHOE TPUMEHEHHE HECKOJbKUX OIIUN IMO3BOJHUT YBEIUYUTH CIOKHOCTh
MPONOPLUMOHANBHO  TMPOU3BEACHUIO  YBEIMYEHUS  CJIOXKHOCTEH  KaKI0ro
npeoOpa3oBaHus B OTACIBHOCTH. JIJIst MPUMEPHOW OIIEHKHU CIIOKHOCTH aHaIH3a ObLT
TIPOBEJIEH SKCIEPUMEHT.

K nporpamme SQLite 6bu1H IprMEHEHBI TIPeoOpa3oBaHus: neperieTeHre GyHKIHH,
NepeHoC JIOKAQJIbHBIX TNEPEMEHHBIX B rﬂ06aany}0 001acTh BUIUMOCTH,
npeoOpa3oBaHue «Jlucreruep», COKphITUE BbI3OBOB (yHKIMH. Pasmep Koja
npwioxkenus: yeemuuwicss ¢ 2.9 MB pmo 15 M6. Ilotpebienne mnamsTH
ausaccemOnepom Ida Pro Bo3pocio B ~10 pa3, BpeMms aHanu3a IO CPaBHEHHIO C
OpPHUTHHAIBHBIM KOJIOM Bo3pocio mpumepHo B 10 pa3. Kpome Toro, HexoTopble
Bepcun Ida Pro okazannch HeCOCOOHBI 3aKOHYMTH aHAIN3, MOCKOJBbKY BO BpeMs
pa0boThl BO3HHMKAET MCKIIOUEHHE B OIHON M3 OMOJIMOTEK, M MporpaMma aBapHitHO
3aBepmaeT padory. Cremyer oTMeTHTh, 4To Aekommwisitop Hex-Rays ¢ 3amaueit
TaK)Ke HE CIIPABUIICS.

Take OBIO TIPOM3BENEHO  MCCIIEAOBAHUE C  IIOMOINBIO  MHCTPYMEHTA
komMOuHMpoBaHHOro  aHaymmza  TrEx  [15]. ITomyueHHble  pe3yJbTATHI
JIEMOHCTPUPYIOT, YTO OOECIeYMBaeMbli YPOBEHb 3alllUTHl CPABHUM C YPOBHEM,
obecrieunBaeMbIM KOMMEPUYECKUMH pa3pabOTKaMH.
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5. 3aknroyeHue

B cratee ommcaHa peanu3anys 3allyTHIBAIOIIETO KOMIMJISITOpa Ha 0Oase
nadppactpykTypsl LLVM. IIpoBexeH 0030p aHAIOrOB CO3MAHHOTO KOMIIHIIATOPA.
ITpennoxeH u peanmn3oBaH HA0Op Kak HOBBIX, TaK M M3BECTHBIX METOMOB
3aIyThIBaHU. HpI/IBe[[eHI)I PE3YyJIbTAaThl TCCTUPOBAHUA CPCACTBAMU CTATUYCCKOTO U
JUHAMHYECKOTO aHaInu3a.
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Abstract. Actual task is protecting programs from reverse engineering. The best choice to
implement a resistant obfuscation is to create obfuscating compiler based on one of the
existing compiler infrastructures. On the one hand, it will produce obfuscated program, with
full information about it at all stages of compilation, and the other allows you to focus on the
development of protection, rather than on creating the infrastructure required. In addition, this
approach provides support for multiple architectures, as well as introduces watermarks for
binary images of the program for each user depending from a unique key.

The paper describes the methods for obfuscating C/C++ programs to prevent applying static
analyzers to them. Paper observes existing obfuscating compilers. The proposed
transformations are based on well-known obfuscation algorithms (including constant string
protection, fake cycle insertion, control flow graph flattening, functions merge, function call
encapsulation, control flow graph structure obfuscation, opaque predicate insertion and
other) and they are specifically improved to resist better to static analysis deobfuscation
techniques. The methods are implemented within the LLVM (low level virtual machine)
compiler infrastructure. Experimental results presenting resulting program slowdown and
used memory growth are given.

Keywords: Obfuscation, LLVM, opaque predicates.
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