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Abstract. Over the last few decades buffer overflow remains one of the main sources of
program errors and vulnerabilities. Among other solutions several static analysis techniques
were developed to mitigate such program defects. We analyzed different approaches and tools
that address this issue to discern common practices and types of detected errors. Also, we
explored some popular sets of synthetic tests (Juliet Test Suite, Toyota ITC benchmark) and
set of buggy code snippets extracted from real applications to define types of defects that a
static analyzer is expected to uncover. Both sources are essential to understand the design goals
of a production quality static analyzer. Test suites expose a set of features to support that is
easy to understand, classify, and check. On the other hand, they don’t provide a real picture of
a production code. Inspecting vulnerabilities is useful but provides an exploitation-biased
sample. Besides, it does not include defects eliminated during the development process
(probably with the help of some static analyzer). Our research has shown that interprocedural
analysis, path-sensitivity and loop handling are essential. An analysis can really benefit from
tracking affine relations between variables and modeling C-style strings as a very important
case of buffers. Our goal is to use this knowledge to enhance our own buffer overrun detector.
Now it can perform interprocedural context- and path-sensitive analysis to detect buffer
overflow mainly for static and stack objects with approximately 65% true positive ratio. We
think that promising directions are improving string manipulations handling and combining
taint analysis with our approaches.
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1. Introduction

Buffer overflow is a type of program defect caused by buffer access with index that
exceeds buffer’s bounds. This can lead to a program crash or even to a security
vulnerability. Defects of such kind are still common, despite all efforts made to
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eliminate them. There are several techniques one can apply to detect buffer overflows.
One approach is to employ testing and dynamic analysis. These methods don’t suffer
from false positives, but in most cases, it’s impossible to check all execution paths,
so some defects can remain undetected. Another approach is to analyze program code
without executing it. In this way, one can find a defect on any path, even rarely
executed. In this paper, we will focus on the latter approach known as static analysis.
We are interested in building a buffer overflow detector that is applicable to large
C/C++ programs with millions of lines of code while producing decent analysis
performance and quality. Basic properties of the algorithms constituting such a
detector are well-known and include among others interprocedural analysis, path
sensitivity, and loop handling. However, after initial support for these features has
been made and the quality goals achieved, it is unclear which direction to choose for
the further improvement. The usual development pace that comes from the customer
feedback and own code analysis may be not enough. In the following chapters, we’ll
overview possible sources of inspiration for the buffer overflow detector
development, present our short survey that is based on the buffer overflow-related
vulnerabilities sample from the CVE database, then briefly describe our experience
of developing an overrun detector as a part of the Svace tool, and present our
conclusions from tools and vulnerabilities analysis.

2. Buffer overflow detection techniques and tools

There exist many static analysis tools that can detect buffer overflows. In this section,
we conduct a brief survey on the most popular methods.

Some buffer overflows can be detected during the process of lexical analysis, like in
the ITS4 tool [1]. Most common errors and bad patterns can be found at this level.
This technique can work really fast and, as it doesn’t involve compilation, can be
easily applied to any code, even if it is not complete. As a result, such analysis can be
performed “on-the-fly” during the process of code development with IDE, so that
erroneous patterns are eliminated on the very early coding stage. Of course, such a
lightweight method is far from being sound, i.e. it misses many defects. Even
changing the name of a variable can prevent such tools from detecting a defect.

To detect more defects a deeper analysis of code is needed. To achieve this, many
tools use the idea of abstract interpretation [2]. Some tools chose different numerical
abstract domains to implement the analysis of integer index values, buffer sizes, and
string lengths. These domains include intervals, zones, octagons, affine equalities,
interval linear equalities, convex polyhedra, tropical polyhedra, etc. [3]. Tools based
on these approaches derive sound relationship between integer values listed above in
varying degrees of precision. Soundness is a major advantage of such tools, but less
precise domains produce large number of false positives, while analysis with more
precise domains doesn’t scale on many real-world programs.

Another popular approach is symbolic execution. The main idea of this method is
performing analysis by traversing all paths in a function separately. This approach
can be used to build a path-sensitive detector i.e. that can find errors that, at the same
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time, occur only on a certain feasible function path and are not inevitable for any
single point from this path alone. While processing a particular path, the analyzer
keeps track of variables values and relationships and computes a path predicate, i.e. a
conjunction of all corresponding branch conditions that are taken along this path. This
information is used to prune infeasible paths and check buffer access instructions.
Analyzing all paths in a function can be a challenging task due to the path explosion,
so a number of techniques are proposed to reduce this problem. A simple, but often
effective approach is to abandon the idea of full path coverage and just to stop the
analysis after some threshold or time limit reached. Another approach is to merge
symbolic states at join points, preserving path-sensitivity of analysis by providing
guard conditions for joined states. Third approach, first introduced in Marple, is
employing demand-driven analysis [4], [5], i.e. reducing the set of analyzed paths by
focusing only on those that end with buffers access.

One of the main obstacles for all mentioned symbolic execution-based approaches is
handling loops. Typical solution is to implement some heuristics to handle the most
simple and common loops and ignore other loops. However, there are methods
proposed to handle loops with multiple paths inside and summarize their effect on
program values [6].

Many buffer overflow errors are caused by violations of function contracts. This can
happen when a caller of a library or a user function provides unexpected data to a
function, or, on the contrary, a function is not able to correctly handle all input cases
implied by the contract. Interprocedural analysis is needed to detect such
inconsistencies.

On the lexical analysis level, formal and actual arguments matching can be based on
similar variables names and usually happens only for the well-known library callees
like memcpy. For more rigorous scan some tools analyze the whole program as a
unified inter-procedural graph. The monomorphic analysis merges information for
every call-site — efficient, but imprecise approach. The polymorphic analysis treats
each call site individually, so this approach provides context-sensitivity but scales
poorly.

An alternative approach is using some approximation of a function’s behavior when
analyzing its caller. These approximations can be provided in user’s annotations, but
they are not always available. A tool can use its own findings obtained by the callee
analysis as an approximation. This approached is called summary-based. By choosing
the right function order, a tool can minimize the number of missing summaries, but
handling recursion still requires additional tricks, e.g. making several analysis passes
over strongly connected components of the call graph.

3. Buffer overflow detection tools benchmarking

For the past twenty years several studies have been published on evaluating and
testing buffer overflow detectors. In addition, there exist different test suites, which
provide sets of synthetic buggy and correct code snippets to test the abilities and false
positive rate of static analysis tools.
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One of the biggest and probably the most popular benchmark is Juliet Test Suite
C/C++, created by NSA’s Center for Assured Software (CAS) [7]. For C/C++ code
it contains 64,099 test cases tagged by CWE entries. Groups corresponding to buffer
overflow defects are CWE 121 — “Stackbased Buffer Overflow” (4,968 tests), CWE
122 — “Heapbased Buffer Overflow” (5,922 tests), CWE 124 — “Buffer
Underwrite” (2,048 tests), CWE 126 — “Buffer Over-read” (1,452 tests), and CWE
127 — “Buffer Under-read” (2048 tests). Tests in this suite are also tagged with a
number called “flow variant” that represents the complexity of control and data flow
in a particular test case.

Control flow variants cover different types of conditionals (e.g.
STATIC_CONST_FIVE==5, globalReturnsTrueOrFalse(), etc.) and
different control statements (switch, while, etc.). Data flow variants describe
many types of intraprocedural data flow and interprocedural interaction, e.g. data
passing through function arguments (via pointer, C++ reference, array, container,
etc.), return value, global variable, etc. There are many flow variants that represent
C++-specific features and not applicable to C-tests.

We noticed that the distribution of the flow variants is close to uniform in groups of
our interest. Another observation is large number of tests involving wide characters.
Many tests contain library function usage, e.g. memcpy-like functions, string
manipulations, format string processing, etc.

Toyota ITC Benchmark is a test suite created by Toyota InfoTechnology Center
aimed at the static analysis tool evaluation [8]. It contains 1,276 simple tests (638
erroneous and 638 correct) divided into 9 types and 51 sub-types. Our interest is in
the following tests: sub-types “static buffer overrun” (54 cases), “static buffer
underrun” (13 cases) from the “static memory” type and sub-types “dynamic buffer
overflow” (32 cases), “dynamic buffer underrun” (39 cases) from the “dynamic
memory” type. Each case is represented by a pair of a buggy test and a fixed test.
These samples cover following features in varying combinations: (i) static, stack and
heap buffers; (ii) different element types (Char, int, float, struct, etc.); (iii)
index calculations (constant, linear and non-linear expressions, passed as an argument
or returned from a function, loop variables and array elements); (iv) obtaining buffer
address (local/global variable, function argument, pointer arithmetic including loop
variables and aliases); (v) buffer size (heap buffers only with constant sizes, pointer
casting); (vi) access types (via index, pointer dereference, in a library function, in a
string function).

4. Survey on overflow-related CVEs

We believe that although evaluating with a test suite could give a good insight in a
particular tool’s abilities, any test suite alone cannot perfectly represent the whole
populations of buffer overflow defects in real code. One (but not the only one) noble
goal for static analyzers is to prevent security vulnerabilities to sneak in the project
source code. We wanted a better understanding of the features of a static analyzer that
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are more or less important for achieving this goal. Our survey technique was inspired
by [9] and we mostly followed in their footsteps to produce a set of vulnerabilities to
classify.

We have to note that detection of exploitable vulnerabilities is not the only goal of a
static analyzer. Still there are some types of defects that don’t lead to vulnerabilities
or may not be exploited with ease, but it is undesirable to have those in the source
code. Besides, we believe that nowadays developers more intensively use different
(static and/or dynamic) analysis tools before releasing the product. For this reason,
many simple defects are eliminated during the development process and don’t appear
in the vulnerability databases. Consequently, we think that analysis of the
vulnerabilities can reveal the weakest sides of modern static analysis and show
potential improvement directions.

First of all, we have randomly picked 100 entries from the “overflow” category from
the CVE database [10]. For 25 of them we could find a source code of the vulnerable
version to inspect. For each defect, we have studied its causes in the code and then
classified the defect by several attributes. Our set of attributes is based on the
taxonomy provided in [11] with some changes.

Our first insight is that there are some trends in our sample that can be explained by
the source of this sample (vulnerability database): (i) most of the overflows from our
sample (72%) happened on write memory access, only few on read access; (ii) only
the upper bounds of buffers are exceeded in the defects from our sample; (iii) almost
all defects (92%) occurred when tainted data (unbounded data from network, file read,
input parameters etc.) overflowed some buffer.

We also noticed that simple errors (e.g. using unsafe functions like Strcpy) are
present in the old code (before 2010), but rarely in the late entries. We believe that
this can be partially explained by the usage of code analysis tools.

In our sample about a half of overflowed buffers (48%) reside on a stack, other half
(48%) is allocated on a heap, and just a few are global variables.

40% of all defects have overflowed buffer accessed via index (e.g. buF[i]), 12%
via pointer dereference, 44% via library calls, 24% of which are string functions. The
latter requires C-strings modeling to properly analyze such patterns. When buffer is
accessed in a library call, we think of size/limit argument as an index (when it’s
reasonable) for further investigation.

According to our data, 48% of all vulnerable buffers have constant size (all stack and
static buffers and a few buffers on the heap). Another 16% have a size that is
calculated as a linear combination of other variables. As a result, almost half of all
inspected defects require deep analysis of integer variables relationship to detect
them.

Another feature that we have evaluated for every entry is whether buffer allocation is
global or resides in the same function with buffer access. We have found that this is
true only for 24% of defects. On the other hand, all index calculations are in the same
function with the access in 32% of defects. Both properties are true for 12% of defects.
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It follows from the foregoing that interprocedural analysis is essential for buffer
overflow detection.

Last thing that we have checked is whether there exists a program point that any path
through this point will lead to a corresponding error. If there is no such point, then we
assume that path-sensitive analysis is needed to detect this defect. Our sample
contains only 28% of defects, for which such a program point exists. This means that
path-sensitivity will provide the real advantage for a static analysis tool.

5. Svace buffer overrun detector

Svace is a static analysis tool that is designed to find as many defects of different
types as possible with few false positives and acceptable analysis time [12]. The
purpose of this work is to improve the Svace buffer overflow detector with the most
needed features. Our detector implements the interprocedural path-sensitive detection
algorithm based on symbolic execution with state merging [13]. For now, the analysis
scope is limited to detection overflows of buffers with compile-time-known size. Our
detector looks for faulty paths in a function, i.e. it reports a warning if it finds a path
that for any input values is either infeasible or produces an error. Such a strict defect
definition is chosen to prevent many false positives caused by unknown function
preconditions.

For a buffer access instruction, we collect a predicate that implies that there exists a
faulty path through this instruction. We use an SMT solver to search a solution for
this predicate if any. In case of this formula is satisfiable, we use its model provided
by the solver to extract a faulty path. It follows from our experience that simply asking
solver for any index value that exceeds buffer bounds in our case leads to many false
positives. Reasons for that are unknown function precondition and symbolic path
conditions being not precise enough (due to poor loop handling, calls of unknown or
complex functions, etc.).

Our interprocedural analysis is implemented using summaries. In the function
summary, we save the information about relationships between integer values on
function entry and exit points. We also save overflow conditions for those input-
dependent buffer accesses whose correctness can only be checked in the caller
context. Such facts can be propagated to the caller more than once, so the analysis
can find an overflow of a buffer allocated in a function that is far away on the call
stack from a function with the access instruction. We also implemented a heuristic to
handle simple loops that have an inductive variable iterating over an arithmetic
progression. Currently on Android 5.0.2 our detector emits 351 warnings with 65%
true-positive ratio.

6. Conclusion

We have inspected a number of buffer overflow test suites, related CVE entries, and
the source code of large production projects that our tool regularly analyzes. All three
sources are essential to understand the design goals of a production quality static
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analyzer. Test suites expose a set of features to support that is easy to understand,
classify, and check. On the other hand, they don’t provide a real picture of a
production code. Inspecting vulnerabilities is useful but provides an exploitation-
biased sample. Besides, it does not include defects eliminated during the development
process (probably with the help of some static analyzer). Finally, while developing a
static analyzer one always deals with false positives produced by the tool and reported
by customers, but getting false negative samples is much more difficult. True
positives reported by the other tools could be useful, but most of the state-of-the-art
tools are proprietary and their results are closed.

From what has been said above it follows that interprocedural analysis, path-
sensitivity and loop handling are essential. An analysis can really benefit from
tracking affine relations between variables and modeling C-style strings as a very
important case of buffers.

Our current goal is to improve the Svace buffer overflow detector to reduce the
number of false negatives while preserving the moderate level of false positives. For
the aforementioned reasons, we think that the most promising directions are handling
buffers with dynamic size, C-string modeling, and tracking tainted values. We are
working now on the extension of our detection technique described in Section 5 by
tracking string length changes happening during string operations in much the same
way as we track buffer indexes while calculating integer values. We believe that this
will be sufficient for most of cases, but there are some promising works in the area of
string solvers [14] that would additionally allow to track also string contents.

As we have seen, static analysis detection of buffer overflows requires a number of
techniques from vastly various fields to move on the road from expectations to real
code, and there will always be a way to go.
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CraTnyecknin aHanus Ansi nomcka nepenonHeHus oycepa:
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AnHoTanus. B nocnenune necstunierns nepenoiHeHne Oydepa ocTaéTest OJHAM U3 INIaBHBIX
HCTOYHUKOB IPOTPAaMMHBIX OIIMOOK M 3KCIUTyaTHPYEeMBIX ys3BHMocTeil. Cpeanm mpodmx
MO/AXO/OB K YCTPaHEHHIO IOJOOHBIX Ne(EeKTOB aKTHBHOE PA3BUTHE IOJIYYWIN pa3iIHM4YHbIC
METOJIbl CTaTHYECKOro aHaiu3a. B pabore paccMaTpHBAIOTCS OCHOBHBIE IOAXOABI U
UHCTPYMEHTBI, UCIOJIb3yEMble Ul PELICHUs 5TOIl 3aja4M, ¢ LEeJbl0 BBIABUTH Hauboiee
HOIYJIAPHbIE METOABI M THIBI OOHapyXHBaeMbIX owmmOoK. Tarke HcciaenoBaHbl HAOOPHI
cuareTndeckux TectoB (Juliet Test Suite, Toyota ITC benchmark) u Beibopka pparmeHToB
KOJa PpEaNbHBIX IMPUIOKCHUH, COACPKALIMX OKCIUIYaTHPYEMYyIO OIIHOKY IEepEIOIHCHUS
Oydepa. [ns NOHMMaHUWS HAIpaBICHWH pPa3BUTUS IPOMBIIUIEHHOTO CTaTHYECKOrO
aHaNMM3aTopa Ba)KHO PacCMaTpHBaTh 00a 3TH MCTOYHUKA IPHMEPOB OMMOOYHBIX HPOrPaMM.
HaGopbl TecToB 0YepuyMBalOT KpPYyr CHUTyaluid, KOTOpbIE HEOOXOAMMO IOJIEpXKaTh B
aHanu3aTope, NpU STOM HUX JIETKO IOHATH, KiaccuduuupoaTh U mposeputb. C apyroi
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CTOPOHBI, OHH HE OTPaXAIOT pacHpesielieHNe TaKUX CHTyalllid B peanbHOM Kope. Bribopka
YSI3BUMOCTEH! M3 IPOMBIIIJICHHBIX IIPOEKTOB TAKKe IPECTABIISIET HHTEPEC AJIsl HCCIIEJOBAHUS,
HO OKa3bIBAaeTCsl CMEIIEHHON B CTOPOHY IKCILTyaTHPYEMBIX OIIMOOK U K TOMY K€ HE BKIIIOYaeT
OoIIMOKK, UCIPaBICHHBIE Ha CTaJUU Pa3paboTKH (BO3MOXKHO, KaK pa3 ¢ HMCHOJIb30BaHUEM
CTaTHYECKOTro aHanu3aropa). IlonydyeHHble JaHHbIC OBUIM HMCIOJB30BaHbI IS BBIACJICHUS
OCHOBHBIX 1Ia0JIOHOB A€(EKTOB, KOTOPBIE HODKEH OOHAPYKMBATh CTATHYECKOH aHAIN3aTOp C
TOYKM 3pCHUSI MOJIb30BaTeNs. B  pe3ysibTaTe MCCICIOBaHMS K Hauboiee BaKHBIM
BO3MOJKHOCTSIM CTaTHYECKOTO aHANN3aTopa OBUIM OTHECEHBI MEXIIPOLEAYPHBIH IyTe- H
KOHTEKCTHO-4yBCTBHUTEIBHBIN aHAIM3, a Takke 0a3oBas HMoAanepxkka IHMKIOB. Kpome Toro,
TIOJIE3HBIMH OKAa3bIBAIOTCSl OTCIE)KMBAaHHE aQGUHHBIX OTHOLICHHH MEXIy NEpEeMEHHBIMH M
MOJIEIIMPOBAaHHUE CTPOK KaK Ba)KHOT'O CIIydasl HCIIOJIb30BaHHs MacCHBOB. Pe3ynbTaThl JaHHOTO
UCCIICIOBAHUS UCIIONB3YIOTCA JUI  yJydIGHHs JeTeKTopa IepenojiHeHus Oydepa,
PEaIM30BaHHOTO B paMKax MH(PACTPyKTypbl cTaTHYeCKOro aHanusaropa Svace. Ha naHHbIit
MOMEHT HCIOJIB3YETCS MEXIIPOLEAYPHBIH YyBCTBUTEIBHBIA K MyTSM M KOHTEKCTY aHAIU3,
MO3BOJITIONINK 0OHAPYKHUBATh MepenodHeHus Oydepa Ha cTeke M B CTATHYECCKON MaMATH C
Jonel WCTMHHBIX cpabaTeBanmii 65%. Ilo pesymbTataM uccnemoBaHus Hamboiee
MIEPCTICKTUBHBIMI HATIPABICHUSAMH MPEICTABIIOTCS IOJJICP)KKA CTPOKOBBIX OIEpanuil u
BHEJIPEHUE aHaIN3a IOMEYCHHBIX JAHHBIX B UMCIOIIUECS TOIXO0/IbI.
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