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The threat
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Network Intrusion Detection Systems
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Electronic intelligence and Cyber threat management:
Generic approach

Theory, efficient algorithms, software and prototypes (integrated system) which 
process data in real time to detect anomalies that deviate from normal behavior
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Sequential application of the packet-oriented traffic  analyzer process

1. Get a new arrival of a packet;
2. For each packet, the analyzer parses its IP header and checks the 

protocol field (in the IP header) for the next level protocol used in 
the data portion of the datagram;

3. The corresponding protocol handler is called (the analyzer handles 
only icmp and tcp protocols);

4. Each protocol handler parses the packet headers accordingly and 
collects several values;

5. At every predetermined time slice (for example, one minute), the 
analyzer summarizes the values collected during this time slice and 
saves the statistics of this time slice. The following data is gathered 
and computed every predefined time slice:
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Sequential application of the packet-oriented traffic  analyzer process

•number of IP packets;
•number of icmp packets;
•ratio between the number of icmp packets and IP packets (computed 
data);
•number of tcp packets;
•number of tcp packets with different tcp flags (syn, syn ack, fin, rst) 
(computed data);
•ratio between the number of tcp packets with syn ack flags and the 
number of tcp packets with syn flag (computed data);
•ratio between the number of tcp packets with rst flag and the number 
of tcp packets with syn flag;
•number of tcp connections (sessions);
•number of completed and uncompleted tcp connections;
•ratio between the number of the completed tcp connections and the 
number of the uncompleted tcp connections (computed data).
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DARPA Evaluation Datasets
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random variables T and H are depended if  there is  a smooth function F such that 

Suppose that T and H are represented by indicators 
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Let S be an permutation  of the coordinates, that permutes H in the increasing order. 
Then s(H) be 
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DARPA: simulated attacks on air base[1]

[1]. David, Anomaly Detection and Classification via Diffusion Processes in
Hyper-Networks, Ph.D. Thesis, Tel Aviv University, March 2008
(Tel Aviv University) 6 /
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DARPA: simulated attacks on air base[1]

The example of  IP-domen traffic’s features due one day and its relations (features)
The stochastic process X={x1,…xn}  where x_i- all features at the moment of the time
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Problem setup



Anomaly Recognition Qrator Labs12

Standard approach: Diffusion Maps (DM)
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Standard approach: Diffusion Maps (DM)

[2] R.R. Coifman, S. Lafon, Diffusion maps, Applied and Computational
Harmonic Analysis, 21, 5-30, 2006.
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Standard approach: Diffusion Maps (DM)

It is easy to see that the map has the following properties:
• The map represents the data in a space of dimension m.
• The map is not linear.
• The distance between the images of points is equal to the  diffuse 
distance, that is, the probability to get from point x to point y via 
random walk on the graph  for the time t.



Anomaly Recognition Qrator Labs15

Standard approach: Diffusion Maps (DM)

The figure illustrates the effectiveness of the separation of mixed known  
clusters via “diffusion maps”.  If the generated data is represented as two 
interlocking rings (marked different shades of blue), no any linear methods is 
able to divide it. Nevertheless, a random walk on the graph represented by 
these rings, have  ability to divide the classes. The probability remain inside 
the same ring  by random walk is greater than the probability of jumping  
from one ring to another.
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Diffusion Maps (DM):  The problem

Classification background and anomaly?  
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Diffusion Maps (DM):  The problem

BAD RESULT
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Diffusion Maps (DM):  The problem

Anomalies are not grouped in clusters
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Advanced approach: Homotopy in Temporal Diffusion Maps (DM)
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Diffusion operator

The diffusion  geometry is oriented around a smooth parametric curve.  The 
curve represents the day and night
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Advanced approach: Homotopy in Temporal Diffusion Maps (DM)

Once X is mapped - extension of             to                   , using
representatives from X (sampling)

f Xx
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Advanced approach: Homotopy in Temporal Diffusion Maps (DM)
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Advanced approach: Homotopy in Temporal Diffusion Maps (DM)
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Advanced approach: Alpha-stream process for anomaly detection
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Advanced approach: Alpha-stream process for anomaly detection
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Advanced approach: Alpha-stream process for anomaly detection

Image Processing application of “alpha-stream”:  Object segmentation
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The features(left) and its representation in DM (right)
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The features(left) and its representation in DM (right)
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