OT13p1B HAYIHOIr0 PYKOBOAUTEIsA
Ha JUCCepTalnoHHYI0 pabdoty Curanosa Jlanmmia AnexceeBnda

«MeTonp! BELIBICHUS IOBEPXHOCTH aTaKH BEO-MPIJIOKESHHH NPH OMOIIH aHAIN3a KIHEHTCKOro
JavaScript-xomga» ‘

OpeacTaBJICHHYIO Ha COUCKaHHE y‘IeHOfI CTEIICHU KaHauJaTa TEXHUYCCKNX HayK II0 CIICTHaIbHOCTH
2.3.5 — MaTeMaTHIECKOE H IporpaMMHBOE o0eCIIeUyeHHE BEITHCIHTEIBHbBIX CHUCTCM, KOMIIJICKCOB H
KOMIIBIOTCPHBIX cerel

Hucceprannonnas pabora CuranoBa JI[. A. mocesimeHa pa3pabOTKe HOBOIO METOMA
BBIABICHMA IOBEPXHOCTH aTaKHM BEO-IIPUIOKEHUH IIPH MOMONIM aHAM3a MPOTPaMMHOTO Kola Ha
A3pIKe JavaScript KIMEHTCKOH JacTH BEO-IPIUIOKEHHI B paMKax pelueHus 6ojiee MMPOKOM 331391
aHaIn3a 3alIUIIEHHOCTH BEO-IPUIIOKEHMH B MOJIEIIA YEPHOT'O SIIIHKA.

Hauwunas ¢ xonna 2000-x — Hagana 2010-x rogoB BeO-TEXHONOIMH JOMHHHPYIOT B KAYECTBE
cmocoba IyOnMKalMM INPWIOKEHHH B HHTEpHETe — OONBIIMHCTBO CYUIECTBYIOIIMX M BHOBb
pa3pabaThIBaeMBIX IIPUIIOKEHHI HCIONIB3YIOT CTEK BeO-TEXHOIOIHH I OPraHu3aliy KaK MHEAMYM
HHTEpQEeNcHOR ((DPOHTEHN) 4YaCTH NPHIOKEHHS, a CEepBEpHBIE KOMIOHEHTH MOOMILHBIX
npunokesni Taxoke ucnonb3yroT HITP API mna oprammzamum unatepdeiica Mexay MOOHIBHBIM
KIIAEHTOM M CEPBEPHOM JIOTHKOU NpHIoKeHHsI. OTHOBPEMEHHO BE0O-NPHIIOKEHHS OCTAIOTCA «CIIa0BIM
3BEHOM» B BOIpoce obecnieueHus MHGPOPMANUOHHOH 0e30IacCHOCTH KOMIIAHMHM, HOJIb30BATENEH U
nNaHHblX. Tak, Mo maHHBIM aMEepHKaHCKOM KOMIAaHuHM Verizon, mo MeHsreil mepe ¢ 2015 roxa 1 mo
HACTOSIIEe BpeMs YA3BUMOCTH BEO-IPUIIOKEHHUH SBIIIFOTCS IPUYHHON HOMED OIMH YTEUEK JaHHBIX
B pe3yIbTaTe HHIMIAECHTOB Oe30macHoCcTH. B wacTHOCTH, B 2023 roay B 60% HHUMIECHTOB, CBA3AHHBIX
C yTeYKaMM JaHHBIX, BEO-TIPHIOKEHHSA OBLIH CIIOCOO0M IPOHUKHOBEHHUS 3I0YMBIIUICHHHKOB BHYTPb
3aMIMIIAeMOT0 KOHTYpa KOMITaHKH. To ecTh, yke 110 MEHBIIEH Mepe B TEUEHUE IECSITH JIET HHAYCTPHH
HE YHAeTCAd KapAWHAJIBHO pEWUTh IpoONeMy HaIW4HsI YA3BHMOCTEH B BEO-IPUIOKEHHIX.
ABTOMaTH3aIMs TOUCKA YSI3BUMOCTEH BEG-IPUIOXKEHHH MOXET IIOMOYh €CIM HE PELHTh 3Ty
npobneMy, TO X0Ts OBl CAeNaTh €€ MeHee OCTPOil — 3a CUeT MCIOIB30BaHHA aBTOMATU3UMPOBAHHBIX
CPENCTB OOHApYXEHHS YA3BUMOCTEH B paMKaX IMKia Ge30macHOM paspabOTKH IPOrpaMMHOTO
obecnievenmsa. HMHCTPYMEHTHl AHMHAMHYECKOTO aHANM3a 3alIMIIEHHOCTH NPHIOKEHME — 3TO
npeaMeTHas 001acTh auccepTaMonBon paborsl Curamosa 1. A.

Ilpn mCIONB30BaHMU JHHAMHUYECKOIO aHAIM3a JUIL IIOMCKA YA3BUMOCTEH B MPHUIOKEHUIX
O/THOM M3 KIIFOUEBBIX ITPO0IEM SIBIIIETCS IPobIeMa IOTHOTHI BISIBIICHHS [IOBEPXHOCTH aTakH, TO €CTh
o0HapyXeHMsA CEepBEPHHIX TOYEK [OCTYNa Ul B3aUMOIEHCTBUS MEKIY MHCTPYMEHTOM M
AQHATM3UPYEMBIM 3K3EMIULIPOM NPHIIOKEHHUS B IIponiecce (pa33uHra M TeCTUPOBAHUS HA YA3BUMOCTH.
3anaga BRIABICHUS IIOBEPXHOCTH aTakél B COBPEMEHHBIX BEO-NPHUIIOKEHHUIX TOBOJIBHO CIOXKHA M3-3a



TOr0, YTO KIMEHTCKas 9acTh IPUIOKECHUH NaBHO HE OrPaHMYCHa ONHUM JIUIIb S3BIKOM Pa3METKH
HTML, a B GOJBIIMHCTBE CIy4aeB MpEACTaBIIeT cO00H mporpaMMmy Ha S3BIKE MPOTPAMMHUPOBAHUS
JavaScript, 3a9acTyr0 MUHH(DUITIPOBAHHYIO U1 YMEHBIICHUA pa3Mepa Wi Jaxe 00 yCHHpOBaHHYIO
U1 3aTpyJHCHUA aHanu3a. TpaluiuyoHHBIE METOB! BBIABICHUS IOBEPXHOCTH aTakyu C IIOMOIIBIO
obxona uaTEpdeiica «I1o cchUTKaM» (CTATHISCKUHA KPAYJIHHT) MK C IIOMOIIBIO BH3YAIFHOI0 00X0/1a
uHTepdelica ynpapiseMbIM Opay3epoM (JHHAMUYECKHH KpayJIHHT) JATEKO He Beerna 9)GeKTHBHBI —
OHM OIPaHUYEHBI TOINBKO TEMHU 3JIEMEHTAMHU, KOTOpBIE 0TOOpakatoTcs B HHTEpdece, P 3TOM TEKCT
KIMEHTCKOM IIporpaMMel Ha JavaScript MOXeT coneparh OOJBIIOE YHCIO CKPBITHIX JUIS TakKOTO
06xo01a (yHKIMIH, KOTOPEIE MOTYT OTIPABILITH 3alpPOCH Ha CEPBEp NPH COBEPIICHHO KOHKPETHBIX
IOJIB30BATENBCKUX NEUCTBUAX, KOTOPHIE TPYAHO BOCIPOM3BECTH aBTOMATHUYECCKH B MHCTPYMEHTE.
Taoke KIMEHTCKMA KOI MOXET COJEpXaTh HENOCTIDKAMBIN WM  3aKOMMEHTHPOBAHHBIH
IPOrpaMMHBIA KOI, COAEpKaliMi HHGOpMAIMIO O CEPBEPHBIX TOYKAX JOCTYHA M MOTEHIHAILHO
BBINIOJIHUMBIX 3allpOcax ¢ KIMEHTa Ha CepBep — Takue PyHKIIMU IPUHIHAIHMANBHO HETOCTHXKUMBI 1A
M00BIX MeTOI0B 00X0/1a HHTepdekica.

B pamxax aucceprauuoHHON paboTsl Curanos [l A. mpemtoXul CHenHaTd3ApOBaHHEL
METOJ BBIABJICHMSA IIOBEPXHOCTH aTaKM BeO-IPWIOKEHHH Ha OCHOBE CTAaTHYECKOTO aHaIM3a
OpOrpaMMHOIO KoJa Ha sa3bike JavaScript KIHMEHTCKOM dacTH mNpmioxeHwil. B  pamxax
HETIOCPEICTBEHHO CAMOT0 MCCIIECAOBAHMA, U B paMKax IIOJIT'OTOBKM TEKCTa JUCCEPTANHOHHON paboThI
Curanos JI. A. CHCTEMHO M METOAMYHO pEMIAN IIOCTaBICHHBIC 3a/ladd, W MPOBEN OOIIHUpHOE
SKCIIEPUMEHTAIBHOE HCCIEJOBAaHUE — KaK OCOOCHHOCTEH COBPEMECHHBIX IIPOTpaMM Ha SI3BIKE
JavaScript, XapakTepHBIX M KIMEHTCKOH dYacTH BeO-NPIIOKEHHWHA, TaK U COOCTBEHHO
3G (GEKTUBHOCTH NPEIIOKEHHOTO METOMa IS PEIICHUs 3a/1a4d BBIBICHUS MOBEPXHOCTH aTakKu M
oOHapykeHHs ysa3BUMOCTell B BeO-punoxkeHmsx. CuranoB [ A. DPELIOXWI METOIMKY
HCIIOJIL30BaHMUs IIPENTOKEHHOTO METOJAa BBIABICHMSA IIOBEPXHOCTH aTaKH A PEINeHHs OOIiei
3afa9M OOHApY)XXCHHA YA3BHMOCTEH BeO-IIPHIOKEHMH Ha OCHOBE DPACIUMPEHHS IPU3HAHHBEIX B
HHyCTPHH METOJMK HCCIEIOBAHN NPUIOKEHHH Ha YI3BUMOCTH 3TalaMyl BBIABIICHUS IOBEPXHOCTH
aTaky ¢ MOMOIIBIO CTAaTHYECKOTO aHAIN3a KIMEHTCKUX MPOorpaMM M (a33HHTa BBIIBICHHBIX TaKAM
CIOCOOOM CEPBEPHBIX TOYEK HOCTyIlAa I OOHAapyKeHHS YI3BUMOCTEM B CEPBEPHOM dacTH
npunoxesui. IIpennoxkeHHsli MeTON peanu3oBaH W HCIONB3YETCS B COCTaBe HHCTPYMEHTa
JHAMUYECKOTO  aHalM3a 3alluiieHHocTH BeO-mpunokeHuit  SolidPoint DAST, xkoTopsrit
pazpabateiBaerca . OOO ComunCodt, a Takke B COCTaB€ CHCTEMBI JMHAMHYECKOTO aHAIN3a
3aHIMIIEHHOCTH BEO-NPHIIOKEHHH Ha OCHOBE aHaNKM3a OONBIIMX JaHHBIX, CO3TaHHOM B pamkax HUP
nenrpa HTH no TexnonoruamM xpanenus u anamsa 6ompumx MI'Y (LIXABI MI'Y).

Taxum o6paszom, moxyderHsle CuranoBsM 1. A. pe3yabTaThl HOKA3aId CBOIO 3Q(EKTUBHOCTE
U IPaKTHYECKYIO0 LEHHOCTh M MOIYT OBITH HCIIONB30BAaHBI KaK B COCTAaBE aBTOMATH3HPOBAHHEIX
HHCTPYMEHTOB IIOMCKa YSA3BUMOCTEH BEO-IIPUIOKEHHH, TaK M IPH PYIHOM IIOHCKE YSI3BHMOCTEH
KBATMQHIUPOBAHHBIMHU CIIENHAHCTAMHE 10 QaHATU3Y 3AITUIIEHHOCTH IPUIOMKEHHH.

IonydenHsle TUCCEPTAHTOM Pe3yIbTaThl OBUIH OIyOIHKOBAHEI B ABTOPUTETHBIX U3MAHUIX U
00CyKIaTICh KaK Ha POCCHHCKUX, TaK U Ha 3apyOekHBIX MPO(QHIBHEX KOHMEPEHITHUIX.



Cuuralo, 9T0 qUCCEpTalMOHHAs paboTa COOTBETCTBYET BCEM TPEOOBAHUAM, IPEABABIAEMBIM
BAK P® x pabortam Ha COHMCKaHHE YYEHOHM CTENeHH KaHAWAATa TEXHUYECKHX HayK II0
CHENHAIBHOCTH 2.3.5 — MaTeMaTHYeCKoe U MPOrpaMMHOE 00eCIIedeHHe BEIYUCIHTENBHBIX CHCTEM,
KOMIIIEKCOB ¥ KOMIILIOTEPHBIX ceTeH, a €€ aBTop, CuranoB Jlanumi AJieKceeBUY, 3aCITyKHUBAET

[MPpUCYXKACHUA EMY yquoﬁ CTCIICHU KaHAuJaTa TEXHUIECKHX HayK.

Hay4HBI pyKOBOIUTEND:
noueHt dakyiasTeta BMK MI'Y, K.(b.-M.H. I"'amaronos /l. 1O.
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