OT3bIB OPHUINAJIBHOI'O OIIIIOHEHTA

Ha auccepTanuonuyro pabory Curanosa Jannmna Alekceeprda
10 TeMe «MeTONbI BHIABIEHHS IOBEPXHOCTH ATAKH BeO-NPHIOKeHHH IIPH IIOMOIIH
aHaIu3a KIHEeHTCKoro JavaScript-komay,
IPEICTaBICHHYIO K 3aIllUTE Ha COMCKAHUE YICHOH CTEMeHU KaHIMIaTa TEXHUYECKUX
HayK 10 HAyYHOH crenuansHocTy 2.3.5 — «MareMaTHdecKkoe ¥ IpOrpaMMHOe 06ecIedeHne
BBIMUCTIMTEIBHBIX CUCTEM, KOMILIEKCOB ¥ KOMIBIOTEPHEBIX CETEH»

AKTYaJIBHOCTH TEMbI

Bospacraromas cIoxHOCTh M pasMepbl IPOrPaMM HEM3GEKHO IPUBOLIT K MOSBIEHHIO B
HuX ommOOK. ITocHeACTBHS BO3HMKHOBEHMS OMMGOK OCOGEHHO CEphE3HBI B CIyYasx, KOI/A
BCIIC/ICTBHE BO3HUKHOBEHHS OMMOKM B TPOrpaMMe BO3HHKAET YyA3BUMOCTE. bopsba ¢
YASBUMOCTAMHU SABJIACTCSA Ba)XXKHOH 3aJayuel, U OTAEIBHOIO BHUMAHMA 3aCTyKHMBAIOT YA3BUMOCTH
BeO-npuiIoKeHuH. [TOMUMO ¥X IIMPOKOTO PACTIPOCTPAHEHHS, BEG-IIPHIOKEHHS JaCTO IIyOIM9IHO
AOCTYIHBL 11 B3aUMOMEHCTBHA Yepe3 ceThb MIHTEepHET, B TO BpeMms Kak WX CepBepHas 4acTh
HaXOIUTCA BHYTPH HMH(QPACTPYKTYPHI OpTaHM3allii, KOTODOM TPHHAIEKHT IIPUTOKCHHE.
324aCTyI0 MMEHHO KOMIPOMETALysl BeG-IPHIOKEHHS SBILNACH [IEPBEIM INATOM B YCIENTHOH
aTaKe 3IO0YMBIIICHHUKOB Ha KOMIAHHI0. Kpome Toro, BeG-pHIIoKeH s IPOIYCKAIOT Yepe3 cebs
M XPaHAT OOIbIINE OOBEMBI MONIB30BATENBCKIX TAHHBIX, BKIIOUAS JIMUHEIC JAHHEIE, TAKUE, KAK
HOMEpa GaHKOBCKHX KapT. IIpm 3TOM 3a1a4a CBOEBDEMEHHOTO BBIABICHHA W HCIIPABICHHS
YA3BUMOCTCH BEO-IPUIOKEHHH OCTaéTCs HEPEIEHHON, B PE3yIBTATE UEro AakKe TaKhe AABHO
U3BECTHBIC, KIACCHYECKHME YAIBUMOCTH, Kak SQL-MHBEKIMHM, IO cell [eHb BCTPEYaroTCs B
PEANBHBIX BEO-IPIIOKEHUAX (4TO MOATBEPIKIAETCH M IKCIEPHMEHTAMM, IPOBEISHHBIMU B
muccepranmonHon pabore). Takum o6pasom, paGora Curanopa JI. A., HMEIOAs CBOSH LETBIO
TIOBBICATE Ka9eCTBO DPabOTHI METONOB BBIABICHHUS YA3BUMOCTeH BeG-TIPHIOKEHHNM NyTéM
TIOBBIICHHMA IIOTHOTH! BBIABICHUA aHAIM3UPYEMBIX Ha HATHM4ME YA3BUMOCTEH CEpBEPHBIX
byHKIWMi, Aertemen akmyansroi.

CrpykTypa padoTsI

Huccepranus cogepxut 133 CTpaHUIBI TEKCTa, KOTOPEIA COCTOMT M3 BBEIEHHUSL, YETHIPEX
T71aB, 3aKIIOHCHUS, CIHCKA TUTEPATYPHI (89 UCTOYHUKOB), a TakKe Mpuiokenns. TekcT paboTs
COJIEPKUT 6 PUCYHKOB M 3 TaGIHIBL

Bo  BBememmm  0GOCHOBBIBAETCA  AKTYalbHOCTS JUCCEePTAMOHHON  paboTHL,
(opMynHupyIoTCS e, 3a1a9u paboThl, HayYHAS HOBU3HA ¥ HPaKTUYECKas 3HAYNMOCTD, a TaXKe
[IPUBOSATCS OCHOBHBIE TIOJIOKEHHUS, BBIHOCUMBIC HA 3ALIUTY.

Ilepras riaBa nocBsieHa HCCIENOBAHMIO 3a0a49H 1 0030py IUTEpaTypHl M IPOrPAMMHBIX
CPCACTE, HMMCIOMMX HCNOCPEACTBEHHOE OTHOWICHHE K TeMe JHccepTaimu. [1aBa COmEepIKUT
CPAaBHCHHUE CYIMIECTBYIOUINX METO0B BLIABICHUS [TOBEPXHOCTH aTaKH.

Bropas riaBa TOCBANIEHA H3YYCHUK OCOGEHHOCTEH pEalTbHOrO JavaScript-xona,
KOTOPBIC BIMAIOT HA BO3MOXKHOCTH IO aHalnu3a UL BBEIIBICHHS CEPBEPHBIX BXOIHBIX TOYEK.



PaccMaTpuBaioTcs pacmpoCTpaHSHHEIE OCOOEHHOCTH, NPHCYIIHME DEATBHOMY KOy, KOTOPHIE
3aTPYAHAIOT €ro aHautu3 W TpebGyioT 0coOOro BHHMAHHA IPH CO3JAHANM HHCTPYMEHTOB MJIA
agamusa. Ha ocHOBe BEIABIEGHHBIX OCOOEHHOCTEH B TINaBe ONpENENIOTCS TpeOGOBAHMA K
HHCTPYMEHTAM, IPEIHA3HAYCHHBIM [l IIOCTPOEHHA MOBEPXHOCTH aTaKd C HCIOIh30BAHHEM
CTATHYECKOTO aHamw3a KIWeHTCkoro JavaScript-koma. Kpome TOro, B riaBe ONHUCHIBAETCA
CO3JaHHBIN II0 Pe3yJbTaTaM MCCIENOBaHMS GEHUMApK, KOTODPHIM MOXET OBITh NPUMEHSH Id
ABTOMATH3UPOBAHHON OUEHKH 3()(OEKTUBHOCTH METONOB OOHADPYKEHHUsS CEPBEPHEIX BXOIHBIX
TOUYEK.

Tpersbs riaaBa onuCHBAET METOMMKY IOKCKA YS3BUMOCTEH BEO-TIPHIOKEHHH B MOIEIH
«JEPHOTO SIIMKa» C MCIONB30BAHHEM CTATHYECKOrO aHamM3a KIMEHTCKoro JavaScript-koja.
Metomyika ocuopana sva OWASP Web Security Testing Guide (WSTG) Bepcrm 4.2 i 0XBATHIBACT
Kak cOop uHbOpMammu 00 aHAIM3UPYEMOM HDPHICKEHHWH, TaK M IIPOBEPKY NPIIOKEHHA HA
Hanmuaue ysa3sumocred. Ha orame cOopa wHbOpMaumM BBIIONHAETCA CTaTHYeCKHH H
AHHAMIYCCKHH aHaK3 IS HOUCKA CEPBEPHBIX BXOIHbIX TOUEK, a Tarke anaiu3 HTML-pasMeTku
U HEKOTOpBIC Ipyrue MeTombl. Jlanmee oOHapyXeHHBIE BXOIHBEIE TOYKM HPOBEPAIOTCS Ha
yasBuUMOCTH, Takue kak SQL injection, Reflected XSS wu npyrme. Ilpenmaraercs Taxxe
aHaTM3HPOBaTh KIHCHTCKUM JavaScript-xo/ [ BeLIBIeHNUS nipobieM, Bkimrogas DOM-based XSS
U yTeYKU NaHHBIX. MeTouka yCenHo NpUMEHeHa Ha PEabHBIX BEG-IPUIOKEHUIX B PAMKaX
Bug Bounty nporpamm, e o6HapyeH psI yI3BUMOCTeH. BEIBOZOM IO HTOraM TIIaBhI CTajo To,
4TO HCHOTB30BaHHE CTATHYECKOIO aHANM3a KIHEHTCKOTO KOJa IOBBINAeT 3(hQPEKTHBHOCTH
IIOKCKa YS3BUMOCTEM, IO3BOIIAA BEIIBUTH HOBBIE CEPBEPHBIE BXOJHBIE TOYKH.

B uerBépToil raaBe OmmcaH NpeliaraeMblii METOZ aHalM3a KIMEHTCKOro Koja Beb-
TIPHUIIOXKEHHS 711 OOHAPY KEHHA CEPBEPHBIX BXOAHBIX TOYEK. [ J1aBa CONEPKUT BHICOKOYPOBHEBOE
OIHCaHHEe METOZA ¥ TPadUYECKY O CXEMY €TI0 YCTPOMCTBa, ONUCAHUE IPEAIAraeMoro aarOpuTMa
CTaTHYECKOI'O aHamuM3a KJIMEHTCKOro JavaScript-koma, mnpuBeneHbl OCOGEHHOCTH — €ro
OpOrpaMMHON peanusaiuu. Kpome TOro, B IiiaBe OMKCAHBI HECKONBLKO OKCHEPHMEHTOB C
paspaboTanHeiM MeTonoM. IIpoBEeIeHBI JBA OKCHEPMMEHTa HA TECTOBBIX AHHBIX: OIHH
3KCIEPUMEHT Ha GeHuIMapKe, pa3pabOTaHHOM B paMKax IUCCEPTAIIHOHHOM paGoTEHI, W OJUH Ha
TECTOBBIX NPUIOKEHHUSAX, KOTOPhIe OBLIM M3BECTHBI PaHEe W MCIONb30BATUCH B SKCIEPUMEHTAX,
OIMCAHHBIX B CYWIECTBYIOIIMX paborax. Tawke B ITaBe COXEPIKHTCS ONMCAHWE IPOBENEHHBIX
OKCIICPHMEHTOB C caiTamy M3 ceTH MHTepHeT, B pe3yibprare KOTOPHIX OBUIM OOHAPYXKEHEI
peasbHbIe YI3BUMOCTH.

B sakmrodenmmm JuccepTanMi [PUBONATCS OCHOBHBIE Ppe3yIBTaTBl M BEIBOJIEI
IIPOBEICHHON PabOTHL

OcHoBHbIe pe3yabTaThl paGoTsl

K ocnoBHeIM pesymbraraM, moiydeHusiM CuranoeiM J. A. B XOome BBIIOTHEHHUA
JHCCEPTALMOHHOIO UCCIIeIOBAHM, CIIeIyeT OTHECTH:

1. TpebGoBanms Kk CpeICTBAM CTATHISCKOIO aHAIHM3a KITUEHTCKOTO JavaScript-koaa Ha OCHOBE

ocobennocTelt peanbHoro JavaScript-koza, BEIIETEHHBIX O Pe3yIbTaTaM HCCIIef0BaHuS,

a TaKKe M pa3palboTaHHBIA OEHYMApK, IO3BOIIONIMHA TECTHPOBATH WHCTPYMCHTHI

CTaTHYECKOIO aHalIn3a KINCHTCKOro KOJa B aBTOMATUYECKOM PeXUME.



2. MeTonuKy NOHMCKa YA3BHMOCTEHl B BeO-IPUIOKEHWIX, IPH NPUMEHEHHU KOTOPOH
HOBBIIEHUE MOJHOTHI BBLABICHUS CEPBEPHBIX BXOTHBIX TOYEK OOECIICUMBAETCA 3a CUET
CTaTHYECKOTO aHaNIN3a KIMEHTCKOM JacTH IPUIIOKEHYA.

3. Meron aHanusa KIMEHICKOTO Koja BEO-IPMIOKEHHMA IS BBIABICHHMSA CEPBEPHEIX
BXOJIHBIX TOYeK. METO HCIIONB3yeT aJrOPUTM CTaTHYEeCKOro aHANu3a, HpH paspaboTke
KOTOPOT'O YYTEHBI BBEIIBICHHBIE 0OCOOEHHOCTU PEATBHOIO KOAA.

4. MHCTpyMEHT, TIpeACTaBIAIOMME co0OM peanu3alli0 NPENIOKEHHOIO METOHa,
BHEIPEHHBIM B pealbHbIe CHCTEMbl aBTOMATHU3MPOBAHHOIO IIOMCKa ys3BUMocTeH. C
pa3paboTaHHBIM HHCTPYMEHTOM ObIIM IIPOBEJEHBI SKCIEPHMEHTHI Ha CaiTax B CETH
HHTepHeT, B pe3ynpTaTe KOTOPHIX OBIIM OOHApY)KSHBI pealbHble YSI3BUMOCTH.

Hay4ynas HoBu3HA

Haygnas HOBU3HA Pe3yNIbTATOB, IPEACTABIECHHBIX B AUCCEPTAMONHON pabore Curanosa
J.A., 3axkmouaercs B paspaboTKe aropiuT™Ma CTaTHYECKOro aHav3a KIMeHTcKoro JavaScript koza
JUIS BBUIBJICHUS CEPBEPHBIX BXOJHBIX TOYEK C IETbI0 IOWCKA B HUX YI3BUMOCTEH, a TaKKe B
BBIIBJICHHN XapaKTEPHLIX OCOOSHHOCTEN peansHOro KIMEHTCKOTO KOJa, KOTOphIE HE0OX0aMMO
YYUTHIBATH TIPH €r0 CTATHYECKOM aHaiu3e, ¥ B pa3pabOTKe Ha OCHOBE 3THX OCOOEHHOCTEH
TpeOoBaHHH K CPEICTBAM CTaTHYECKOTO aHAIN3a KIIMEHTCKOT0 KOJa [1s BELIBJICHHA IOBEPXHOCTH
aTaku cepBepa. Pe3ynbTaThl SKCIEPUMEHTOB MOKa3pIBalOT 3((EKTHBHOCTH pa3paboTaHHOrO
HOIX0/[a, & TAKXKE IPUTOAHOCTD €0 JJIS HCIOIBE30BaHMS B COCTABE CUCTEM aBTOMATU3UPOBAHHOTO
noucka ys3BuMocTed. Kpome Toro, HOBOH sBIMETCS NPENNOKEHHAs METOJMKA IIOHCKa
VA3BUMOCTE}l BeO-MpUIOKEHMH, OTIMYANOMAscs OT CYILECTBYyIOmMHUX Oonee  IOIHBIM
OOHapyXeHMEM CepBEpPHBIX BXOIHBIX TOYEK, OTHPAaBKy K KOTOPHIM CIOXKHO BbI3BaTh 4Yepe3
B3aNMOJIEHCTBHUE C NOJIB30BATEIHCKUM HHTEpPEHcOoM.

Jamegannn

1. TIpu cpaBHeHuM pe3ynpTaToB pabOTHl HHCTPYMEHTOB Ha TECTOBBIX NPHIOXKECHUAX IIOMHUMO
CpaBHEHM KOJIMYECTBA HAMIEHHBIX BXOIHBIX TOYEK B TEKCTE AUCCEPTALMH XOTENOCh OB
BHJETH OLEHKY TOTO, HAaCKOJBKO COBHANAar0T HAOOpHl TOYEK, HAHICHHBIX DPasHBIMM
cpencteaMu. [l 3TOr0 MOXHO OBUIO OBl CHENATH IIONApHOE CpaBHEHHE HaOOpOB
HaANEeHHBIX TOYeK C MOACYETOM KOJIMYECTBA TOYEK, YHHKATIBHBIX [ULA KaXIOro u3
HHCTPYMEHTOB B mape. Takum 00pa3oM MOKHO OBLIO OBl IIOTYIUTh IPEICTaBICHIE O TOM,
B KaKO} CTENEHH Pe3yJbTATH CPABHUBACMBIX CPEICTB AyOIHPYIOT APYT APYyrd, a B KaKo#H
- DOTIONTHAIOT (YTO TOBOPHIIO OBI O MOTEHIMAIBHOM II0JIB3€ OT HUCIIONIL30BAHNA COYCTAHIA
CPEICTB aHaIH3a).

2. ITommmo JavaScript 1 HTML, CyImecTBYIOT M OpyTHE CIIOCOOBI peaau3allii KIHUEHTOB,
B3aMMOJIEHCTBYIOIIMX C cepBepoM Bel-mprioxkenus no nporoxory HTTP. Kmuentom
MOXKET OBITH HE TONBKO Opaysep, HO U Apyroe NPUIOKEHNe, a B COBPEMEHHBIX Opaysepax
MOJKET BHIMONHATECS KoX B ¢opmare WebAssembly (B 3T0T ¢opmar MOXET
KOMITWIHPOBaThCs kKon Ha sseikax C, C++, Rust u pame mpyrux). B pabore He
YKa3bIBAETCS, IPUMEHIM JIH Pa3pabOTaHHBIH METOX U1 APYTHX TCXHOJIOTHH BLIIOTHEHHUS
KIIHEHTCKOTO KOJa.



3akiouenue

OTMmedeHHBIE 3aMEYaHUS HE CHIDKAIOT OOIed HaydyHOH M TPaKTHIeCKOH IEHHOCTH
JUCCEPTAllMOHHOW pabOTEl ¥ He BIMAIOT Ha €€ IMOJOXWTEeNbHyI0 oleHky. ConepxaHue
IUCCEPTalMOHHOM paboThl MOMHO ¥ NPaBWIBHO OTpaxkeHO B aBTOpedepare. Juccepranua I A.
CuramoBa fABISETCS 3aKOHUYEHHON HayYHO-HCCIIEOBaTeNbCKOW paboToi. OHAa OTBEYaeT BCEM
TpeboBanusmM BAK P®, nperpssraseMpM K AUCCEpTallisIM Ha COUCKAHME YYEHOH CTENECHH
KaHIUJAaTa TEXHUYECKUX HayK, a Curanos Jlanuun AnekceeBrd 3aCIyKHUBAcT IPUCYKIECHUS eMY
Y4€HOH CTeNeHM KaHAWAATa TEXHHYECKHX HayK IO crenuanbHocTd 2.3.5 «MaTteMaThdeckoe U
IIpOrpamMMHOe 00eCIIedeHHe BEMUCIUTENBHEIX CHCTEM, KOMIUIEKCOB M KOMITBIOTEPHBIX CETEM».

OduumansHEIA ONIIOHEHT

KaHauAaT GU3UKO-MaTEMATHICCKUX HAYK,

BEeIYIIUH HAYIHBIH COTPYIHMK OTAENa KOMITWIATOPHBIX TEXHOIOTHH
DenepanbHOTO TOCYIAPCTBEHHOTO OIOKETHOTO YUPEXKIEHUS HAYKH
WuctuTyT cucteMHoro nporpamMMupoBanus uM. B.I1.JBanHMKOBA
Poccuiickoit akanemMun Hayk

Kypmanranees [llamune ®aumosry
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