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1. BeedeHue

PaccmarpuBaercss Teopus HAIEKHOCTA M OC30MACHOCTH TEXHHUYECKHUX W
nporpaMMHbIX cucteM [1-10]. Teopust HaleKHOCTU TEXHUKU BO3HUKIIA B paMKax
TEOPUH MAaCCOBOTO OOCITY)KUBAHUS CUCTEM W MOBJHIA HA CTAHOBJICHUE U Pa3BUTUE
TEOPUH HAJICKHOCTH KOMITBIOTEPHBIX CHCTEM M IporpaMmHoro obecreuenus (I[10)
CHCTEM.

Teopernkn, m3ydas HUpUpPOLy OIIMOOK B cHcTeMax, paspaboramn Ooinee 100
MaTEeMaTUYeCKUX MOJCNCH HAJe)KHOCTH, OCHOBAaHHBIX Ha Y4YeTe pPAa3IUYHBIX
CUTYyaIlMid, BOSHUKAIOMINX B TEXHUYECKUX W MPOTPaMMHBIX CHCTEMaX Ha MEpPBBIX H
MOCTIEAYIOMUX IMOKOJeHnsAXx OBM. Meroabl HameXHOCTH O00ECIeYUBAIOT
MOBBIIIIEHUE HAJIE)KHOCTH CHCTEM ITyTEeM HCIIPABIICHHUS Pa3HOTO poia 00HAPYKEHHBIX
oImuOO0K B MpoLecce pa3paboTKH U UX IKCIUTyaTaIlHH.

HagexxHocTs cucteM cdopMupoBanack Kak CaMOCTOATENBHAS TeopeThdecKas M
MPUKIIaJHAs HayKa, CIIOCOOCTBYIOIIAsl OIPENENeHUI0 KadeCTBEHHBIX ITOKa3aTelel
CUCTEM (pyHKIMOHATBHOCTB, TOYHOCTB, OTKa30yCTOHYUBOCTE,
TrapaHTOCTIOCOOHOCTb, 3aBEPIICHHOCTH H IIP. ).

MeTonpl OIEHKH HAOE)KHOCTH CHCTEM IIO3BOJIIOT MPOTHO3UPOBATh, M3MEPSITH U
OIICHMBATh KAdeCTBO MPOAYKTa C yYETOM BO3HHKAIOIIMX OIMHOOK, KOJMYECTBA H
WHTEHCUBHOCTH OTKa30B, a TAK)KE MPOLIECCOB Pa3pabOTKH OTIEIbHBIX KOMIIOHEHTOB
cucTeM B xu3HeHHOM Iukie (OKL).

B pabote paccMaTpuBaroTCsl BCE aCTeKThI 00eCTieYeHNs HaJe)KHOCTH, 0€30TTaCHOCTH
1 Ka4ecTBa TEXHUYECKHUX U MPOTpaMMHBIX cucteM [1-11].

2. MemoOdbI HadexxHocmu obopydoeaHust u cucmem

MeTonpl OIEHKHM HAAECKHOCTH TEXHHUECKHMX CHCTEM (ammapaTypbl, YCTPOMCTBa,
obopynoBaHne W Op.) ObUIM pa3paboTaHBl 3HAYUTENHHO PaHEE KOMIBIOTEPHBIX
CHUCTEM U OCHOBBIBAJIUCH HA BEPOSITHOCTHBIX MapKOBCKUX MPOIECCaX C MHOXKECTBOM
quciIa COCTOSHHMM IO TEOpUH MaccoBoro obcmyxuBaHus [12-16]. Ot meronsl
o0ecCrieunBalId MPOBEPKY HAICIKHOCTH (HYHKIIMOHMPOBAHUS TEXHUKH, MPUOOPOB U
YCTPOWCTB B PAa3IMYHBIX O00JacTIX (MAIIMHOCTPOCHUE, HSHEPreTHKAa, KOCMOC,
MeauiuHa 71 Ap.). Ha ux paboTocnocoOHOCTh BIMSUIM HEHCIIPABHOCTH W Pa3HBIC
HEZ0Pa0OTKH B KOHCTPYKIIMHU, IPUBOIAIINE K Pa3pPYIIUTEIEHBIM MOCICICTBUAM H K
yiepOy CHCTEMBI B IICIIOM.

Ha oueHky HaJeKHOCTH KOMITBIOTEPHBIX cucTeM u 1O cymecTBeHHBIM 00pa3oM
BIIHSIFOT CJICYIOLIHE 0COOCHHOCTH.

1. bonbmoe konauuectBo koga B 11O, 3ayacTyio NpeBbIIAIOIIEE E€MKOCTb
¢usndeckux 3nemMeHToB IBM, M cIOCOOOB B3aUMOJICHCTBHS OTICIBHBIX
anemeHTOB 10 Mex Iy co0oii;

2. HewmarepuanbsHelii xapakTep 3nemMeHToB [10, koTopble He AerpaqupyoT, HO
CTapeloT BO BPEMEHM, U B MX MIpoLeccax, MporpaMmax U KOHCTPYKLHUSX
MOTYT CJIy4aTbCsl pa3HOTO POJia HENPEABUACHHbBIE CUTYALUH;
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3. BoO3HHKHOBEHHE OIMIMOOYHBIX CHTYAIUH, Pa3HBIX e()EKTOB M OTKA30B KaK B
3amaHnd (HopMabHON CHeNU(UKAIINH OTACIBHBIX 3JEMEHTOB, TaK H B UX
BBIXOJIHOM KOJIE;

4. Dnemenrsl [1O TpynHO nOAAIOTCS BH3yalH3alUH, OOHAPYKEHHIO U
KOPPEKIIUHM HAaWJICHHBIX OIIMOOK, IMO3TOMY H3MepeHue HaaexHoctu [10
TpeOyeT aHalU3a U MPOBEPKH JAHHBIX 00 OmMOKax B OOJNBIICH CTEICHH,
4eM JUIS amiaparypsl;

5. Cucrems [1O MOTYT U3MEHATHCS NP PYHKIIMOHUPOBAHUU U BBIXOJUTH W3
pabodero COCTOSHUS OT pa3HBIX CUTYaIlUi BHEIIHEH Cpebl (BUPYCOB, aTak
U JAp.), KOTOphIE HE TIPEAYCMOTPEHBI B COOTBETCTBYIONIMX MOJICISIX
HaAEKHOCTH U 00eCIIeUNBAIOTCS METOAaMHU 0€30ITacHOCTH WHPOPMALUU U
CHCTEM.

Hane:XHOCTh TEXHUYECKUX CUCTEM 3aBHCHUT OT JBYX (PaKTOpPOB:

®  KauyeCcTBa OTICIHHBIX TEXHUYCCKUX KOHCTPYKTUBHBIX SJIEMEHTOB CHCTEMBI;

® OTCYTCTBUS HCHCIPAaBHOCTEH B KOHCTPYKTHBHBIX 3JEMEHTaX M WX
CrocoOHOCTB paboOTaTh HA/IE)KHO U KAYECTBEHHO.

HazmexHOCTh MPOrpaMMHBIX CUCTEM 3aBHUCHT OT ATHX K€ ()aKTOPOB M OT CIIyYalHBIX

W3MCHEHHWI JaHHBIX M MapIIPYTOB WCIONHCHHUS TIPOrPaMM, KOTOPhIE MOTYT

MIPUBECTH K HEBEPHBIM Pe3yIbTaTaM HJIM OTKa3aM.

Mesxy Haqe)KHOCTBIO ammapaTypsl U [10 cucTeM MMeeTcs: CXOACTBO, COCTOSIIEE B

BO3HUKHOBECHUU CIyYaWHBIX SBICHUH B MPOLECCaX M CUCTEMAaX, KOTOPBIC TOJIKHEI

AHATU3UPOBATHCS METOAMHU TEOPUH BEPOSTHOCTH, HAJIC)KHOCTH U OE30MaCHOCTH.

2.1. OnpegeneHne TepMNHa HAAEXHOCTU U 6e30NacHOCTU CUCTEM

[on nadexycnocmsro cucmem NOHUMAETCST CIOCOOHOCTH CHCTEMBI COXPAHATh CBOU

cBoiicTBa (0E€30TKAa3HOCTh, BOCCTAaHABIMBAEMOCTh, 3aIMIICHHOCTh W [p.) Ha

33JaHHOM YpOBHE B TeUYCHHE (HKCHPOBAHHOTO IPOMEXYTKAa BPEMEHH IIpH

ONIPeIeNICHHBIX YCIOBHAX IKCIUTyaTallH.

Tepmun naoexcnocms (reliability) oOo3HagaeT CIIOCOOHOCTH CHCTEMBI 00JanaTh

CBOCTBaMH, 00ECIIEYHNBAIOIINMH BHITIOJIHEHIE (DYHKIMI CHCTEMBI B COOTBETCTBHH C

3a1aHHBIMH TPEOOBAHHUAMH.

Tepmun capanmocnocoonocms (dependability) o3HadaeT crmocoOHOCTH CHCTEMBI

rapaHTUPOBATH BBHIOJIHEHUE YCIIYT, U KOTOPBIX OHA NPEAHA3HAYCHA, U COCTOUT B!
e  0E30TKa3HOCTH BBINIOJIHEHHUS;

TOTOBHOCTH K padoTe;

JOCTOBEPHOCTH PE3yJIbTaTOB;

MPHUCIIOCOOICHHOCTH K OOCTYXKHBAHUIO WIIM PEMOHTY (maintainability);

WH(POPMAIIMOHHON 0e3011acHOCTH (security);

koH(puaeHmansHocTH (confidentiality), CeKpeTHOCTH M UEIOCTHOCTH

nHdopmanuu (integrity);
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e Oc3omacHocTH (safety) paboTel cucTeMBl 0e3 KaracTpoUIecKux
MOCJIEICTBUI;
e DOKCIUTyaTalMOHHOW  3aBepmieHHOocTH [IO  ®W  cmocoOHOCcTH K
BOCCTaHOBIICHHIO Pa0OTOCTIOCOOHOCTH CHCTEMEI.

Omkazoycmoituueocms  (fault-tolerance) o003Ha4aeT CIIOCOOHOCTH CHCTEMBI
ABTOMATHYECKH 3a OTPAHUYCHHOE BpPEMsI MNPOTHO3UPOBATH, MPEAYNPEKIATh U
BOCCTAHABIIUBATh (PYHKIIMOHAILHOCTh CHCTEMbI [OCJIE OTKAa30B C IOMOIIBIO
MEXaHHU3MOB MOJJIEPKKH BCEX COCTABIISAIOUINX rApaHTOCHOCOOHOCTH. CUCTEMBI HIIH
MPOLIECChI, KOTOpbIe O00NaJal0T TaKMM KOMILIEKCHBIM CBOWCTBOM, Ha3bIBAIOT
rapaHTocnocoOHeIMU. VM mpHcylnM TpajMIMOHHbIE HAIeKHOCTHBIE CBOMCTBA
(6e30TKa3HOCTh, TOTOBHOCTH, 0€30MACHOCTD, LEIOCTHOCTh, KOH(UIESHINAIBLHOCTS,
BOCCTaHABJIUBAEMOCTb U JIp.).
Bomnpocs! pa3paboTku U KCIOJIb30BaHUS TAPAHTHH KAauecTBa CUCTEM 00CYKIAFOTCS
Oornee 25 yeT Ha MeXIyHapoaHbIX (Gopymax u koHpepeniusax (Conference on
Dependable Systems and Networks (DSN), European Dependable Computing
Conference, (EDCC), International Conference on Computer Safety, Reliability and
Security (SAFECOM), Probabilistic Safety Assessment and Management
Conference (PSAM), Dependable Systems, Services and Technologies (DESSERT),
Conference on Dependability of Complex Systems (DepCoS) u np.).
C 2004 rony accormanms IEEE nznaer xypnan Dependable and Security Computing.
B HeM 00cyxkmaroTcst OM3HEC-KPUTHICCKUE TIPUIIOKEHHS, IEKTPOHHAST KOMMEPIIHS,
0aHKOBCKHE TEXHOIOTHU 1 1p. [16, 17].
C TOYKM 3pEeHHS TapaHTOCIIOCOOHOCTH HAIECKHOCTh SBISCTCS IIETICBON (QYHKITUCH
peanuzanuu  cuctemMbl. K Hell  OpeaBsBIAIOTCS  BBICOKHE  TpeOOBaHHS
(HEmOITyCTUMOCTh OIMIMOOK, OTKA30B, NE(PEKTOB M APYTHX aBAPUHHBIX CHTYaLWH).
Hazie)kHOCTh CHCTEM 3aBHCHUT OT YKCJIAa OCTABIINXCS U HE YCTPAHCHHBIX OLIMOOK B
OT/EJBHBIX POTPAMMAaX U KOMIIOHEHTAX CHCTEMBI.
UeM WHTCHCHBHEE MPOBOAUTCS OJKCIUTyaTallus CHCTEMbl, TEM HWHTEHCHBHEE
BBISIBJISIFOTCSI OLIMOKH, OBICTpEEe PACTET HAJCKHOCTh CUCTEMbBI M COOTBETCTBEHHO €€
ka4yecTBO. Ha/iesKHOCTS, 0 CYIIECTBY, SBJISETCS PYHKIMEH OT OMIHOOK, OCTABIIUXCS
B CHCTEME IIOCJE BBOJA €€ B SKcIuryaranuio. CHCTeMBl 0e3 OmMOOK CUHUTAIOTCA
a0CONIOTHO HAJEeXKHbIMU. JIJs1 OLEHKM HaJe)KHOCTH CHUCTEM HCIIOJNB3YHOTCS
coOpaHHBIE CTATUCTHUYECKHE IaHHBIE — BpeMs O0e30TKa3HOW paboThl, AePEKThI U
4acToTa (HHTEHCUBHOCTH) OTKA30B.
HccnenoBanne HaIEKHOCTH CHCTEM IPOBOAMUTCS C MOMOUIBIO METOJIOB TEOPUHU
BEPOSITHOCTEH, MaTeMaTH4eCKON CTATUCTUKH, TEOPUH MAacCOBOTO OOCITY)KUBaHHUS U
MAaT€MaTHYCCKUX METOAOB HAIACKHOCTHU H 6e3OHaCHOCTI/l. I'maBHBIM HMCTOYHUKOM
UHPOPMALUU JUIsI OICHKH HAJCKHOCTH SBJLSIFOTCS MPOIECCHI TECTUPOBAHMUS,
IKCIUTYyaTallMM M WCIBITAHUS CHCTEMbI M JIAHHBIC, TOJIyYSHHBIE MPU pa3paboTKe
CUCTEM B COOTBETCTBHUH cO cTaHaapTamu xu3HeHHoro 1wkia (JKII) (ISO/IEC 15846-
1998, 15939:2002) cuctemuoit nmxenepuu [15-23].
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2.2. Ba3zoBble NOHATUA MoAenen HaaeXXHOCTU U 6e30MacHOCTU

K 6aSOBI)IM IMOHATHUAM, KOTOPLIC HUCIIOJB3YIOTCA B MOJCIIAX HAACKHOCTH CUCTCM,
OTHOCSTCS cienyromue [1-5].
e Omxka3z (failure) — 310 mepexom CHCTEMBbI W3 pPabOUYEro COCTOSHHS B
Hepabouee.

o Jleghexm (fault) — 310 moOcCHEACTBHE BBHIOIHEHUS 3JIEMEHTA MPOrPaAMMBI,
NPUBOJSIIEE K HEKOTOPOMY HENPEIBHICHHOMY COOBITHIO (HEBEPHOMU
HWHTEPIPETAIMH KOMITBIOTEPOM); HEBBISBIECHHbIE Je(EKTHl — HCTOYHUK
MOTEHIIHAILHBIX OIUOOK U OTKA30B CUCTEMBI.

o Quubka (error) MOXET OBITH CIICJACTBUEM HEIOCTaTKa B CICIH(PHUKAIUAK
JI000# M3 POrpaMM WM MPH MPHUHATHH HEBEPHBIX JEUCTBUI B MpoIecce
UCTIBITAHHST CHCTEMBI.

e /umencugnocms 0mKa306 —3TO 4acTOTa MOSIBJICHUS] OTKA30B MJIH JIe()EKTOB
B CHCTEME MpH €€ TECTUPOBAHMH, OSKCIUIyaTalud U CONPOBOXKICHUU
CHCTEMBL.

OpHUM U3 MOAXOJOB K MCCIEIOBAHMIO HAJEKHOCTH HAa OCHOBE OTKAa30B CHUCTEM
SIBJIIETCSI KJIACCUUECKask TEOPUsI BEPOSTHOCTEN, COTIACHO KOTOPOU OTKa3bl B CUCTEME
CUMTAIOTCS CIy4alHBIMH W 3aBHCAT OT OIIMOOK, BHECEHHBIX IIpU pa3paboTke
cucTeMbl. Bce Mosieny oLeHKHM HaeKHOCTH 0a3MPYIOTCSl HA CTATHCTHKE OTKA30B M
WHTCHCUBHOCTHU BBIABJICHHBIX OTKa30B B IPOIECCE BEPU(PHUKANNN, TECTHPOBAHUSA U
WCUBITAaHUA  CHCTeMBl sl obecmedeHms ee  pabOTOCIOCOOHOCTH |
rapa"Tocrnocobroctu [16, 17].
Mopenu HaJeXHOCTH OCHOBBIBAKOTCSI HA HAXOXACHUU CIy4yallHOM BEIMYMHBI B
CHCTEME, YHCIIOM M WHTCHCHBHOCTHIO BO3HHKHOBEHHS OTKa30B B cucteme. Jlis
CITydaifHOH BEIMYHMHBI BBIYHCIIAETCS MaTeMaTHYeCKOe OXKHAAaHHUE W TUCIIEPCHSA
(cpemnee otkioHenne). Ecnm cimywaifHas BelWYMHA AWCKPETHA, T.€. MPHHUMAET
KOHEYHO€ YHCIIO 3HAYeHWHd Xi, X2, ..., X, , TO €€ paclpelesieHHe OMHCHIBACTCS
BeposTHOCThIO P(§ = x;), u B oOwiem ciyuae F(x) = P(§ < x;) sBisieTcst pyHKUMEH
pacnpeneseHus Clly4aiiHON BEIMUYUHBI.
Cny4aliHBII TIpOLIECC C HENPEPHIBHBIM BPEMEHEM, KOTOPBIH OIUCHIBACTCA
OJTHOPOJHBIMH COOBITHUSIMH, HA3bIBAETCS ITyaCCOHOBCKUM IIPOLIECCOM.
Ecnu cnyyaiiHble BenuuuHbL, oayyeHHble Ha BceM XKL cuctemsl, pacipeesie bl o
MMOKAa3aTeIbHOMY, OPJIAHTOBCKOMY WM THIIEPIPIAHTOBCKOMY 3aKOHaM, TO
MTOBEJICHIE CHCTEMBI OIMCHIBAeTCI MapKOBCKHM IIporieccoM 0e3 HEempepBIBHBIX
KOMIIOHEHTOB.
HapnexxnocTh 110 cymiecTBy oueHb 0Jm3Ka 3amadam OezomacHoctu. [Ipu paspaborke
CHCTEM HAYYHBIMH W HEKOMMEPYECKHMH WHCTHTYTaMH HX TPYIHO OIICHHUTHh Ha
HaJIe)KHOCTh U 0€30MacHOCTh M3-3a TOTO, YTO OHH JIENIAF0TCS, KaK MPaBUIIO, HE T10
cTaHaapram. B To BpeMsi Kak CUCTEMBI YIIPaBJICHUs aBUALIMEH, aTOMHON Y9HEPTeTUKOM
U OOOPOHHOW IPOMBIIUIEHHOCTBIO pa3padaThiBalOTCS IO CTaHaaptaM. B Hux
Ha/Ie)KHOCTh M 0E30IacHOCTh ONpPENENIIOT paboTOCIOCOOHOCTh CHCTEMBI B
COOTBETCTBHH C TPEOOBAHUSIMH ¥ C MUHHUMYM OTKa30B U J1e(peKTOB.
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B xapakTepucTrkax 6€30I1aCHOCTH YYUTHIBAIOTCS TOJIBKO T€ OTKA3bl, KOTOPIE MOTYT
MPHUBECTH K KaTaCTpOPUUECKHM MOCIEACTBHSIM W yiuepbam (Hampumep, IMoxkap,
B3pBIB, pa3pymIeHne 30aHus u Ap.). OueHka 6e30MacHOCTH CUCTEMBI 0a3upyeTcst Ha
HagexHoctH ¢yHkuuonupoBaHus 10 m B/I. OueHka HameKHOCTH 3aBUCHT OT
METPUK CTaHAapTa KadecTBa (BHEIIHWE, BHYTPEHHHE, JKCIUTyaTaroHHBIE). OHH
CPaBHHMBAIOTCS C TpeOOBAaHMSIMH 3aKa3yMKa Ha CHCTEMY M HCIIOJb3YIOTCS IPH
cepruduKanuu npoaykTa. Jlusg OUEHKM HAaAeKHOCTH U (DYHKUIHUOHAILHOM
6e3omacHocTH ucnob3yrorces ctanaaptel ISO/TEC 12207 mst ITO u ISO 15288 -2006
CHCTEM.

Ha paboTocmocoOHOCTh CHCTEMBI BIHUSIOT OTKasbl, AEPEKTBI H  ONIMOKH
IMPOCKTUPOBAHUA, KOTOPLIC IMPUBOAAT K MJIHUTCIBHOCTU BOCCTAHOBJICHUA U K
HEOOXOAMMOCTH YCTpaHATh B NpPOrpaMMe OINUOKU CPeACTBaMU IMPOTPaMMHON H
undopmanmonHoit u3obiToynoctu. CornmacHo crangapra ISO 9126  (1-4)
OTIPEIETISIFOTCS XapaKTEPUCTHKN HAZEKHOCTH C YI€TOM OOHApyKEHHBIX Ae(EKTOB U
omuOoK pH QyHKIMOHUPOBAaHHUHU rapanrocnocodnoro I10 cucrem.

Crenenp pabOTOCHOCOOHOCTH/TAPaHTOCIIOCOOHOCTH 3aBUCHT OT COOTBETCTBHS
XapaKTepUCTHK TpeOOBaHWH, 3aJaHHBIX B NPOEKTE, BBISIBICHHBIM OIIMOKaM M
otkazaM B IO M BO3MOXXHBIM HEHCIIPAaBHOCTSM B KOHCTPYKTHBHBIX DJIEMEHTaX
CHCTEM.

3. Knaccudghukauyust modenet HadexxHocmu 10

BonpmuHCTBO MOJeneli HaICKHOCTH HCXOIST U3 MPEIIOI0KEHHUS, YTO HAICHHBIC
OmUOKH M Ae(PEKTHl YCTPAHSIIOTCS HEMEUICHHO WM OINPECIITIOTCS BPEMEHEM HX
yCTpaHEHUS U HOBBIE NIe(EeKThl He BHOCATCS. B pe3ynpTare KOMn4ecTBO 1e(eKTOB B
CHUCTEME YMEHBIIAETCs, a HaJAe)KHOCTh BO3pPACTAaeT, TAKUE MOJENU IIONTYIHIH
Ha3BaHHUe Mojeneit pocta HagexxkHocTH. Shick G. [6, 16, 17] mpeaioKuI cieIyronryro
KIaccu(pUKANIo MoeNeii HaIe)KHOCTH.

Ipoenosupyrowue modenu HAIEKHOCTH OCHOBAaHBI HAa W3MEPECHUHM TEXHHUYECKUX
XapaKTEePUCTHK CO3AaBaeMOW NpPOTPAMMBL: IUIMHA, CIOXKHOCTH, YUCIO HUKIOB U
CTETIEHb WX BIIOKEHHOCTH, KOJMYECTBO OINMOOK HA CTPAHHIy OIEpaTOpPOB
MIPOTPaMMEI U JIp.

Mopene Momin—bpykca OCHOBBIBAETCSI Ha JJIMHE U CIOXHOCTH CTPYKTYPbI
MpOTpaMMBbI (KOJIMYECTBO BETBEH M LUKJIOB, BIOKEHHOCTH IMKIIOB), KOJMYECTBE H
THUIIaX NEPEMEHHBIX, & TAK)Ke HHTeP(eiicoB.

Mopens Xonctena gaeT MPOTHO3MPOBAHKE KOJMYECTBA OUIMOOK B MpOrpamMMe B
3aBUCUMOCTH OT €€ 00beMa U TaKHMX JaHHBIX, KaK YHCIIO omepaliuii (n;) ¥ onepaHaoB
(n2), a Takxe obmiee yrcio odparennii K HUM (N + Ny).

HsmepumenvHole modenu TIpenHa3HadeHBl aIs wW3MepeHus HaaexHoctd 110,
paboTatoriero ¢ 3aJaHHON BHEUTHEH CPEO U CIEAYIONIIMMU OTPaHUYCHISIMHA:

e [I0O me wmomumdumupyercs BO BpeMs IEpHOAa HW3MEPEHHIl CBOWCTB
HaJEeKHOCTH;
e oOHapy)XeHHBIE OIIMOKH HE UCTIPABIIAIOTCS;
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® U3MEpPEeHHE  HAJEKHOCTH  NPOBOAMTCA  JUIl  3a()UKCHPOBAHHOM
koHuryparwu [10.

IIpumepom Takux Moxenel sBusercs Monens Henbcona, Pamamypru—bacranu u
ap.[3].
Mopnens HenmbcoHa OCHOBBIBaeTCs Ha BBINOJIHEHMH K IPOTOHOB NPOTrpaMMBbI IpH
TECTUPOBAHHUHU H MO3BOJISET OIPEAEIUTh HA/ISKHOCTD MO (hopMyJIe:
R (k) = exp [- X t M(t)],
rae tj — Bpems BBINOJHEHUs j-ro mporona, A(t) = —In(l-qj)/t; w npum q; < 1
HHTEPIIPETHPYETCs KakK (PyHKINS HHTEHCUBHOCTH OTKAa30B.
O1eHOYHBIE MOJIEJI OCHOBBIBAIOTCSI HA CEPHU TECTOBBIX POTOHOB U IIPOBOAATCS Ha
JTanmax TECTHPOBAHMSA CHCTEMBL. B TecTOBOI cpene ompenensieTcsi BEpOSITHOCTh
OTKa3a MpOrpaMMbl MPHU €€ TECTUPOBAHHM WM BBINOJHEHUH. DTH THIIBI MOJEICH
MOTYT NpuMeHsiThes Ha dtanax XK1 u Moryt ObITh ciieaytomux BuaoB [7-11].
Mopenu 6e3 nozacyera omnOOK OCHOBAHBI HA N3MEPEHNH UHTEPBAIa BPEMEHN MEXIY
OTKa3aMH U II03BOJIIIOT CIIPOTHO3MPOBATH KOJIMYECTBO OIIMOOK, OCTABLIMXCS B
nporpamme. K atum Mozensim otHocsatcst mopenu Jlxenuackn u Moparnel, [1lnka
Bynseprona, u Jlursyna—Bepanna.
Mogenu ¢ TOACYeTOM 0TKa30B 0a3uPYIOTCS Ha KOJIMYECTBE OIMOOK, 00HAPyKeHHBIX Ha
3a/laHHBIX HHTEpBaIax BpeMeHu. K aTroMmy kiaccy moaeneit otHocstest moaenu Hlnka—
Bynseprona, lllymana, [TyaccoHoBckast Moaensb U Ip.
Mopenu ¢ NOACeBOM OLIMOOK OCHOBAHBI Ha KOJIMYECTBE YCTPAaHEHHBIX OLIMOOK M
HOJICEBE, BHECEHHOM pPOTPaMMy HCKYCCTBEHHBIX OLIMOOK, THII M KOJIMYECTBO
KOTOPBIX 3apaHee M3BECTHBI. [Ipy BHECEHMH M3MEHEHHWI B IPOrpamMMy IPOBOJHUTCS
NOBTOPHOE TECTHPOBAHHE M OLIEHKAa HAJEKHOCTH. DTOT MOAXON Oazupyercss Ha
TECTUPOBAHUN M PEIKO HCIOJB3YETCSl M3-32 JOMOJIHUTEIBHOTO 00beMa padoT Uit
MIOKPBITHS TECTAMH KOMIIOHEHTOB CHCTEMBI.
Mogenu ¢ BbIOOpOM 00JaCTH BXOJHBIX 3HAYE€HHH OCHOBBIBAIOTCSI Ha T'€HEpaluH
MHOXKECTBa TECTOBBIX BBHIOOPOK M3 BXOHHOro Habopa. K stomy tumy mopeneit
otHocutTcsi Mozmenb HembcoHa um np. Ha mporeccax BBISBIGHUS OTKa30B M HX
WHTEHCHBHOCTH UCIIOJIb3YIOTCS TaKkKe:

1) Mozenu, paccMaTpHBalOIne HHTEHCHBHOCTh OTKa30B, Kak MapKOBCKHIA 1

ITyaCCOHOBCKUII ITpoecc;

2) MOJENH POCTa HAaJEKHOCTH.
UYeTkoll TpaHULBI MEXIY STHMU MOJEISIMH IIPOBECTH HEIB3sl, OJHAKO 110 (aKkTopy
WHTEHCHBHOCTH OTKa30B W MOJENEH TMOBEJCHUS MX MOXHO pas3lesuTh Ha
9KCIIOHEHIMAIbHBIE, JIOTapu(PMHUIECKUE, TEOMETPHYECKUE, OalieCOBCKHE U P.
Jns mpakTH4ecKoW OLEHKH HaJIEKHOCTH OOJee BCEro MpEACTaBISIET HHTEpPEC
oneHouHast Mozenb Mycsl, Mycel-Oxomoto u ap. PaccmoTtpum ux.
1. Ouenounast moaesab Mychl [8] ocHOBaHa Ha CIEIYIOMIUX MOJOKEHUIX:

®  TECTHI aJICKBATHO MPEICTABIISIOT Cpeay (PyHKIMOHMPOBAHHMS;

®  TPOUCXOJIIME OTKA3bl YUUTHIBAIOTCS (OLIEHUBACTCSI HX KOJIMUECTBO);

105

Lavrischeva E.M., Pakulin N.V., Ryzhov A.G., Zelenov S.V. Analysis of methods for assessing the reliability of
equipment and systems. Practice of methods. Trudy ISP RAN/Proc. ISP RAS, vol. 30, issue 3, 2018, pp. 99-120

®  UMHTEPBAIBI MEXy OTKa3aMH HE3aBUCHMBI;
e  BpeMs MKy OTKa3aMH paclpellelIeHO 110 SKCIIOHEHIHAIBHOMY 3aKOHY;
®  HMHTCHCHUBHOCTH OTKA30B MPONOPLHOHAIBHA YHCITY OLIMOOK;
®  CKOpOCTh UCIIPABIICHUS ormboK (oTHOCHTENBHO BpEMEHH
(bYHKIIMOHUPOBAHUS )
e  [IPONOPUHOHANBEHA MHTEHCHBHOCTH UX IOSBICHUSL.
OTa MOZEINb YUUTHIBACT UHTEPBAJIBI MEXKIY OTKa3aMH, KOTOPbIE pacIpeielsieTcs 1o
9KCIIOHEHIHAILHOMY 3aKOHY, 2 HHTEHCHBHOCTh OTKA30B IPOIOPIMOHATIBHA YHCITY
00HapyKEHHBIX OITHOOK.
Wcxons U3 3TOM MOIENN, MOKHO YCTAaHOBUTB 3aBUCHMOCTB!
1) cpexnero Wmcia OTKa30B OT BpeMeHH (DyHKIMOHHpOBaHUS T (puc.l), KoTopoe
3a7aeTcs B BUIE:

cT
m=My [1 —exp (— 1,
0 M, T,

rne My — obmee umcino omubok; 7) — HavyanbHas HapaOOTKa Ha OTKa3, C —
K03((ULKEHT BpEMEHU UCTIBITAaHUH; T — BpeMs ()YHKIIMOHUPOBAHUSL.

2) cpenneit HapaOoTkH Ha 0TKa3 T OT BpeMeHU PyHKIIMOHUPOBAHUA T (puUC.2):

T =Toexp ( or ), Toe Mo, To, ¢ — 3aBHCAT OT HaAPaOOTKH Ha OTKA3.

M,T,

v

Puc. 1. 3asucumocmo uucna omkazoe om epemenu
Fig. 1. The dependence of the number of failures on time of t

Puc. 2. 3asucumocms cpedneii Hapabomku Ha OMKA3 OM 8peMeHlU T
Fig. 2. The dependence mean time to failure rate from the time t

I'paduk 310ii 3aBHCHMOCTH npeacTaBieH obsacteio 1 (puc. 3), s kotopoit M; = 1,
2, ... — HoMepa HaOIIofleHuil, a Ty, T2 ... TM1 — BpeMs Mexay oTkazamu. ObOnacts 2
(puc.3) cOOTBETCTBYET JIOCTIKEHUIO cpeHel HapaboTku 7, Ha OTKa3 3a BpeMs At.
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To
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»
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Puc. 3. Obracmu omxasos u Hapabomxu Ha OmMKa3 om pemeHu T
Pic. 3. The field of failures, and mean time to failure rate from t

-~

I[lo coOpanHBIM nMaHHBEIM 00 omMOKax oreHuWBaroTcsa mapameTpel TO0 mw MO, c
MIOMOILBEO KOTOPBIX ONPENEISFOTCS JOMOIHUTEBHOE YHCIIO OMUOO0K 1o hopmye:

AmZM()To[l - L]
T T,

2. Mopeas Mycbi—OkymMoTo (JlorapudmMuueckas) JOMYCKaeT, YTO HEKOTOphIe
OMMOKH MMEIOT OOJBIIYI0 BEPOSTHOCTH TPOSBICHUS B BHAE OTKA30B, CHIKAIOT
WHTCHCUBHOCTH OTKa30B C KaXJOM yCTpaHEHHOH OMMMOKOW W  JNAIoT
SKCIIOHEHIMAJIBHOE pacrpenenenne. MaT.oKugaHne HaWICHHBIX OMMOOK 7(f)
AMeEeT BUJ:
m (t) = (1/0) In (A0t + 1),
re Ao — UCXOJHAsS MHTEHCHBHOCTH OTKAa30B, O — CKOPOCTH CHajia WHTCHCHBHOCTH
OTKa30B C KaXJbIM YCTPAHCHHBIM JNE(PEKTOM, a (PYHKIMS HHTEHCHBHOCTU OTKa30B
A(t) mmeet BU:
M)=ho/ (Mo Ot+1).
3. Moaeab TI'0eno—OxymMoTO (IKCIIOHEHIIMAIBHOTO  pOCTa)  ONHCHIBAET
oOHapy)keHHe OIMIMOOK C TOMOIIBI0 HEOJHOPOJHOTO MYyaCCOHOBCKOIO mpoiecca. B
Hell MHTEHCHBHOCTH OTKa30B 3aBHCUT OT BPEMEHH, a KOJIWYECTBO BBIIBICHHBIX
OmMOOK IIPH TECTHPOBAHUH TPAKTYETCA KaK CIIydaifHast BEIHMIUHA.
Hcxonuble nanuple m, Xju T aHAJIOTUYHBI JAaHHBIM NPEAbIAYIIUX Mozeield. OyHKIMs
CPEIHETO YHCiIa 0TKAa30B, 0OHAPYKEHHBIX K MOMEHTY /, IMEET BH/I;
m@E)=N{—-e™),
rae b — WHTEHCHBHOCTH OOHApYXXCHHS OTKa30B; ¢(f )=b - moKa3zaTelnb pocTa
HAJIEKHOCTH.

@OyHKIMS MHTEHCUBHOCTH A (f) 3aBUCHUT OT BpEMEHH PabOThI CUCTEMBI JI0 OTKa3a:
A (t) = Nbe™ , t >0,
rae N u b pemaroTcsi ¢ HIOMOIIBIO YPaBHEHUSL:
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—m/N-1 +exp (-bT) =0
4. S-o0pasnasi mopesab. DYHKIMS MHTCHCHUBHOCTH A(f) BBISBIEHHS OIIMOOK B
3aBHCHMOCTH OT BPEMEHHU pabOThl UIMEET BUIL:

A (1) =ap? texp (-f),

rae a — obmiee KOIM4ecTBO JedexToB, OOHApY)KEHHBIX OT Hayajda W 10 KOHIA
TECTUPOBAHMUSI,;

— CKOpOCTb U3MEHEHNS (PYHKIIMU HHTEHCUBHOCTH BBISBIICHHS OTKA30B.

Beenenue B popmyiry napamerpa B crernienu 1 Mmogenn Mycsl u ['oana—Oxomoro naer
U3MeHeHHe (QOpMBI KpUBOH TakK, YTO OHAa CHadaja pacTeT, a IOTOM CIIaJiaer.
[IpakTHKa MpUMEHEHNS 3THX MOJENEeH B aBTOMaTH3NPOBAHHBIX CHCTEMAaxX MPHUBENa K
YTOUHEHUIO (QYHKIIMY MHTCHCUBHOCTH TP BBEJCHUH JIONIOIHUTEIBHOTO MTapaMeTpa
n:

A1) = ap"! " exp (=),

I7Ie N OTPaXKaeT CIOKHOCTh U pa3Mep MPOEKTa HEKOTOPOIl CUCTEMBI. DTO MO3BOJIAET
OoJiee TOYHO ompenesiuTh POpMYy KPHUBOH MHTEHCHBHOCTH C YYETOM IOJIyYaeMBIX
MIPAKTUYECKUX PE3yJIbTATOB.

ITpouecc OLEHKH HAaJIEAKHOCTU BKIIIOYAET:

®  IPOTOKOJIMPOBAaHME OTKAa30B B Xoje (YHKIMOHUPOBAHHS CUCTEMBI,
U3MEPEHUE HANEKHOCTH II0 OTKAa3aM M MCIIOJb30BAHUE DPE3YIbTAaTOB
U3MEpPEHUN A OIpefeNieHHs] MOTeph HAJISKHOCTU B MEPUOJ BPEMEHHU
JKCIUTyaTaluy,

e  aHAJIU3 4YaCTOTbl U CEPbE3HOCTH OTKA30B IIPU OIPEACICHUU MOPAIKA
YCTpaHEHHUs] COOTBETCTBYIOIIHNX OIIHOOK;

e  OILICHKA BIMSHUS BPEMEHH (PyHKIMOHUPOBAHUS CUCTEMBI Ha HA/IEKHOCTh C
MTOMOILIBIO HHCTPYMEHTOB U3MEPEHHS HAIEKHOCTH.

3.1. OueHKa HageXHOCTU CUCTEM peanbHOro BpemMmeHun

Hexoropble Tumbl cucTeM pealbHOrO BpeMeHH ¢ olecrieueHHeM O0e301acHOCTH
TpeOyIOT  BBICOKOW  HAIEKHOCTH  (HEHOMYCTUMOCTh  OIMUOOK, TOYHOCTH,
JOCTOBEPHOCTb W Jp.), KOTOpasi B 3HAYMTEIHHOI CTETICHH 3aBHCHT OT KOJMYECTBA
OCTaBIIMXCSI ¥ HE YCTPAaHEHHBIX OMIMOOK B IpoLiecce ee pa3padboTku Ha stanax JKLI.

B xopze 3KcITyaTarymy CucTEMBI TAkKE MOTYT OOHAPYKUBATHCS M YCTPAHSTHCS OIINOKH.
Ecin npu nx wmcnpaBneHMM HE BHOCSATCS HOBBIE OIIMOKM WJIM HMX MEHBIIE, YeM
YCTPaHsIeTCs], TO B XOJI€ 3KCINTyaTalMH Hale)KHOCTb CHCTEMBI HETIPEPHIBHO pacTeT. Yem
MHTEHCHBHEE NPOBOIUTCS SKCIULyaTals, TeM MHTCHCHUBHEE BBIIBIIIOTCS OLIMOKH M
OBICTpee pacTeT HaJeKHOCTb.

Ha mnagexnocts [1O BIMSAIOT, C OMHOW CTOPOHBI, YTPO3bl, MIPUBOIAIMIAE K
HEONaronpuATHBIM TIOCIEICTBUSIM, PUCK HApyIIEHHs O€30MacHOCTU CHCTEMBI, C
JpYTOi CTOPOHBI, CHOCOOHOCTh COBOKYMHOCTH KOMIIOHEHTOB CHUCTEMBI COXPaHATh
YCTOWYMBOCTh B IIPOLECCE €€ OJKCIUlyaTalMd. PHUCK yMeHbIIAaeT CBOMCTBa
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Ha/Ie)KHOCTH, OCOOCHHO eciii OOHapyKEeHHbIE OIIMOKH MOTYT OBITH Pe3yJbTaTOM
MIPOSIBJIEHUS YIpO3bl U3BHE [16].

MeTo/15I 1 MOJIETIM HaA€KHOCTH TIOCTOSIHHO Pa3BUBAIOTCS M YTOUHSIIOTCS, IIOCKOJIBKY
Ha/Ie)KHOCTh SIBIISIETCS OJHOW M3 KIIOYEBBIX IpOOJEM HM3MEpeHHs KadecTBa
COBPEMEHHBIX pacrpe/ielIeHHbIX 110 MIHTepHeT cucTem.

[osiBunocs HOBOe HampaBieHUEe — uHdceHepus Hadexchocmu 110 (Software
reliability engineering — SRE), koropoe OpHEHTHpPOBaHO Ha KOJIWYECTBEHHOE
U3y4YeHHEe ONEPalMOHHOTO MOBEICHUSI KOMIIOHEHTOB CHUCTEMBI IO OTHOLICHHIO K
MTONTF30BATENI0, OXKHAIAIOIIEMY MOJIYYHTh HANeXKHYI0 paboTy cucrtemsr [16-20].
HanexHocTh 00ecrieunBaeTcs myTeM:

1) wu3MepeHuss HaIEeKHOCTH, T.€. IPOBENCHHUS KOJMYECTBEHHOH €€ OLCHKH
METOJaMH NpeJCKa3aHni, COOpaHHBIMH JaHHBIMH O IIOBEJICHHU CUCTEMBI B
npolLecce TECTUPOBAHMUS U SKCILTyaTallii CHCTEMBI;

2) OLEHKHM CTpaTerMd M NPUMEHEHHS METPHK Ul T'OTOBBIX KOMIIOHEHTOB,
CO3ZIaHHBIX B IIPOIECcCe Pa3padOTKH KOMIIOHEHTOB CHCTEMBI B 3aJaHHON
cpelie U CTaHAapTOB Ha U3MEPEHUE HAaJIeKHOCTH CUCTEMBI;

3) npUMEHEHHs COBPEMEHHBIX METOJIOB HMHCIEKTUPOBaHMS, BepHdUKaluy,
BaIWAAMM M TECTHPOBaHUS B IIpolecce pa3pabOTKH OTAEIbHBIX
KOMITOHEHTOB U CUCTEMBI B LICJIOM.

3.2. ObecneyeHne HagexHocTn Ha aTtanax XKL
Jnst mosydeHHs BBICOKOM HAIeKHOCTH CHUCTeMbl TpeOyercs HaOmomath 3a
JOCTHKEHHEM ToKazaTeliel Ha/le)kKHOCTH U KadecTBa Ha Beex dtanax JKI| cormacHo
pexomenganusam crangapra ISO/IEC 12207: XKI [16]. K ocHOBHBIM mpolieccam
cranaapta XKII otHOCSTCS:

e crnenudukanus TpeOGOBaHUH,
MIPOEKTUPOBAHUE,
peanuzans,
TECTUPOBAHUE,
UCTIBITAHHE,
CONPOBOXICHUE.
Ha osmane cneyuguxayuu mpebosanuti ONpENeNAIOTCS 3aadd W BHEIIHHE
crienuQrKaMi OCHOBHBIX (I€JIEBBIX) TPEOOBAHUN K CHCTEME C 33JaHHEM METPHK
JUISl OLIGHKH HAJeKHOCTH, B TEPMHHAX MHTCHCHBHOCTH OTKA30B WM BEPOATHOCTH
0€30TKa3HOTO ero PyHKIIMOHUPOBaHHA. Pa3paboTdanku cucTeMbl (POPMHPYIOT:

®  TIPHOPUTETH QYHKIMH CUCTEMBI 110 KPUTEPUIO BAKHOCTH X peasii3alni;

e mapaMeTpel cpelbl W WHTCHCHBHOCTH HCIIONB30BaHUA (DYHKIMA W WX
OTKa30B;

e  BXOJHBIC W BEIXOTHBIC TAHHBIE I KaXXI0W ()YHKIIMH CHCTEMBI;

®  KaTeropuil OTKa30B M MX MHTEHCHBHOCTH IPH BBINOJHEHHH (YHKIHHA B
€IMHUIY KaJCHJapHOTO BPEMEHH.

Ha smane npoexmuposatus OTIpeeNsroTCs:
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e  pa3Mepbl HHPOPMAIMOHHON M AJITOPUTMHUYECKOH CIIOXKHOCTH BCEX THIIOB
MIPOEKTUPYEMBIX KOMIIOHEHTOB;
e  xaTeropuu AeeKToB, CBOMCTBEHHBIC BCEM THIIAM KOMIIOHEHTOB CHCTEMBI;
e crpareru (PyHKIMOHAIBHOTO TECTHPOBAHUS KOMIIOHEHTOB IO MPHHIIMITY
«YEPHOTO SIINKa» C MOMOIIBIO TECTOB JUIS BBIBICHHS OLUIMOOK B JAHHBIX.
s obecriedeHust HaIS)KHOCTH MPOAYKTA IPOBOIUTCS:

e  aHaIM3 BAPHAHTOB APXUTEKTYPhI CHCTEMBI HA COOTBETCTBUE TPEOOBAHUAM K
Ha/Ie)KHOCTH;

e  aHAIN3 PUCKOB, PEKUMOB OTKA30B, JEPEBHEB OIMIMOOK JUII KPUTHUYECKHX
KOMIIOHEHTOB ~C  LENbI0  OOecledeHHs  OTKAa30yCTOMYMBOCTH U
BOCCTaHABJINBAEMOCTH CHCTEMBI;

e TPOrHO3MPOBAHME MOKa3zaTeleld pa3Mepa CHUCTEMBI, UyBCTBHTEIBLHOCTU K
OLL[I/IGKaM, CTCIICHU TCCTUPYCMOCTHU, OUCHKU PHUCKA U CIIO)KHOCTU CUCTEMBI.

Ha smane peanusayuu u mecmuposanus cucmemvl TPOEKTHBIE CleNUPUKALUH
MEPEBOAATCST B KOZBI M IOJTrOTABIMBAIOTCS HAOOPHI TECTOB Al aBTOHOMHOTO H
KOMIUJIEKCHOT'O UX TECTUPOBAHUA. le/l MpOBEACHNUN ABTOHOMHOI'O TECTHPOBAHUSA
obecrieueHre Ha/Ie)KHOCTH COCTOMT B HPENYNPEXICHUU MOSBICHHUS Ne(EKTOB B
KOMIIOHEHTaX M co3aaHue d3()(EeKTHBHBIX METOJOB 3alluThl OT HHX. Bce
MOCIIEAYIOIINE 3Tanbl pa3paboTKH HE MOTYT O0ECHEeYHTh HaJeKHOCTH CHCTEM, a
JWIIb CIIOCOOCTBYIOT IOBBINICHUIO YPOBHS HAJEKHOCTH 3a CUET OOHapyXCHUS
OLIMOOK C MTOMOIIBIO TECTOB PA3IMYHBIX KaTETOPHH.

Ha smane ucnvimanuii MpoBOANTCS CHCTEMHOE TECTHPOBAHUE IUISI COOTBETCTBHS
BHEIIHMX crienndukanuii GpyHknumii nensm npoekra. Mcrpitanne npoBOJUTCS WM B
peanbHOM cpene (DyHKIMOHMPOBAHMS, WJIM HA HCIBITATEIIEHOM CTEHJE, KOTOPBIN
AMHUTHpPYET paboTy ammapaTypbl. IIpm MOATOTOBKE K HCHBITAHUSIM H3y4aeTCs
"ucTopus” TectupoBaHHMs Ha Tpomecca JKI[ B memax WCIONB30BaHUSA paHee
pa3pabOTaHHBIX TECTOB, a TAKXKE COCTABIICHHS CIIELHAIbHBIX TECTOB HCHbITaHMA. Ha
3TOM 3Tarle OCYIIECTBIIAETCSL:

e  YIpaBIEHHE POCTOM Ha/IEKHOCTH ITyTeM HEOJHOKPATHOTO HCIPABICHHS U
perpeccuonHoro tectuposanus [10;

® TPUHATHE pEIIeHHs O cTeneHH roToBHOCTH IIO M BO3MOXXHOCTH €ro
Nepeiaun B 9KCILIyaTalHIo;

® OLEHKA HAJEeKHOCTH [0 pe3yJibTaraM CHUCTEMHOTO TECTHPOBAaHUS U
UCIIBITAaHUH MO COOTBETCTBYIOIUM MOOEISIM HAOEHCHOCHU, TIOAXOASIINX
JUISl 3a1aHHBIX LEJIEH.

Ha smane conpogooicoenus onenka Hagexuoctu 110 npoBoaurcs:

¢ TPOTOKOJUPOBAHME OTKAa30B B XOJAE pPAOOTBI CHCTEMbI, H3MEPEHHS
HaaACXKHOCTHU (l)yHKLII/IOHHPOBaHI/IH )41 HCIIOJIb30BaHUA PEe3yJIbTaTOB
1/13MepeH1/1171 Ui ONpeACICHUA TMOTEPb HAACKHOCTU B IMCPUOA BPEMCHU
9KCILTyaTalu;

®  aHaIM3 YacTOTHl M CEPbE3HOCTH OTKA30B JUIA OINpPEIENICHUS TOpsaKa HX
yCTpaHeHus;
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®  OLCHKA BIUSHUS (QyHKIMOHMUPOBAHUS CHCTEMBI Ha HAJI€)KHOCTh B YCIIOBHSIX
YCOBEPLICHCTBOBAHUS TEXHOJOTHU W NMPUMEHEHHs HOBBIX HHCTPYMEHTOB
pa3paboTKH.

3.3. MpumeHeHne moaenen Ans oueHkn HagexHocTu MO

[IpakTrka TpUMEHEHUS MOJENICH MMOKa3bIBACT, YTO CPEIU HA3BAHHBIX MOJEINeH
HauOoJiee TIEPCICKTUBHBIMU SIBJISIOTCS MOJEIH OIICHOYHOTO THUIA, KOTOPEIE
0a3upyrOTCA Ha IyacCOHOBCKUX mporeccax (Momenu Mycsl, I'oana—OxomoTo, S-
obpaznabie u np.). [o >TUM MozensM HameKHOCTh cTpeMuTbcs K 1. OmanM U3
HEJOCTATKOB SBISAETCS (opMa KPUBOW HWHTCHCHUBHOCTH BBISBICHHBIX OTKAa30B
(9KCTIOHEHITHANTBHAS ), KOTOpasi CTPOTO ciryckaetcs mpu t>0 Bomm3u t=0. 310 ToBOPUT
0 TOM, 4TO TIPH TECTUPOBAHUH MPOBEIEHO HEIOCTATOYHO IKCIIEPUMEHTOB WIJIH MAaJIO
HaleHO OIMOOK, KOIJa HHTEHCHUBHOCTHL OTKa30B Onuia Oimska 0. B cucreme
OCTaIOTCS OIIMOKH U MX TIOMCK TpeOyeT OoIbIe BpeMEHH.

B Tabnmuue 1 mpeacTaBieHbl MpakTHYECKHE 3HAYCHUS (YHKIMHA MHTEHCHBHOCTH
OTKa30B A (?) U KOJUYECTBO OTKA30B w(?) Iisi 0a30BBIX M 00MIMX Mozenei. B Hux
3HAYEHHS @ U [ HAXOAATCS B CJAESIYIOUIMX COOTHOIICHHSX

N=a B=a b=8 =B ay=af

Tabn. 1. Xapaxmepucmuxa mooeneti nadexcnocmu Ilyacconosckozo muna

Table 1. Characteristics of Poisson type reliability models
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OyHKIUM HMHTEHCUBHOCTH | DYHKIMM KyMyJSTHBHOTO

Hazeanme mogenu
OTKa30B A (1) KOJINYECTBA OTKA30B L (?)

r7e mapamMerp n 3aBHCHUT OT IIpollecca TECTUPOBAHHS M €ro PEeKOMEHIYEMBIX
3HAYECHUI:

n=0 — 1151 HeOOJBILIOTO MTPOEKTA, B KOTOPOM Pa3pabOTUHK SIBIIETCS TAKKE TECTEPOM
(Mozenms Mycer, ['oamo-OxoMoTO U 11p.);

n=1 — U1 cpemHero NMpoeKkTa, B KOTOPOM TECTHpOBaHWE U mpoekTupoBanue [10
HCIIOJIHSIIOTCS. HECKOJBbKMMHU pa3paboTYMKaMu M3 OJHOW pabouei rpynmsl (S-
o0pazHast MOZIENb);

n=2 — 17151 GOJIBIIOTO TPOEKTA, B KOTOPOM I'PYIIIEI TECTUPOBAHHUS U IPOEKTUPOBAHUS
paboratoT napajuiesbHO;

n=3 — g OueHb OOJBUIOTO IMPOEKTa, B KOTOPOM TIPYIIBI TECTHPOBaHUS U
pa3paboTKu pabOTArOT HE3aBUCHMO JIPYT OT Apyra.

Ha ocHoBe 3KcnieprMEeHTaNbHBIX JAHHBIX ITOJY4YeHbI (DYHKLIUH O KOJIMUECTBE OTKA30B
() ¥ THTEHCUBHOCTH OTKa30B A (?) Ha BBIXOIHBIX JaHHBIX ¥ 3HAYEHHSX IapamMeTpa
n (puc. 4). DTOT PUCYHOK TOKa3bIBaeT B (YHKUMH 4(?) IPU Pa3HBIX 3HAUCHUH
n=0,1, 2, 3.

HawubOosnbiiee npuOrmKeHne JOCTUTAeTCs NP n=3, a HauMeHbIee npu n=0 (Moeb
Mycbl, ['03m0-OxoMOTO ©  Jp.). DTO MOATBEPKAAETCA COOTBETCTBYIOUIUMH
CTaTUCTUYECKUMHU JJaHHBIMU (Ta01.2), KOTOPBIE 33/1aI0T Pa3HUILY MEXIY BBIXOIHBIMU

JaHHBIMU (¢ 2) ¥ COOTBETCTBYIOIMMH 3HAUCHUSAMH (DYHKLUH 4 (?) TIPU 3HAUCHHUSX 71
=0,1,2,3.

Tabn. 2. Cmamucmuueckue oannvie gynxyuu u(t) npu n=3, 2, 1 u dannvix t 2
Table 2. Statistical data of the function u(t) forn = 3, 2, 1 and data t 2

Mopuens 'oana-OkymoTo

A (t) = Nb exp (-bt)

#()=N (I- exp (-b1))

Mopnens Mycsl

A ) = Po frexp (fit)

#(W)= po (1- exp (=fi1)

S *HOI[06H3.H MOJICTIb

A () = aff texp (-f)

A1) = afl-(1+p) exp (
=)

Mopens [1IHaiineBuHIa

A @) = aoexp (/)

u®)=ao/B (1- exp (-f))

O6miass Mojenp  Iyacco-
HOBCKOT0 Iporecca

A1) =ap"! " exp (-f)

u@®)=a (n'= Xnp" /n-1)!

1" exp(-f)))

CratucTuyeckue Pazauna Pa3zauna Pazauna Pazanna
MOKa3aTeIu ynxmmii | pyHxnmii dynxnmi byHnkumii
t2-u3 t2-u2 t2-ul t2-u

CpenHee OTKIOHEHHE 16.13522 16.22889 19.88387 58.93807
Menuannoe 15.27700 14.11600 16.0000 60.89700
OTKJIOHCHHE
Makcumym otkiioHenue | 33.58100 54.23600 49.10800 88.80200
Munumym otkiionenue | 4. 848000 | -1.280000 4.175000 15.96200
CpennexBanpatudeckoe | 8.374089 17.37143 14.07056 23.63765
OTKJIOHCHHE

J1s MeTofa MakCHMaJbHOTO IPaBJONOAOOMS 3aJal0TCd AAHHBIC @, [, 1, PeluM
CUCTEMY YpaBHEHUM:

m
a= n |ﬂn7itnﬂ‘
n.
1- —— 2 —exp(—pft
ZO D) p(-At,)

m nyn+l _
nt+l o _ St o+ :"ﬂ,t’”nf:ff( Bt,)
Ao E Ly M e pr)

i (n=0!
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Ha ocHoBe SKCrepUMEHTANIBHBIX JAaHHBIX g, f, 1, (Tabiu. 2) mnpuBeAeHbl 3HAYCHUS
Gyaxmmit 4(t) 1 A (¢) mpu n = 3, 2, 1, MOMyYCHHBIC TIPU HCIOIH30BAHUN METOJOB
OLIeHKH HagexHocTd Mychl, Mycsl-Okomoto u lInaiinesunna. dyHkuun u(?) s
STHUX METONOB TIpHBeNeHB Ha Tpaduke (puc. 4). VM COOTBETCTBYIOT KpHBEIE
9KCTMOHEHIMaNbHOro THna. ['padukn >THX (yHKUME OMM3KKM Apyr Apyry H3-3a
OIM3KUX 3HAYCHUI, TOJyYEHHBIX MO 33laHHBIM MOJEIISIM.
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250
250 [ T 1

=tk mnee -

Puc. 4. I'pagpuxu ynxyuii u(t) no moodenam Mycei, Oxomomo u [lnaiioesunoa
Fig. 4. The graphs of function u(t) on models of Musa, Okumoto and Shneidewind

s Gonee 3ddekTHBHOrO NPUMEHEHHUS IMPUBEACHHSIX MOJACICH HAICKHOCTH
TpeOyeTcsi 3HAUUTENBHOE KOJIMYECTBO CTATHCTHYECKHUX JaHHBIX O KOJMYECTBE U
pacIipeielIeHuH 0TKa30B. A 3T0 TpeOyeT yBeIHYeHHsI KOJIMIEeCTBa SKCIIEPIMEHTOB Ha
Ipolecax TeCTHPOBAHUS, CUCTEMHOIO TECTHPOBAHMS ISl TOKPBITHS TECTAMU BCEX
KOMIIOHEHTOB 1 MapHLIpyTOB IpoxoxaeHus nmyreil B I10.

3.4. TexHonornvyeckun moaynb (TM) oueHKM HaAEXHOCTU CUCTEM

TM pazpaboran B pamkax pabor o npoekry [IPOTBA BIIK (1986-1989). B cocras
TM HageXHOCTH BXOIUT 4YeTbipe nporpaMMHbix Moyt (ITTM) [15, 16, 22 ¢.283-
296]: pacrpenereHHe HaAAEKHOCTH, HPOTHO3UPOBAaHHE IUIOTHOCTH Ae(EKTOB,
IIPOTHO3UPOBAHHUE HAISKHOCTU M OLICHKH HaJIeKHOCTH.
I. IITM «PacnpenejieHHs1 HAJEAKHOCTH» pealu3yeT METOJ paclpeesIeHUs
HaJIe)KHOCTH 110 KOMIIOHEHTaM CHCTEMBbl IIyT€M IIapHOTO HUX CpaBHEHHS |
MIOCTPOEHUS KBAAPaTHON MaTpHLbI A pa3MepoM # X 1 U3 3JIEMEHTOB BU/A!

1 . .

a,=a, =..=a, =1,a, =— ,u,j=1,...n i#j; n=k I, m,
IrZie N — KOJIMYECTBO CPAaBHUBAEMbIX KOMIIOHEHTOB, K, [, m — KOJIMYeCTBO (DYHKIMH
MOJyJel COOTBETCTBEHHO. Marpuua BKJIIOYAeT OTHOCHUTEIBHBIH BeC i-TO
KOMITOHEHTa ¥ BBIYHCIISETCS 110 hopMynam:
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n

Zaij

n
j=1 E —
Wi = /—7 Wi - 1
i=1

n n
a
i=1 j=1

i

B cimygae Oompmmx pa3sMepoB MATpPHIBI B MENAX MOIy4YeHHS O0jee TOYHBIX
OTHOCHTEIIBHBIX OIIEHOK KOMITOHEHTOB HMEPAPXHUH, BEIYUCISIOTCSA, TAaK Ha3bIBaeMEIE,
COOCTBEHHBIH BEKTOP W COOCTBEHHBIC 3HAYCHHS MATPHIBI COTJIACHO HM3BECTHBIM
ypaBHeHUsIM [24]. B HUX HCIIOJIB3YIOTCS CIENYIOIINE JAHHBIE: Ayax — MAKCUMAJILHOE
c0oOCTBEHHOE 3HAUEHUE MATPUIILI A n—TopsaAKa, w; — K0od()PHUIIMEHT OTHOCUTEIHLHOTO
Beca 3JeMeHTOB MaTpullbl A, W = (w;, wy, ... W,) — COOCTBEHHBIH BEKTOP, KOTOPOMY
COOTBETCTBYET Amar. OOLIHOCTH pEIeHHs 3aauyd CPaBHEHHs YCTaHABIMBACTCS

n n
COOTHOLIEHUEM ¢y = Z W, U 3HAYCHHEM Z w, = 1. Eciiu matpuna A4 umeer n-1
i=1 i=1
COOCTBEHHBIX 3HAueHWH A, PaBHBIX HYMO U Apex = 1, TO OHa SBISIETCS
COTJIACOBAHHOM.
Onpenenenne nHAEKCa cornacoBanHocTH CI u ko3 durmenta cormacoBanHocTd CR
MIPOBOAMTCS MO POpMyITaM:

CI = /Imax—_n, CR = _a
n—1 E(CI)
E(CI) — maTemaTHnueckoe 0XXHaHUE ISl MATPHILIBI TAPHBIX cpaBHEHUH 4 (n X n).
Kputepuil npuemaeMocTy TapHOrO CPaBHEHMsI JIEMEHTOB B MaTPHULIAX Pa3MEPOM 7
2 3 momy4en Takoii: CR < 0.05 u CR < 0.1 qna n>5. Ilo pe3ynbTaTtaM CpaBHEHHS
(dopmupyercs kBagpaTHas Matpuna F(k X k).
AHanorn4yHo npoBojauTcs cpaBHeHue npunoxkeHuit I1C. B pesynbrate cpaBHeHUs
MOJIyYaroT k MaTpuil. Bo3MOXHBII MOPSIOK KaXKIOH MaTPHIILI — [, & MAKCHMaJTbHBIH
MOPSA0K KaXJIOW U3 HUX — 1.

rac

WucrpymeHT s noajepXku Mmerona cpaBHeHusi — ExpertChoice st BXoJHOI
Marpulbsl 4 aBTOMATHYECKH II0Jy4aeT COOCTBEHHBI BekTop W, coOCTBEHHOE
3HAYCHUE Ayq U KO3 duiment cornacopanHoctd CR. [ BEIYUCIHCHUS Aoy U1 W
MCTIOJB3YIOTCS COOTBETCTBYIOMIME (ByHKIIMH makera Matlab [15].

PesynbraTel cpaBHEHMH 3aHOCATCA B (OPMY, COIEPIKALIyI0 INEPEUeHb BECOBBIX
K03(O(OULMEHTOB  MpOTrpaMM,  KPUTEpUHM,  WHIEKCHI ¥ Kod(uuueHTsI
coryiacoBaHHOCTH. OHU NPEJOCTABIISIIOTCS B BUJIE TOTOBBIX PE3YJILTATOB 00paObOTKH
matpuu. [ToixydeHHbie BecoBble KOAQQUIHEHTH CHHTE3UPYIOTCS C TIOMOILBIO [TAKEeTa
MATLAB 6.5. Pesynbrarbl 0oTOOpaXkaloTcs B BHIE OTYETa O paclpelelIeHuH
Ha/I)KHOCTH 110 0OBEKTaM CHCTEMBI.

II. IITM «IIporno3upoBanue NJIOTHOCTH Aed)eKTOB» pean3yeT Habop Moxenei
Ha/IeKHOCTH ISl 33JJaHHOTO KJlacca IporpaMM CUCcTeMbl 00paboTku JaHHBIX [15].
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[IporHo3upoBanue MIOTHOCTH AeeKToB mpoBomurcss no mojenn RLM (Rome
Laboratory Model) u cocTouT B omieHKe BIMSHUS Ha INIOTHOCTH 1e(DEKTOB COTIACHO
CIIEIyIOIIMX ACUCTBUM:

1) ananuM3 3Ha4YeHWH MapamMeTpoOB MOJIENM IIPOrHO3MPOBAHUS HAJEKHOCTH,
BKIIFOYAsi OCTAaTOK Ae(eKToB OT mpensiaymero stama pabdor c 10,
HCTIOJIB3YETCs IS [EIEBOTO pacIpeeieHHOTo 3HaueHust HaaexHocTa [10;

2) CcpaBHEHHE MPOTHO3MPYEMOTO 3HAYCHHUA HAACKHOCTH C IEJIEBBIM
pacmpeneneHHbIM 3HaYeHUEM;

3) KOPPEeKTHUPOBKH NEPEMEHHBIX apaMETPOB VIS yUeTa TeKYIIEro COCTOSHUS
mpoekTa I[10;

4) oleHKa mapaMeTpoB MOJIETH MPOTHO3UPOBAHUS HAE)KHOCTH;

5) NPOrHO3UPOBaHKE IUIOTHOCTH Ae()EKTOR;

6) omnpezeneHUe MOPOrOBBIX 3HAYEHUH (JIOMYCKOB) JJISi OLIEHOK pPEe3yJIbTaToOB
IIPOTHO3UPOBAHUS M aHAJIN3a AIBTEPHATHB;

7) pacder MporHO3HOro 3Ha4YeHus HaxexxHocTH st [10.

HonyquHaﬂ OLICHKa SBJIACTCA MO[ll/I(l)l/IKaTOpOM 68.3OBOFO 3HA4YCHUA IIJIOTHOCTHU
ne(eKToB A1 onpezeacHHoro kiacca [10.

Pacuer motHoctu nedexro nenaetcs mo moaenu RLM (Rome Laboratory Model).
CHayana BBIIOIHAETCS OAHOKpPAaTHOEC MPOrHO3UPOBAHUEC IJIOTHOCTHU }Ie(l)eKTOB 110

bopmyie:

9
i=1

rae Ki — MoguduKkaTopsl MI0THOCTH Ae(eKTOB Dy, C yUETOM IOPOTOBBIX 3HAUCHUH
JAHHBIX O TUIOTHOCTH J1€(EKTOB.

3arem mst kaxaoro I1O pe3ynbraTsl CpaBHHBAIOTCS C IOJyYEHHBIMH 110 MOJIEIH
RLM. IlpoBepka mokazaxna, uro s 110 o6semom 10 - 25 KSLOC norpemHocth
IIPOTHO3UPOBAHUM TUIOTHOCTH Ae(EeKTOB — mpuMepHO coctaBiser 30-35%. Oro
00BIICHACTCS HEKOTOPBIMH OrpaHmueHmsiMA cucteMbl Hugin Lite 6.5. [TomydeHnHbie
pe3yibTaThl MO ONPENCNCHUIO IUIOTHOCTH AE(EKTOB HCHONB3YIOTCS  IIpU
MIporHo3upoBanun HajexxHoCcTH 110.

HI. IITM «IIporHo3upoBaHue HaAeKHOCTH PEAIU3YET METOJ IPOrHOZUPOBAHMS
3HAYEHHUs HAJEKHOCTH MO KaKIAOMY MOIYJIO CHCTEMBI IO CIERYIOUIeH MOJIENTH
HajekHOCTH [15, 23]:

K
R; =exp[ -D, I, - (1 — exp( fl—t))] ’

1 1
TZie O;— MapaMeTp Cpelibl IKCIUTyaTallluy i-T0 MOYJIS, ¢; — XapaKTEPUCTHKA CPEIbl ee
pa3paboTku, /; — OICHEHHBIA pa3Mep Ha4YaabHOIrO Kona, a D; — mporHo3upyemas
wIoTHOCTh JedexkrtoB B cucreme. Koadduuuenr nedekroB K — KoOHCTaHTa,
npeaBHICHHAs UL BcexX 00bekToB [1IC, a 3Ha4eHUs p; U (j — U3BECTHBI HA MOMEHT
NepBOHAYAILHOTO TIPOTHO3MPOBAHMS HA/IS)KHOCTH, OHU HE M3MEHSIOTCS BO BpEMsI
pa3paboTKu KOMIIOHCHTOB CUCTEMBI.
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IV. IITM «OnueHka HA/IEKHOCTH CHCTEMbD) COTJIACHO Kiaccupukanuu aeGeKkToB
(Orthogonal Defect Classification), B COOTBETCTBHH € KOTOPOH s KaXKIOTO
BBISIBIICHHOTO Je(DeKTa ONPENeNsIroTCs MapaMeTphl: THI AedeKTa, TPUTrep nedexra,
BIHSIHAE AeekTa. DTH mapaMeTphl HCIOIB3YETCS OMHOM WM IBYMS ITOIXOISIIIMHE
MOJIENISIMH HaJeKHOCTH W3 BBINIE MPHUBEICHHOTO B IENAX IPOBEIACHHS OIICHKH
MIPOTHO3HOTO 3HAYEHHS HAJEKHOCTH OTIENIBHBIX MOIYJEH M CHCTEMBI B LIEJIOM.
Pe3ynpraTel OIGHKM CpaBHHUBAIOTCA, W BBIOMpaeTcs W3 HHX Hamboiee
MIPaBAONOI00HAS MOJEITb.

Io cranpapry ISO/IEC 9126 (1-4) onpenensitoTcs nokasaTein kauectsa (Tadum. 3).

Tabn. 3. Xapakmepucmuku kavecmea 6 cmanoapme ISO/IEC 9126
Table 3. Characteristics of quality in ISO/IEC 9126 standard

Ne | HaumenoBanue Onpenenenue xapakrepusyeMsix corcTs [1C
XapaKTePUCTHKN

ql | ®ynkumoHaIBHOCTH Cgoiictra I1I1, 00ycnoBnuBaromue cnocoOHOCTh
(functionality) BBINOJHEHUsI GYHKIHUIT B COOTBETCTBHU TPEOOBAHUSIM B

TIporecce TECTUPOBAHUS U UCTIBITAHUS CHCTEMBI B
3a/1aHHOM cpejie

q2 | HapexHocTh Cgoiictra I1I1, 00ycioBnuBaromme ee cnocoOHOCTh
(reliability) COXPAaHSTh YPOBEHb (hYHKIMOHUPOBAHHS ¥ HU3KYIO
BEPOSTHOCTh OTKA30B B MPOIECCE BHIMOIHEHUS
q3 | [Ipumenumocts Cgoiictaa I1I1, o0ycnoBnuBaromue ee criocoOHOCTH OBITH
(usability) MOHMMAeMOil U yIOOHOH [UISl UCTIONIb30BAHUS B YKa3aHHBIX
YCIIOBHSAX
g4 | OddexruBHOCTH Csotictna I1I1 11 painoHaIBLHOTO UCTIONB30BAHUS
(efficiency) BBIZIEJICHHBIX PECYPCOB IIPU paboTe CUCTEMBI B
YCTaHOBJIEHHBIX YCIOBHAX
g5 | ConpoBoxxnaeMocTh Cgoiicta I1I1, koTopsie 0OecneunBarOT MOAU(UKAIIHIO,
(maintainability) YCOBEPLICHCTBOBAHUE MM aalTallI0 CUCTEMBI K

HU3MEHEHUSIM CpeJibl, TpeOOBaHU U (yHKIIMOHAIBHOCTH.

q6 | Ileperocumocts Caotictsa I1I1, 00ycoBnuBaromye ee CioCOOHOCTE OBITH
(portability) MIEPEHECEHHBIM U3 OJHOM CpeAbl B APYIYIO.

Ha ocHOBe momyueHHBIX JaHHBIX O HaJEXKHOCTH M JPYTHX IMOKA3aTelIIX KadecTBa
(pyHKuMOHANBEHOCTD, 3 (EKTUBHOCTS M Jp.) PACCUUTHIBACTCS LIEJICBOE 3HAYCHUE
3aBepuieHHocTH u mone3Hoctu cuctembl ([1C), anmekBaTHBIX MOTPEOHOCTSIM
3aKkazumka. [Ipx 5ToM Mepa SKCIUTyaTallMOHHOTO KadeCcTBa CHUCTEMbI ONpeeNsieTcs
(yHKIMEH 1OJIe3HOCTH BHIA:

k
Qm‘ = z ai ’ Ri
i=1
r7ie a; — Mepa BaXHOCTH i-i (DYHKIUHM CHCTEMBI [Ulsl mpolecca, R; — HaJeKHOCTh
BBITIOJHEHHS QYHKIMN B 33JAHHOM IIEPUO/IE ¢ IKCILTyaTallui CUCTEMBI.
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JlanHble O BceM nokasaressiM kauecTsa (g-quality) ¢,-gs B Ta0J1. 3 OLIEHHBAIOTCS 110
bopmyne:

6
9 = Z ay;m, ;W
=1

rae a; - arpuOyThl KaXJOro rnokaszarens kadectBa (i=1-6); my; — METPUKH (;
HOKazaTeJst ¢ j-aTpuOyTaMu KauecTBa; wy - BEC i -[I0Ka3aTessi KaueCTBa CHCTEMBI C j-
arpuOyramu. IlonydeHHBIE NaHHBIE O MOKa3zaTelsIM (XapaKTepUCTUKaM) MOJCIIH
Ka4yecTBa M R; — HIe)KHOCTh BBINOJHEHUs! (YHKIMH BXOJST B CEpTU(HUKAT KauyecTBa
[15].

4. 3aknroyeHune

B paGore paccMOTpeHBI TOAXOABI K OICHKE HAJCKHOCTH TEXHUYCCKHX U
MPOTPAMMHEIX CHCTEM C TIPUMCHEHHUEM MOJCNeH Hale)KHOCTH W3 MHOXKECTBA
CYIIECTBYIOIINX MOJIENel pa3HbIX BUAOB M TUTIOB. OTIpeieIeHbl OCHOBHBIE 0a30BbIe
TTOHATHUS HAJICKHOCTH, 00ECTICUYNBAIOIINE OLIEHKY HAJICKHOCTH IT0 COOTBETCTBYIOIINM
MozensM HanekHocTr I1C, OCHOBaHHBIM Ha BpEeMEHH (DYHKIIMOHHUPOBAHUS W/HITH
KOJIMYECTBE OTKa30B (OmHOOK), MONydaeMbIX B KOMIIOHEHTax B mporeccax KL
TECTUPOBAHMUS, CHCTEMHOTO TECTHPOBAHUS W AIKCIUTyaTaru cucTeMbl. CoriacHo
MIPUBEICHHON KiIacCH(UKAIMK MOJeNeH HaIeKHOCTH IPOLECCH OOHapyKEeHUs
OLIMOOK B MPOrpaMMax HOCST CilydaitHblii MapKOBCKHI M TyaCCOHOBCKHI XapakTep
U 00€CIIEYHNBAIOT TIOUCK OIIMOOK, 1e()EKTOB 1 OTKA30B.

Hekotopsie Monenu HaJeKHOCTH TO3BOJITIOT NPOTHO3MPOBATh YHCIO OIIHOOK B
npoIecce TECTUPOBAHUS, JPYTHE OICHUBATH HAJCKHOCTH C IOMOIIBIO (DYHKITHA
HAJCKHOCTH IO JaHHBIM, coOpaHHbiM Ha dTamax JKI[ pa3paboTku CHUCTEMBI U
ucnbITanusA. [ npuMepa HMPUBEACHBI YKCICPUMEHTAIBHBIC JaHHBIC JUISI OICHKH
WHTEHCHBHOCTH OTKa30B A (#) W KOJMYEeCcTBa OTKa30B K(?) C MOMOILIbIO 0a30BBIX
(Mycsr1, 'o3ma-OxoMOTO U Ap.) U OOIIEH MOIEIH HAACKHOCTH, COOPAHHBIX JTaHHBIX
Ha 3tanax JKII u npuBeeHBI CPAaBHUTEIHHBIC OIICHKH PE3YJIBTaTOB OLICHKH.

JlaHo omucaHue HHCTPYMEHTAIBLHOTO KoMIuiekca moyJaei [ITM, obecnieunBaronmx
pacrpesielicHie HAJCKHOCTH, MPOTHO3UPOBAHKUE IUIOTHOCTU NE(PEKTOB M OLCHKH
HajexxHocT. [IpuBeneHsl mokaszareny KadecTBa B cranAapTHoi moaenu ISO 9126
(1-4) 1 oOlEHKHM KayecTBa, BKIOYAS M3MEPEHHE MOKA3aTeNs HAJIC)KHOCTH, a TAKKE
JPYTUX ITOKa3aTelei KauecTBa, KOTOPBIC BXOIAT B CEPTU(PHKAT TOTOBOTO MPOAYKTA.
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Abstract. The analysis of models and methods of reliability evaluation of hardware and
software is carried out. The basic concepts of reliability and safety methods of such systems
and situations leading to errors, defects and failures are defined. The definition of reliability
and safety of technical systems and software systems is given. The classification of reliability
models: predictive, measuring and evaluation types. Evaluation models that are used more in
practice are described. The standard of Software life cycle (ISO 15288:2002) is defined,
focused on the development and control of system components for errors, starting with the
system requirements. The results of application of reliability models (Moussa, Goel-Okomoto,
etc.) to small, medium and large projects are presented and their comparative assessment is
given. The technological module (TM) of reliability evaluation of complex software systems
VPK (1989) is described. The quality model of the standard ISO 9126 (1-4): 2002-2004 with
indicators of functionality, reliability, efficiency, etc., which are used in determining the
maturity and certificate of the product is shown.
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