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CocTOoSsHUNEe NrHKwu

OoHoBpeMeHHOe obpalleHne aByx unmn bonee
NOTOKOB B NapanennbHou nporpaMmme K ogHoOW
obnactn namMmaATn NP OTCYTCTBUN MEXAY STUMMU
obpalleHUs IMN NPUHYANUTENBLHOIO
YNopsio4MBaHNSA NO BPEMEHMW, KOrga XoTsi bbl
O4HO 13 obpalleHnn — Ha 3anuchb



CocTossHMe roHKU: npumep

Threadl /{
while (true) {

X = x + 1;

Thread??Z {
while (true) {

X = x - 1;



CocTossHMe roHKU: npumep

Threadl {
while (true)
mov ax, X
inc ax

mov X, ax

Thread?? {

while (true)

mov bx, X

dec bx

mov X,

bx



CocTossHMe roHKU: npumep

x=1,ax=0,bx=0

mov ax, X x=1,ax=1,bx=0

inc ax x=1,ax=2,bx=0

mov X, ax x=2,ax=2,bx=0

mov bx, X xX=2,ax=2,bx=2

dec bx x=2,ax=2,bx=1

mov X, DX x=1,ax=2,bx=1




CocTossHMe roHKU: npumep

x=1,ax=0,bx=0

mov ax, X x=1,ax=1,bx=0

mov bx, X x=1,ax=1,bx=1

inc ax x=1,ax=2,bx=1

dec Dbx x=1,ax=2,bx=0

mov X, ax xX=2,ax=2,bx=0

mov x, Dbx x=0, ax=2,bx=0




LinuX

e 7apo — MHOronoTo4yHas cuctema

e llccneooBaHne KOMMEHTapPMEB K
N3MEHEHUAM B aApe: COCTOAHUA FTOHKN —
nepsoe mMecTo, ~17% TUMNOBbIX OLNBOK

e Ha ll nlll mecte — yTeuku cneymnPuUYHbLIX
OOBEKTOB 1 pa3biIMEHOBAHWE HYNEBOIO
ykasaTtens (no ~9%)

'B.C. MytunuH, E.M. Hosukos, A.B. XopoLuunnos. AHanu3 TUNoBbIX
oWnBOK B ApanBepax onepaumoHHON cuctembl Linux



BuissBrneHne coCTOSAHUUN NOHKU

e Lockset
e Happens-before



Lockset

e [lpegnonoxeHme: COCTOAHNSA TOHKMK
NPONCXOOAT, KOoraa ncrnosnb3yemMasa pasHbiMy
NOTOKaMW NaMATb He 3aLlumLleHa
MexaHn3MaMn CUHXPOHU3aLU K

e [lpoBepkKa HanM4na CUMHXPOHU3aLIUKU NPU
obpalleHUn K obLLMM NEPEMEHHBIM



Lockset

e [lo3BonseT BbIABNATb 3HAYUTENBHYIO YacCTb
noTeHuUunaribHbIX COCTOAHUN FTOHKU

e bonblLOEe KONMMYeCcTBO NMOXHbIX
cpabaTbIiBaHUM

e CambIn N3BECTHbIN UHCTPYMEHT — Eraser



Happens-before

Onpenenexue:

N3 aByx nocrnenoBaTenbHbIX COObLITUN B
O4HOM MOTOKE crneaytoLiee NepBbiM UMEET
oTHoweHne happens-before k cnegyoLwemy
BTOPbIM

Onepauunsa pa3dnokMpoBKM B OAHOM NMOTOKE
MMeeT OTHoLleHne happens-before K
onepauun 6NOKMPOBKM B APYromM rnoToke ans
OHOro0 CUHXPOHM3ALMOHHOIo OOBbEKTA
OTHOLWeHne happens-before TpaH3UTUBHO



Happens-before

Takum obpasom, Anga AByx odbpalleHuin K ogHON
nepeMeHHON MOXET CYyLLeCTBOBaTb COCTOSAHUE

FOHKW, €CInn MeXay HUMU HENb3A YCTaHOBUTb
OTHoLLeHne happens-before



Happens-before

(--) (--)
l l

X++ X
l l

(--) (--)




Happens-before

Thread1 Thread2
lock(mutex1) lock(mutex1)
X++ X--

l l

unlock(mutex1) unlock(mutex1)




Happens-before

Thread1

lock(mutex1) Thread2
!
unlock(mutex1) X=-
Y+ Iock(rrlutex1)

unlock(mutex1)




Happens-before

Thread?2

X== Thread1
l lock(mutex1)
lock(mutex1) l
'
unlock(mutex1) unlock(inutex1 )

X++




Happens-before

e [lo3BoNseT BbIABNATb MEHbLUEE KONM4eCcTBO
ownbok, 4yem Lockset

e MeHbLUe NMOXHbIX cpabaTbiBaHUN, YEM Y
Lockset



ThreadSanitizer

e Happens-before + rubpuagHbIn pexnm

e l/IHCTpyMeHTMpOBaHUE Koda: JobaBrieHmne
BbI3OBOB CrnevunarnbHbIX MYyHKUMKA Npn
KaXXdoM obpalleHnn K NnaMmsTu 1 NPpU KaxkaoMm
NCNOSIb30BaHNUN MEXaHN3MOB
CUHXPOHU3aLUN

e Offline-pexum; Kernel Strider



Data Collider

e Microsoft Research

e [lna apaneepos Windows

e [IpocTon anropuTtm, nccrnenyroLwmm
NCKMIOYNTENBbHO peanbHOe BbINOJIHEHUE
nporpamMmmbl



Data Collider: anroputm

e [lepunognyeckasa cnyyamHasa pacctaHoBKa
TOYeK NpepbiBaHUA HA BbINOJTHEHUE
OTAENbHbIX NHCTPYKLUUX NporpamMmmel

e [lpun cpabaTbiBaHUMN TOYKU MPEPbIBAHUSA:

O

[ekoanpoBaHue MHCTPYKLUUK, NOfy4YeHne agpeca, no
KOTOpPOMY OHa obpallaeTcs

[Tony4yeHne 3Ha4YeHns1 No 3TOMy agpecy

YcTaHOBKa TOYKM NMpepbiBaHUA HA obpalleHne no aTomy
afgpecy

3agepxka

[ToBTOpHOE MOSy4yeHne 3Ha4YeHns1, CpaBHEHUE C
NCXOOHbIM



Data Collider: anroputm

CoOCTOsAHME FOHKM TOYHO NPUCYTCTBYET, €Cnn 3a
npoLlieLiee BPeMS:

e cpaboTana To4ka npepbiBaHUSA Ha
obpalleHne K agpecy

UIn
® 3Ha4eHune no agpecy NaMeHUI10Cb



Data Collider

[locTonHCTBA:

e [IpocTon anroputm, NPOCT B UCMOMb30BaHNU

e [loyTn He TpebyeT BMeLLATENLCTBA MOSIb30BaTENS Npu
paboTe

e He gaeT noxHblx cpabaTbiBaHNN

e Hwu3kme HaknagHble pacxodbl Npu BbINOSIHEHUU: ~5%

HepocTtaTKku:

e HaxoouTt HebonbLIYHO YacTb OLINOOK
e OrpaHnyeHuq, cesa3zaHHble ¢ 00opyaOBaHUEM



Data Collider

HangeHo 25 noatBepKaeHHbIX OLLNOOK
B aape Windows



Racehound: 3agaJa

[locTaHOBKa 3agaun:

e PaspaboTaTb cuctemy ansi BbISABIIEHUS
COCTOSIHUM TOHKKU B aape Linux,
MCNOSb3YOLLYIO anroputmM padoThl,
aHanornyubin Data Collider



Racehound: KOMNOHEHTLI

e Cucrema peanunsoBaHa B BUae moayna aapa
e l/IHTepdenc Ha 6a3e debugfs



Racehound: anroputm

e [lepuognyeckaqa cnyyanmHas paccTtaHOBKa
nporpaMMHbIX TOYEK npepbiBaHNUA Ha BbINOMHEHWE
OTAeNbHbIX MHCTPYKUMKW nporpammebl (Software
Breakpoints/Kprobes)

e [Ipu cpabaTbiBaHUM TOUYKM NPEPbIBAHUS:

O [lekoampoBaHUE UHCTPYKLUWUK, NONyYEHUE agpeca, No KOTOPOMY
OHa obpallaeTcs

O [lonyyeHue 3Ha4YeHUs No ITOMYy agpecy

O YcTaHOBKa annapaTHOM TOYKU NpepbiBaHUA HA obpalleHme no
aTomy agpecy (Hardware Breakpoint)

O 3agepxka
O [loBTOpHOE NonyvYeHne 3Ha4YeHns, CpaBHEHNE C UCXOOHbIM



Racehound: anroputm

Thread 1 Thread 2 [MamaTb
mov X, %eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
* mov X, %eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
* pov-x;-%eax int 3 mov %ebx, x x 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
* mov X, %eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, X X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

—decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, x « X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
—set_hw_breakpoint(x)

delay()

unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, x « X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x

set_hw_breakpoint(x)
—delay()

unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, x « X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x

set_hw_breakpoint(x)
—delay()

unset_hw_breakpoint(x)

Handler

print(x,caller_address)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax —moV %ebx, x e x 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa
Handler Handler
decode(insn) => x print(x,caller_address)
set_hw_breakpoint(x)
—delay()
unset_hw_breakpoint(x)




Racehound: anropuntm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax —movV %ebx, x « X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x

set_hw_breakpoint(x)
—delay()

unset_hw_breakpoint(x)

Handler

—print(x,caller_address)

"Data race on access
to x from
caller_address"




Racehound: anropuntm

Thread 1 Thread 2 MamaTb
—e* movV X, %eax mov %ebx, x « X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa
Handler Handler
"Data race on access
decode(insn) => x print(x,caller_address) |to x from
set_hw_breakpoint(x) caller_address"
—delay()

unset_hw_breakpoint(x)




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
—e* movV X, %eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x

set_hw_breakpoint(x)

delay()
—unset_hw_breakpoint(x)

Handler

print(x,caller_address)

"Data race on access
to x from
caller_address"




Racehound: anroputm

Thread 1 Thread 2 [MamaTb
* mov X, Y%eax mov %ebx, x X 0x1234
Software Breakpoint Hardware Breakpoint BbiBoa

Handler

decode(insn) => x
set_hw_breakpoint(x)
delay()
unset_hw_breakpoint(x)

Handler

print(x,caller_address)

"Data race on access
to x from
caller_address"




Racehound:

OCOOEHHOCTHU peanun3auuu

[lekoanpoBaHWE NHCTPYKLNNA:

[ekonep n3 sgpa Linux (insn.h, inat.h),
nopaboTaHHbIN B pamkax rnpoekta KEDR
[1pn cTapTe AekoamnpyrTca BCe NMHCTPYKLUN
MOAYNS, BblAENSTCA Te, KOTopble
obpallatoTca K namMaTu

[Tpn paboTe Ha OCHOBAHUN NHCTPYKLU U
3HA4YEeHNN PErMCTPOB onpeaensieTcs agpec,
No KOTOpOMY obpallaeTcs UHCTPYKUMSA, U
pa3mMep JaHHbIX N0 3TOMY agpecy



Racehound: npobnema

e [Ipobnema: obpaboTUMK NPorpamMmMHON TOYKM
npepbIiBaHUSA BbIMOSHAETCS B aTOMapPHOM
KOHTEKCTe, YyCTaHOBKa arnnapaTHOW TOYKA
HEBO3MOXHa

e PelleHune: Bo3BpaT B KOHTEKT npoLiecca,
BbI30B 06paboTymnka B HEM

e OrpaHunvyeHune: ncxoaHasi Touka npepbiBaHUS
cpaboTana y>xe B aTOMapHOM KOHTEKCTE



Racehound: orpaHnyeHus

e ApxutekTtypa x86 / x86 64
e becnones3HoCTb Ha OOHOAOEPHBLIX CUCTEMAX
e Bepcua aopa Linux >= 3.2



Racehound: cocTtosiHue

e PaboTarolmn BapmaHT CUCTEMBI

e llcnonb3yetca aBTopamu Kernel Strider:
noaTBepXxaeHo 3 owndkn B gpaneepe
ceteBoro agantepa Intel e1000



Racehound: nnaHbl

e [lanbHenwas anpobdaunsa Ha pearibHbIX
apaneepax

e HacTpownka napamMeTpoB (KONMYECTBO TOYEK
npepbIBaHUSA, anroOpuTM UX pacCTaHOBKN,
BPEMEHHbIE MHTEpBanbI U T.4.)

e OueHka adpdeKkTUBHOCTM PaboThI

e VIHTerpauua c apyrmmm mMetogamm BblABNEHUS
COCTOSAHUN FTOHKU
e BkntoyeHue B coctaB agpa Linux



Bonpocbi?




